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HoscHUTEALHAS 3aNIHCKA

Tunopas yyeGHas mnporpaMMa o ydeOHoW aucuuiuiHe «CuHCTeMHO®
IIPOrPaMMHPOBAHUEY paspaboTtaHa B COOTBETCTBHH TpeOOBaHUAMH
06pa3soRaTeN-HOTO CTAHAApTa NepBOH CTYNMEHH BBICLIErO 0Opa3soBaHMA IO
cnenuansaocT# 1- 31 03 07 «[Tpuxnannas uudopmatuka (110 HaNPABICHHAM)».

VyebHas muciuiuinHa «CHCTEMHOE  IMMPOrpaMMHPOBAaHUE»  3HAKOMHT
CTYZIEHTOB C OCHOBHBIMM NpPHMHLMIAMH I[OCTPOCHHS W OpTaHM3aUMH paboTel
ONEPAllHOHHEIX cUcTeM ceMeiicTBa Windows.

ITonpoGHO pacCMATPHUBAIOTCA BONPOCH! CHCTEMHOTO IMPOrpaMMHUPOBaHUA C
rcnonb3oBanneM untepdeiica Win32 APL. OnuceiBaroTcs ynpapieHHe OTOKaMH
H TpOLECCAMH, BKNIOYas HX JHCIETYEPH3alMIO; [epefada JNaHHBIX MEXITY
MPOLECCaMH, ¢ HCIOIb30BaHHEM aHOHMMHBIX H MMEHOBAHHBIX KaHAJIOB, a TAKXKe
MOYTOBEIX SIIUKOB; CTPyKTypHas oOpaboTka HCKIIOYEHMid; YIpaBIeHHE
BUPTYaJbHOM NaMATHIO; YyIpaBleHHe ¢alilaMH W KaTaloraMu; acHHXpOHHas
o6paboTKka MNAaHHBIX; CO3JaHHE JAHHAMMYECKH MOAKITFOUAeMbIX oubHoTEK;
pa3paboTKa CepBHCOB.

Oco6oe BHHMAHHE YAEIEHO BOIPOCaM OTIAAKH IPOTPaMMHOT0 0G€eCTIeUeHH .
JlaeTcs 0630p CYMIECTBYIOLIMX MHCTPYMEHTOB ITOMCKA M YCTPaHEHHs A€(eKToB,
IPUBOAUTCA DPAA MPAKTHYSCKUX PEKOMEHJAlMM II0 HACTpOHKe OTIaq4uKOB,
pPacCMATPHBAIOTCS ~ pasjM4HBIE  CHEHAPMH  MCCIIEJOBaHUS  IPOrPaMMHOIO
obecrieyeHHSI.

PaccMaTpHBAIOTCS OCHOBBI B3aUMOJEHCTBMA TIPHIOXKEHHH 1O CeTH C
HcHonp3oBaHdeM Gubnuorexu WinSock.

OTHENBHO pPAcCMAaTPHBAIOTCS METOABI IIEPEXBaTa BBI30BOB (QYHKUMHA |
MoauHKAIMH BO3BpAlllacMbIX 3HAUeHUH. [ TaBHOM 3amadedd JaHHBIX TEM SBJACTCA
(GOPMHpOBaHHE y CTYAEHTOB YETKOrO IpeJcTaBleHds (yHKIMOHHPOBAHKA
IporpaMMHOro  ofecrieueHusl, Iiepefiaddl YNpPaBICHHS Mexay (QyHKIHIMY,
HCIIONb30BAHHKE CTeKa MOoToka. [IpeycMOTpEHEI COOTBETCTBYIOINHE Ja6opaTopHbIe
3aJaHHA. ’

Iean yueGHol qucnuniunbl «CHCTEMHOE IPOrPaMMUPOBAHKE):

— H3y4YeHHe NPHHIMIIOB OpraHM3alMH ONEPALMOHHBEIX CHCTEM Ha IpHMepe
OIEepalMOHHEIX CHCTeM cemeiicTBa Windows;

— H3yYeHHe CIOco0OB M NPHHIMIIOB CO3JaHMSA CHCTEMHOrO IPOTPaMMHOTO
obecnieueHus1.

OcHoBHbIe 32324H:

— W3yYeHHe apXMTEKTYpHI ONepaldoHHOM cucTeMsl Windows, cnocobos u
TIPHHIMITOB OPTaHA3AIHK €e pabOoTEI;

— O3HAKOMJIGHHE C BO3MOXKHOCTAMHM, TIPENOCTABICHHBIMH HHTEpPEHcOoM
IpUKIafgHOTo MporpaMMuposanus Win32 API;

— H3y4YeHHE TNPHHLMIIOB HCIIOIB30BAaHHUA CPEACTB pa3spaboTKH ¥ OTIAMIKH,
HPENOCTABIAEMEIX ONEPAlOHHON CHCTEMOH, I Co3AaHHA 3(¢EKTHBHOrO H
Ge30I1acHOrOo [IPOrpaMMHOT0 oOecniedeH .



B pe3syJsisrare u3yueHus y9eOHOH AUCITHILTHHE! 0o0yuaeMBIH JOJDKEH:

IHamMb:

—OCHOBHBIE (PYHKLHH ONEPalMOHHON CHCTEMEI,

—OCHOBHBIE KOMIIOHEHTHI OLIepalliOHHOM CHCTEMEI

—METOABI B3aUMOEHCTBHA MTPOLIECCOR;

—METO/IbI CHHXPOHH3aLIMH ITIOTOKOB;

—MOJIEJIb ITAMATH B 3aIUICHHOM PEXKME;

—MEeTOIpl YIpaBieHus: BUPTyaIbHON NaMAThIO;

—MeToABI yIpaBicHus Gainamu;

— IPUHITATIEL IIOCTPOEHHUS KJIHEHT-CEPBEPHBIX TIPUIIOXKECHHH c
Hcnonp3oBanueM oubnunoreku WinSock;

— IPHHLUIEL 06paboTKH HCKITIOYHTENbHBIX CHTyalHi B OC Windows;

— METOJ(BI [IEPEXBATa BEI30BOB (YHKIIHIA;

—OCHOBHBIE BIJIBI YS3BHMOCTE} IIPOrPaMMHOr0 06eCceueH s,

_MeXaHM3MBI 3AIIMTH  TPOrpaMM, OpeJOCTABISEMBIE  OIEpalMOHHOH
CUCTEMOH;

— METOJIBI OTJAJKH U IOKCKa Ae(EKTOB B MPOrpaMMHOM OGecIIeHeHHH;

ymemb:
—IpOrpaMMHPOBaTh MHOTOIIOTOYHEIE PHIIOKEHHS,
—OpraHM30BaTh OOMEH JaHHBIMA MEX/Y ABYMS MpoLeCccamy,
—C037aBaTh NPUIOXEHHU, B3aUMOAEHCTBYIOIINE TI0 CETH;
—CO3/1aBaTh M MCIIONB30BaTh AMHAMAYECKH NONKIIoUaeMble GHOIHOTEKH;
—IONL30BATHCH  OTIAMYMKOM, HCCIENOBAaTh apapuiHble JaMIIBl aMATH,
1poGIeMbl yTEUKH MAaMATH;

énademon:

—METOJaMH M HHCTPYMEHTAMH OTJIaJIKH W HOHCKa nedeKTOB B CHCTEMHOM H
NPUKIIaJHOM IIPOrPaMMHOM obecIIeueHNH;

—3BIKOM MPOrPAMMHPOBAHKS HU3KOTO YPOBHSA C.

B  pesynsTaTe  usydeHds  yueOHoii  mucrmmumesl  «CHCTeMHOe
TIPOrpaMMHpPOBaHHKE» GOPMHPYIOTCH CEAYIOIINE KOMIETEHIIHY:

— AK-1. YMers npuMeHATH 0a30Bhle HAYYHO-TEOPCTHYECKHE 3HAHHA UL
peileHns TeOPeTHYECKUX H MPAaKTHYeCKHX 3a/1a49.

— AK-2. Bnagerh CHCTEMHBIM M CPAaBHHATCIIBHBIM aHANH30M.

— AK-3. Bnaaets HCClIe A0BaTEIbCKMME HaBEIKaMU.

— AK-4. YMeTp paboTaTh CAMOCTOATENBHO.

— AK-5. Beite  CnocoOHBEIM — NOPOXAATE  HOBBIE  HIAEH (obnapnatk
KPEeaTHBHOCTEIO).

— AK-6. BraneTs MeXIMCIMINTHEAPHEIM [I0JX00M IPH PEIICHMH IIpolieM.

— IIK-1. TIIpoekTupoBarh, pa3pabaTelBaTh MW TECTHPOBaTh INPOrpaMMHOE
obecrieueHue pa3sNuYHEIX BUAOB.



— IIK-2. Pa3zpabaTblBaTh TEXHUYECKYIO MAOKYMEHTALHIO Ha IporpaMMHOE
obecrieuenue.

— IIK-9. Pa6GoTaThk ¢ HayYHO-TEXHHYECKOH HHGpOpMAaIlHeH ¢ HCIIONE30BAHHEM
COBPEMEHHBIX HHPOPMAITHOHHBIX TEXHOJIOTHIA.

— JIK-12. Ha ocHOBe TeXHHYECKOH AOKYMEHTALHH BBIOJHATH BHEAPEHHE U
COIIPOBOXKJEHHE IIPOTPaMMHOIO o0eCHeueHus, B TOM YHCIIe pa3paboTaHHOro
CTOPOHHHMMH OpraHU3alIUAMH,

Ha usyyenne qucuunnuss! otBeieHo 104 yueOHBIX yaca, U3 HUX Ay JHTOPHBIX
— 68 uyacos. [IpumepHOe pacnpenenenre ayAUTOPHBIX YACOB MO BHJAM 3aHATHIA:
nexuuit — 34 gaca, m1abopaToOpHEIX 3aHATHIA - 34 qaca.



IIpuMepHbIii TeMaTHYECKHI NJIaH

KonuuecTBO ayIUTOPHBIX YacoOB

B ToM uyucie

Hassanue paszena, TEMbI T Jlabopatop-
Jlexuun HBIE
3aHATHS

Pasjen L SI3pik nporpammuposanus C. 2 2 -
Tema 1.1.

2 2 -
OcoGeHHOCTH s3bIKa mporpaMmupoBanus C.
Pa.:’.neu I1. OnepanHoHHas CHCTEMA 38 18 20
Windows
Tewma 2.1.
MDyYHKIIUK ¥ apXUTEKTypa ONepallHOHHBIX B 2 2
CHCTEM.
Tema 2.2.

-+ 2 2
YrpasjieHue NpoLeccaMt ¥ NOTOKaMHU.
Tema 2.3. 6 5 4
YpaBneHue NaMsAThIO.
Tema 2.4. ) 6 5 i
VupagiieHue (panaamH.
Tema 2.5.

6 2 A
JIMHAMWYECKH TIOKITIOUaeMble OMOIHOTEKH.
Tema 2.6. 6 4 5
Cepsucsl 1 apaiiBepsl Windows.
Tema 2.7.

2 2 -
[TporpaMMUpOBaHUE CETH.
Tema 2.8. 4 5 ’
ITepexBat API BBI30BOB.
Paznea I1I. bezonacHoe 28 14 14
nporpaMMHpOBaHHeE
Tema 3.1.
Vsazpumoctu [10. bezonacHoe 6 2 -4
NpOrpaMMHUPOBaHHE.
Tema 3.2.
C . 4 2 2

TPYKTYpHasi 06paboTKa MCKIIFOYECHHH.

Tema 3.3.
Otnanka I10. . * 4
Tema 3.4.
Vrunute Syslnternals. 4 2 4
Tema 3.5. 6 4
HHCTPYMEHTBI CTaTHYECKOI 0o aHaJIu3a KoJa. 2
HUroro 68 34 34




Conaep:xkanne ydeGHOro MaTepHaaa

Pazgen L. SI3pix nporpammuposanus C

Tema 1.1. Ocobennocmu azvika npozpammuposanun C.

Ocobennoct s3pika. Ormnguua ot CH++. MaccuBel, CTpPOKH, aJpecHas
apndmeTnka, ykazaTelH Ha QYHKUMH, (QYHKIMH C IEPEMEHHBIM YHCIIOM
apryMeHToB. [Toctpoenue nporpaMmsl. IlocTpoeHre OCHOBHEIX CTPYKTYP AaHHBIX.
CranpaptHad Gubnuoteka s3p1ka C. BesonacHble aHaNIOTH CTaHAAPTHBIX QYHKUIMHA
assika C.

Pazgen II. Onepannonnan cucrema Windows

Tema 2.1. @yuxyuu u apxumexmypa onepayuoHHbIX cUucmem.

Oneparonasle cucteMbl. MyHKIMH. ApxuTekTypa. BrinonHenme 3amau.
IIpoueccrl, notoxu. Muorosagaunocts. Windows API. UNICODE.

Tema 2.2 .Ynpaenenue npoyeccamu u HOMoKamu.

ITonste npomecca. Pecypcrl, mpunHamnexampe mnponeccy. Cosjganme u
3aBepineHue mnpoueccoB.3. Jleckpunropsl npoliecca. BaaumMopeticTBuie mporeccon
(¢aiinel, KOMaHAHAs CTpoOKa, pasfenseMas NamATh). be3omacHOCTs. Mapkep
nocryna. [Torstue notoka. KoHTekeT notoka.

Tema 2.3. Ynpaenenue namamsio.
Mogens naMsaTH B 3aIlMINEHHOM peXuMe. BHABI maMATH (CTEK, Kyd4a, ITyJabl
NaMATH PeXKHMA sipa, TerHpoBaHUe ITyJa).

Tema 2.4. Ynpaenenue Qaiinamu.

O630p cpencte ynpaeneHus ¢aiinamu. Ipeactapnerne (aitiioB Ha XKeCTKOM
nucke. OTKpBITHE, 3aKpBITHE, YTEHHE, 3allHCh, YIpaBleHHe KypcopoM. Urtenne u
U3MeHeHHe aTpHOyTOB, cCO3JaHHEe U YJQIEHHe KaTalnoros, HaOoZeHHe 3a
usMeHeHusaMmH. Konuposanue u nepemewieHne ¢aiiios.

Tema 2.5. Junamuuecku nooxkarouaemoie 6ubinomexu.

Hasnayenne  auHaMM4YeckH  NOAKMIOYaeMbIX OHOnmmorek. BapuanTh
Ucnone3oBaHus  O6ubnuorek. 3aBucumoctH Oubimorek. ®opmar daiima PE.
Tabnuuel umnopra u 3xcnopra. 3arpyska 6ubauorex. Buenpenune koga B Apyroii
Tpoiiecc.

Tema 2.6. Cepeucst u opaiigepst Windows.

Cepeucel Windows. Cospnanne cepBuca. Perucrpanus cepBHca B CHCTEME.
Menemxep cepBucoB. 3alyck H OCTAHOBKA CEpPBHCOB. J[paiiBephl, TOUKH BXOJA B
npaiiBep. OObekT, onMcHBaOIMi jpaiisep. OOGBeKT, ONMMCHIBAIOIMMI Gail.
Bsaumocesasbs 06bexToB. 3anpoc BBOAa-BHIBOJAA. MeHemxep BBoAa-BhiBoma. CTek
ApadiBepoB. [lIpepeiBaHus, ypoBHu mnpepbiBanumil. ITopnporpamMmel  0GpaGoTku
npepbiBanuii. OTI0XEHHbIE BBI30BbI POLENYp. ACHHXPOHHBIE BEI30BHI IPOLIEYD.
Tunel acHHXPOHHEIX MIpOLERYP.



Tema 2.7. IIpozpammuposanue cemu.
O63op Mopmemu OSI. O630p cereBrix API Windows. HcnonesosaHue

Windows Sockets.

Tema 2.8. ITepexeam API evi30608.

Brmonuenue koma. Crex notoka. CornameHnus o Bei3oBax. Ilepexsar
dbyHKIMH MyTeM MOaMpUKALIME UCXOHOTO Koja. [Tepexsar ¢pyHKuuMHA myTem
MoauduKanuu Tabaur uMnopra/skcropta. Ilepexsar Gpysxuuii myrem
MOAN(UKAIMA CUCTEMHBIX Tabuui. Vicnons3zoBanue ApaiiBepoB-(GHIETPOB.

Pasgea 111. BesonacHoe nporpaMmMHapoBaHHe

Tema 3.1. Yazeumocmu I10. Bezonacnoe npozpammuposanue.

Knaccudpukauus ysspumocten [10. Ommbka nepenonsenus Oydepa.
Owubka nepemnonHeHus nepeMeHHbX. Omubku ¢opMaTHpOBaHUA CTPOK.
MexaHH3MBI 3alIMTHl MPOTPaMM, MNpPeJOCTABNISEMBIE OITepallUOHHON CHCTEMOH
(ASLR, DEP). BezonacHoe mporpaMMHpoBaHHe (TiepenoHEHMe 9Hcen, Oydepa,
HENpaBUIBHOE HCIIONb30BaHHE IIAMSTH, MPOBEPKA BO3BPALAEMBIX 3HAYEHHi).
IIpoBepKa BXOOHEIX JaHHEIX.

Tema 3.2. Cmpyxmyphan obpabomka uckiioueruil.
ObpaboTunku 3aBepmieHud. OUIBTPEI H  00pabOTIMKH  HCKIIFOYEHHIA.
HeoOpaboTaHHble HCKIIOUYEHHs U UCKITIoYeHus C++.

Tema 3.3. Omaaoka 110

O630p ornagunkoB. OO63op makera Debugging Tools for Windows.
Ornanounsle cUMBOJEL. MccnegoBaHue aBapHHBIX 3aBEpINCHUH IPHIOKEHHH.
HccnenoBanue ommbok cHHXpoHH3auuH. HMccnemoBaHue yTedKM TamsaTu.
HacTtpoiika oTnagku ApaiiBepoB B pexume siipa. Hactpolika aBapuiiHoro mammoa
TIaMSITH ONEePaLMOHHON CHCTEMBI.

Tema 3.4. Ymunums: Sysinternals.
Processmonitor. Processexplorer. Autoruns. Handle

Tema 3.5. Huncmpymenmsl cmamuy4ecKozo anaiu3a Kooa.

Hcnons3opanne aHHOTaUMH ucxoaHoro koaa (SAL). PREFast. Code analysis
s VisualStudio.
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IlepeueHn peKOMeHIYeMbIX CPEJCTB AHATHOCTHKH
Texymmii xontpons no mucumummnbe «CucTeMHOE MIPOrpaMMHUPOBAHHE)
PEKOMEHIYETCA OCYIECTBIATE B TeYeHHe Mpouecca o6yueHns B BHAE BOIPOCOB
AJIsL CAMOKOHTPOJISL H IPOBEAEHHUS KOJUIOKBHYMOB.
Jisi IpOBEPKM 3HAHHH M yMEHMH CTYHESHTOB PEKOMEHIYETCS BBLIMIONIHEHHE
BCEX IPENyCMOTPEHHBIX JabOPaTOPHBIX paGoT, COBMECTHOE pAcCMOTpEeHHE
Hauboee yauHbIX PEUICHUH H THIIOBBIX OMIHGOK.

MeToauyeckne pekoMeHAALHH 10 OPraHH3ANMH M BHIHOJIHEHHIO
CaMOCTOATEIbLHOMH paboThI

YcnoBus 1A caMOCTOSTENBHOM pabOTHl CTYHEHTOB, B YaCTHOCTH, IJIS
PAa3BUTHA HABBIKOB CAMOKOHTPOJIA, CIOCOGCTBYIOMEX HHTEHCH(UKALMH Yie6GHOTO
npolecca, 00eCHeYUBAIOTCS HATMYHEM M IIONHOM JOCTYIHOCTBIO 3JIEKTPOHHBIX (H
OyMaxHBIX) ydeOHO-METONHIECKHX MOCOGHIH MO OCHOBHBIM pasgenaM ydeOHOM
JAHCLMILIHHEI,

Heo6xoaumo Y4HTHIBATh OTCYTCTBHE y CTYIEHTOB OTIbITa
DporpaMMHMpOBaHMs Ha sA3bIKe accemOiiepa. 310 TpeGyeT NOMONHHTENBHBIX
TIOACHEHUH, 0CODEHHO NPH PacCMOTPEHHH TeM 6e30MacHOro IPOrpaMMHPOBaHHS
u nepexsata API Be130BOB.

B cuny pasnuyHOre ypoBHS IOTOBHOCTH CTYAEHTOB K BOCIIPHATHIO HOBBIX
MOHATHH Ha NMPAKTHYECKHX 3aHATHSX 10 HUCILHILIMNHE PEKOMEHIYETCS IPOBONKTE
PeryIspHble CaMOCTOATeNbHBIE pabOTEl M NpPH HEOOXOAMMOCTH ITPOBOJMTE
AOMOIHHUTENBHBIE KOHCYNBTAIMM 1A OOBACHEHHSA M 3aKPEILTICHHS CII0XKHOIO
MaTepHaia.

Pexomennyemas popMa TeKyIuei aTrecTaluy — 3a4er.
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