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OBIIAA XAPAKTEPUCTUKA PABOTDI

[TEPCOHAJIBHBIE JTAHHBIE, KJIACTEPHBII AHAJINS,

HEPOHHBIE CETH, JIOKAJIbBHO-YYBCTBUTEJIbBHOE
XEIIMPOBAHHUE, BIG DATA.
Llenv pabomwvr - TpennoXuTh HOBbIE APQPEKTUBHBIE anropuT™Mbl K-

AHOHMMU3AIMKA TPAH3aKLUMOHHBIX JTAHHBIX HAa OCHOBE KJIACTEPHOTO aHajan3a U
pean30BaTh UX B CUCTEME aBTOMAaTUYECKOM aHOHUMH3AIIHH.

3a0auu - w3ydnTh MpoOIIeMy OE30macHOW mepenadn MePCOHATBHBIX
JaHHBIX, PACCMOTPETH CYIIECTBYIOIINE METOAbI o0ecnieueHns K-aHOHUMHOCTH,
MPEMJIOKUTh HOBBIE  alropuT™Mbl K-aHOHMMU3aumu U L-pa3sHooOpasus,
pa3paboTaTh SaaS-cucTeMy aHOHUMH3AIMH TPAH3aKIIMOHHBIX TAHHBIX.

Obvexm uccnedosanusi - TpPaH3aKUUOHHBIE HAOOPHI JAHHBIX, COAEPKALIUE
MEPCOHAIIbHYIO MH(POPMAIUIO KIIUEHTOB.

B pabote nipearaiorcs HOBbIE METOJIbI o0ecrieueHus: K-aHOHUMHOCTU U
L-pa3sHooOpa3uss TpaH3aKIMOHHBIX JaHHBIX. MeTOJbl OCHOBBIBAIOTCS HA
aNrOpUTMaxX KJIacTEPHOTO aHaIM3a TS IPEIBAPUTEIBHOTO Pa30MEeHHS UCXOIHBIX
JaHHBIX Ha JOMEHBI W TOCIEAYIONEeH TeHepaluyd KJIacCOB SKBHUBAJICHTHOCTH.
[lepBBIii METOZ UCIIOJIB3YET CAMOOPraHu3yroImecs KapTel KoxoHeHa, BTopou —
JIOKQJIbHO-UYBCTBUTEIIBHOE XEIIHPOBAHHE.

PeanmuzoBsana SaaS-cucrema aBTOMATHUYECKOUN AHOHUMHU3AIAU
TPaH3aKIIMOHHBIX JaHHBIX, MPEAHA3HAUYCHHAs 711 UCIIOJIb30BAHUS PO3HUIHBIMU
KOMITAaHUSIMU B CTPaHaxX C KECTKUMU 3aKOHOJATEIbCTBAMU TI0 PETYTUPOBAHUIO U
JIOKaJIU3aIUH JaHHBIX.

Marucrepckasi guccepranus coaepkut 87 crpanuil, 33 pucyHka, 12
tabymil, 20 UCITOTB30BaHHBIX HCTOYHUKOB, 3 MPUJIOKEHUS.



AI'YJIBHASI XAPAKTAPBICTBIKA ITPAILLBI

I[TEPCAHAJIBHBIA 3BECTKI, KJIACTAPHBI AHAIJII3,
HEMPOHABBIS CETKI, JIAKAJIbHA-AJTUYBAJIBHAE XDJIIIABAHHE,
BIG DATA.

Mbsma npayer - TpamaHaBallb HOBBIA J(EKTHIVHBIA anrapbITMbl K-
aHaHMMM3AIlbll TPAH3aKIBIMHBIX NaJ3€HBIX HAa aCHOBE KjlacTapHara aHaizy i
poaasizaBallb 1X y CICTIME ayTaMaThldYHal aHaHIMI3allbll.

3aoauvl - BBIByYbILb IpabiieMy OscredHaid mepajadbl IMepcaHajIbHBIX
3BECTaK, pasriea3ellb ICHYIUbIA MeTaabl 3abectsiudaHs K-ananimHac,
npanaHaBallb HOBbIS anrapeitMbl K-aHaHimizaubeil 1 L-pasnactaitHacu,
pacnparaBaip SaaS-ciCTAIMY aHaHIMI3allbll TPaH3aKUbIHBIX Aa/13€HBIX.

Ab'exm oOacnedasanmsi - TPAaH3aKIBIMHBIL HAOOPHI JAaA3€HBIX, SKIA
3MSIIYAIOLb NEPCAHATIBHBISA 3BECTKI KIIIEHTAY.

VY mpaiiel npamnanyroIia HoBbIsi MeTa bl 3a0ecrsiudHHs K-ananimuaci 1 L-
pa3HacTaiHaclll TPaH3aKLBIMHBIX JaJ3€HBIX. MeTanpl TIpyHTyIOLLIA Ha
ajrapbITMax KJacTapHara aHajizy Ui TamspdfHsara pasOilisl 3bIXOIHBIX
JaA3€HBbIX Ha JaMEHbI 1 HACTyIHAl reHepalibll Kiacay 3KBiBaJieHTHacul. [lepibl
MeTaJl BBIKapbICcTOyBae KapThl KoxaHsHy, Apyri - JakajibHa-aJa4yBajbHae
X3IIIaBaHHE.

CrtBopana SaaS-cicToma ayTamaThlYHAW aHAHIMI3aIbll TPaH3AKIIBIHHBIX
JaA3€HbIX, IPbI3HAYAHAS JJI BBIKAPBICTAHHS PO3HIYHBIMI KaMIIaHIsIM1 § KpaiHax
3 )KOPCTKIMI 3aKaHaayCTBaMI a pAryJIsBaHHI 1 JJaKali3albll 1a3CHbIX.

Marictapckas apicepTanpisi 3msiimdae 87 crapoHak, 33 MamtoHka, 12
taOumin, 20 BRIKApBICTAHBIX KPBIHII, 3 JaaTKi.



GENERAL DESCRIPTION OF WORK

PERSONALLY, IDENTIFIABLE INFORMATION, CLUSTER
ANALYSIS, NEURAL NETWORKS, LOCALITY-SENSITIVE HASHING,
BIG DATA.

Objective - propose new effective K-anonymization algorithms of
transactional data using cluster analysis and implement them in automatic
anonymization system.

Tasks - research the problem of secure PIlI data transmission, review
existing K-anonymization algorithms, propose new K-anonymization and L-
diversity algorithms, implement SaaS-system for automatic transactional data
anonymization.

The object of research - transactional datasets with personally identifiable
information.

This research proposes new techniques for transactional data K-
anonymization. The techniques are based on cluster analysis algorithms, which
create similarity domains from origin dataset, and then equivalence classes are
generated. The first one utilizes Kohonen’s Self-Organizing Maps, the second
one — Locality-Sensitive Hashing.

SaaS-system for automatic transactional data anonymization was
implemented. It is intended for use by retail companies in countries with strict
data residency regulations.

Thesis: 87 pages, 33 figures, 12 tables, 20 sources, 3 applications



