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PEDEPAT

JAunuomuas padora: 49 ctpanu, 13 pucyHkoB, 6 Tabmnuil, 3 TMCTUHTA KOJA,
25 ACTOYHUKOB, | mpuioxeHue.

KawueBbie caoBa: METOJIbl AHAJIM3A BE3OITACHOCTU WEB-
[IPMJIOXEHNI, ATAKHU HA BEB-IIPUWJIOXEHUE, T'EHEPATOPHI
CJIYYAUHBIX U  ICEBJOCJIYYAUHBIX  YHCEJ, METOJbI
TECTUPOBAHUSA T'EHEPATOPOB CJIYYAUHBIX u
[ICEBJIOCJIYYAMHBIX YUCEJ, TECT MHOI'OMEPHOU IUCKPETHOU
PABHOMEPHOCTU II0 HEIIEPECEKAIOIIMUMCSI OTPE3KAM C
[IPUMEHEHUEM 3AKOHA IIOBTOPHOT'O JIOTAPUDMA.

O0beKT mcciIe0BaHUsL — BEO-TIPUIIOKEHUE, HUMEIOIIee MOTEHIUAIbHbIC
yrpo3bl. ['eHepaTophl ClydalHbIX YHCEN.

IIpeaMer mccaenoBaHusi — BO3MOXKHBIE THUIIBI aTaKk Ha BEO-TIPUIIOKEHUE.
SQL Injection u XSS araku. ['eHepaTOphI CIy4YaiiHBIX YMCENl HA OCHOBE TeHEepaTopa
rammbl BelT, cxumaromero reHepaTopa, reHeparopa Ha OCHOBE Java-KiaccoB
SecureRandom u Random.

Heap padorsl — qeMOHCTpalMs IPOBEACHUS aTak Ha pa3paboTaHHOE BeO-
MPUJIOKEHUE W BO3MOXHBIX TMOCIEACTBUM arak. (CpaBHEHUE pe3yJbTaTOB
CTaTUCTUYECKOTO TECTUPOBAHUSA M TECTOB BTOPOrO YPOBHA TI'E€HEPATOPOB
CIIyYalHBIX U NICEBAOCITYYANHBIX YUCET.

3axaum:

1. Pa3paboTtath BeO-pUJIOKEHWE IS TPOBEICHUS  aHadu3a  €ro
6e3onacHocTH. [loka3ath BO3MOKHBIE TIOCJIEACTBUS aTaKk Ha BeO-
MIPUIOKEHUE.

2. PaccmoTpeTs  OCHOBHBIE  THUIIBI ~ TEHEPATOPOB  CIYYalHBIX U
[ICEBIOCIYYalHbIX 4Hucell. Peanu3oBaTe CXKXHUMaKOIMKA TEHEPATOP,
reHepaTopsl Ha OCHOBe Java-kimaccoB SecureRandom u Random.

3. Peanmm3oBaTh COOCTBEHHBIE TEHEPATOPHI TICEBIOCITYYANHBIX YHUCET.



4. Peanu3oBaTh NpPOrPaMMHBIA  MOJYJIb [ NPOBEIEHUS  TecTa
MHOTOMEPHOM JUCKPETHOM PAaBHOMEPHOCTH II0 HENEPECEKAIOIIUMCS
OTpe3KaM C IPUMEHEHHEM 3aKOHa IOBTOPHOTIO Jiorapudma.

5. Ilo mosydeHHBIM pe3yJibTaTaM IPOU3BECTU JaThb OTBET O KAauyeCTBE
CTaTUCTUYECKOTO TECTUPOBAHMS.

MeToabl MCCJI€10BAHUA .

1. Teopernyeckoe — WU3y4YEHUE MPOTPAMMHBIX TyTOPHAJIOB M JIUTEPATYPHI
COIJJACHO TEMAaTHUKE MCCJIETOBAHUA.

2. Ilpaktrueckoe — co3gaHUE JEMOHCTPAIMOHHOTO BEO-TIPUIIOKECHUS IS
MIPOBEICHUS aTax. [Iporpammuass  peanmu3anus TCHEPAaTOPOB
MICEeBIOCTYYaliHBIX YHCeN. AHaau3 pe3yJabTaTOB TeCTa MHOTOMEPHOMN
JTUCKPETHOW PABHOMEPHOCTH II0 HEMEPECeKaronMMCs OTpe3kaM ¢
MpUMEHEHHEM 3aKOHa TIOBTOPHOTO Jiorapudma ©  pe3ysbrara
cratuctrnyeckux tectoB NIST.

IHonyyeHHbIE pe3yJIbTaThl:

1. TlpousBenén aHanu3 Ko/a BEO-TIPUIIOKEHUS, CBA3aHHOU C BOZMOKHOCTHIO
peanu3aluuu ysi3BUMOCTH B BEO-TIPUIIOKEHUU.

2. IlpousBeneHbl aTaku W TMOKa3aH WX peE3yJbTaT BO3JCHCTBUA Ha BeO-
MIPUJIOKECHUE UJIM HA TAHHBIC, XPAaHUMBIE B HEM.

3. IlpousBeneHo O3HAKOMJIEHHWE C THUIIAMU TEHEPATOPOB M METOJAMH HX
TECTUPOBAHMUSL.

4. Hanumcanbl reHepaTopbl TCEBOCIYyYalHBIX YHUCEN, B OCHOBE KOTOPBIX
JIEKUT MPUHIUIT C)KUMAIOILIETO T€HEPATOpa U TE€HEPATOPbl, OCHOBAHHBIE
Ha pabote metoa nextint() Java-kimaccos Random u SecureRandom.

5. Pazpaboran nporpaMMHBIi MOIYJIh Ha SI3bIKE JaVa MO MPOBEICHUIO TECTa
MHOTOMEPHOM JUCKPETHOM PAaBHOMEPHOCTH M0 HENEPECEKAIOIIUMCS
OTpe3KaM ¢ MPUMEHEHUEM 3aKOHA MOBTOPHOTO Jlorapugma.

Oobs1acTh MpUMEHEHUs — IPOTPAMMHBIM KOMIUIEKC IO OLIEHKE KadeCcTBa
reHepaTopa CIly4alHbIX U IICEBIOCIYYalHbIX YUCEIL.



ABSTRACT

Diploma thesis: 49 pages, 13 figures, 6 tables, 3 code listing, 25 sources, 1
attachment.

Keywords: SAFETY ANALYSIS METHODS OF WEB APPLICATIONS,
WEB APPLICATION ATTACKS, RANDOM AND PSEUDORANDOM
NUMBERS, TEST OF MULTIDIMENSIONAL DISCRETE UNIFORMITY
OVER DISJOINT SEGMENTS USING THE LAW OF REPEATED
LOGARITHM.

The object of research - web application that has potential threats. Random
and pseudorandom number generators.

Subject of research - possible types of attacks on a web application. SQL
injection and XSS attacks. Random number generators based on a physical
generator, BelT gamma generator, compression generator, generator based on
SecureRandom and Random Java classes.

The purpose of the work - to demonstrate the conduct of attacks on a
developed web application and the possible consequences of attacks. Comparison of
the results of statistical testing and tests of the second level of random and pseudo-
random number generators.

Tasks:

1. Develop a web application for security analysis. Show the possible
consequences of attacks on web application.

2. Consider the main types of random and pseudorandom number generators.

Implement a compression generator, generators based on the

SecureRandom and Random Java classes.

Implement own pseudorandom number generators.

4. Implement a software module for testing multidimensional discrete
uniformity over disjoint segments with using the law of repeated
logarithm.

5. Based on the results obtained, give an answer about the quality of
statistical testing.
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Research methods:

1. Theoretical - the study of software tutorials and literature according to the
research topic.

2. Practical - creating a demo web application for conducting attacks.
Software implementation of pseudo random number generators. Analysis
of the test results of multidimensional discrete uniformity over disjoint
segments with using the law of repeated logarithm and the result of
statistical tests NIST.

Results:

1. An analysis of the code of the web application related to the possibility of
implementing vulnerabilities in the web application was performed.

2. The attacks were made and their result of the impact on the web application

or on the data stored in it is shown.

Familiarization with the types of generators and methods for testing them.

4. Pseudorandom number generators are written, which are based on the
principle of a compression generator and generators based on the nextiInt()
method of the Random and SecureRandom Java classes.

5. A software module in Java has been developed for conducting a test of
multidimensional discrete uniformity over disjoint segments with using the
law of repeated logarithm.
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Application area — software package for assessing the quality of a random
and pseudo-random number generator.



