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PE®EPAT

Munjomuas paéora: 42 c., 11 puc., 2 Ta6., 13 HCTOYHUKOB, 3 IPUITOKEHUS.

Kmouessie caoBa: KPUTITOTPAGUUYECKUN TEHEPATOP; ®YHKIIUO-
HAJIbBI OHTPOIIMW IIEHHOHA, TCAJUIMCA W PEHbBU; YACTOTHBLIE
OLIEHKU BEPOATHOCTU; ITPOBEPKA TT'MITIOTE3; C++.

OO0beKT Hccaef0BaHUs — KpUNTOrpadUyYecKue TeHEepaTOphl CIydyalHBIX U
IICEBAOCTYYaHBIX ITOCIEI0BATEIbHOCTEN.

IIpenmer wuccien0BaHMsA — BEPOSTHOCTHBIE XapaKTEPUCTUKU BBIXOJHBIX
MOCIIEI0BATEIBHOCTEN KPUNTOTpaUIECKIX T€HEPATOPOB.

Hean pa6oThl — pa3paboTaTh aNTOPUTM U €r0 MPOTPAMMHYIO PETU3AIUIO TS
CTATUCTUYECKOTO TECTUPOBAHUS BBIXOJHOM IMOCIIENOBATEILHOCTH KpUMTOrpaduye-
CKOT'O T€HeparTopa.

3agauu:

1. Pa3pabGoTaTh anropuTMbl HaxOXJeHUA (YHKIMOHANa DJHTPONHUU W,
COOTBETCTBYIOIIUX €EMY MAaTEMAaTHUYECKOTO OXKHUIAHUS U TUCIIEPCHUU.

2. Hamucarpr Haubosiee 3PGEKTUBHYIO TNPOTPAMMHYIO pEaTH3alUI0  JTUX
aJITOPUTMOB.

3. IlpoTtecTupoBaTth MOCIENOBATEIBHOCTH PA3IUYHBIX KPUOTOTPaPUUECKUX
TeHEePaTOPOB.

4. O1eHUTh TOJYYCHHBIE PE3YNbTAaThl U CJENATh COOTBETCTBYIOIINE BBIBOJBI O
TOYHOCTH PEATM30BAaHHOTO aJITOPUTMA.

MeToabl HCCJEIOBAHUSI — a) TEOPETHUECKOE: H3YUYCHHE JMTEPaTyPHBIX
WMCTOYHHUKOB TI0 HAMPABIICHUIO MCCIIEIOBAHUSA, aHATU3 MOJy4YeHHON uHbopmaruu 0)
MPAKTUYECKOE: pean3allysl alrOpuTMa Ha OCHOBE M3YYEHHOU MH(GOpPMAIINH, OI[EHKA
UTOTOBBIX PE3YJIHTATOB.

IHonyyeHHbIE pe3yJabTaThl:

1. beun  pa3pa®oTaHbl AITOPUTMBI  HAXOXKJEHUS OIEHKH DHTPONUU  OT
MaTeMaTUYeCKOr0  OXHUJAHUS, ¢  MPOAHAIM3UPOBAHbI  BO3MOXKHOCTHU
MPUMEHEHUS STUX AITOPUTMOB ISl pa3JIMYHBIX BXOJAHBIX TaHHBIX.

2. Ha s3pike C++ Hammcana mporpamMma, TPOBOJAIIAS BBIYUCICHHUS IO
pa3pabOTaHHBIM AITOPUTMAM.

3. IIporpamma MPOTECTUPOBAHA Ha MOCJIEA0BATEIBbHOCTIX JBYX
KpUnTorpaduueckux TEeHEepaTOPOB Pa3HOW CTEMEHH CTOMKOCTH. MTorombie
3HaYEHHUs 0TOOpaKeHbI Ha TpaduKax.



4. TlpoBeneHa oLeHKa TOYHOCTHU U 3()(HEKTUBHOCTH UCTIOIB3YEMOI0 aIrOpUTMA Ha
OCHOBE II0JIyYEHHBIX PE3YyJIbTATOB.

O0s1acTb MpUMEHeHMs] — OpraHU3allH, KOTOPBIE HCIOIb3YIOT T'€HEPaTOPbI
CJIy4allHbIX U IICEBJOCIYYalHbIX MTOCIE0BATEIbHOCTEN pa3HOM CTENEHN CTOUKOCTH.



ABSTRACT

Diploma thesis: 42 pages, 11 figures, 2 tables, 13 sources, 3 attachments.

Keywords: CRYPTOGRAPHIC GENERATOR; SHENNON, TSALLIS

AND RENYI| ENTROPY; FREQUENCY ESTIMATORS OF PROBABILITY;
TESTING OF HYPOTHESIS; C ++.

Object of research — cryptographic generators of random and pseudorandom

sequences.

Subject of research — probabilistic characteristics of output sequences of

cryptographic generators.

Work purpose — to develop an algorithm and its software implementation for

statistical testing of output sequence of cryptographic generator.

w

Tasks:

Develop algorithms for finding the entropy functional and the corresponding
mathematical expectation and variance.

Create the most effective software implementation of these algorithms.

Test sequences of various cryptographic generators.

Evaluate obtained results and draw appropriate conclusions about the
accuracy of the implemented algorithm.

Research methods — a) theoretical: study of literary sources in direction of

the research, analysis of received information b) practical: implementation of the
algorithm based on the information studied, evaluation of the final results.

Results:

Algorithms were developed for finding the estimate of entropy from
mathematical expectation, and the possibilities of using these algorithms for
various input data were analyzed.

In C++ programming language, a program is written that performs
calculations according to the developed algorithms.

The program was tested on the sequences of two cryptographic generators.
The total values are displayed on the graphs.

The accuracy and efficiency of the algorithm used are estimated based on the
results.

Application area — organizations that use generators of random and

pseudorandom sequences of different levels of security.



