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PE®EPAT

Junnomuas padora: 42 c., 17 puc., 16 tabin., 35 popmyin, 14 ucrounukos, 1
MPUIOKEHHE.

KiroueBble CJIOBA; KPUIITOTPAOUYECKUIN  T'EHEPATOP,
UHOOPMALIMOHHAS  DHTPOIIUS, AJITOPUTM, @OYHKLIMOHAJIL,
KJIACTEPHBIN AHAJIN3, C#, PYTHON.

OO0bexkT McCIeNOBaAHWUSI — UCIOJB3YIOUIMECS  KpuUITOrpauueckue
reHepaTopbl CIIyYailHbIX U MCEBIOCITYYaMHBIX YUCE]T.

IIpeamer wHccaegoBaHMsT — BEPOSITHOCTHBIE CBOMCTBA  BBIXOJHBIX
NOCJIEIOBATENIbHOCTEN KPUNTOrpaQUUeCKUX Te€HEpaTOpOB Pa3IMYHBIX THUIIOB, UX
YHUKAJIbHBIC TPU3HAKH.

Ieap padoThl — peanu3oBaTb U HCCIEN0BaTh AJTOPUTM paclo3HaBaHMsI
KpunTorpaduyecKux TIeHEepaTOpOB HAa OCHOBE CpPAaBHEHUS BEPOSITHOCTHBIX
pacnpeneneHuit. OueHuTh 3PHEeKTUBHOCTH JAHHOTO aJTOPUTMA.

3apaum:

1. V3yuyuTh npeioxKEHHBIM aJrOpUTM Paclo3HABAHUS C TOYKHU 3PEHUS
TEOPUHU BEPOSITHOCTEH;

2. PeanuzoBath JaHHBIA aNTOPUTM, IO BO3MOXKHOCTH MUHUMH3UPYS
BpeMs €Tro padoTHI;

3. Pazpaborate  rpaduueckuit = umHTEepdedc A MPOTpPaMMBI,
pEATU3YIOIIEH UCCIEYEMbIN AITOPUTM PACIIO3HABAHHS ;

4. CucreMaTu3npoOBaTh M MPOAHATU3UPOBATH PE3YJIbTAThI, TTOTYyUYCHHbBIE
Ha TECTOBBIX JaHHBIX. CaenaTh BEIBOJ 00 3((HEKTUBHOCTH aJlTOPUTMA.

MeToabl HCCIE€A0BAHUS — a) TCOPETHUCCKHE: U3YUEHNE HAYYHBIX CTaTEeH 110
HalpaBJICHUIO  HCCIeMOoBaHMs, 0000IeHne HalaeHHoW uHpopmaruu 0)
MPaKTHYECKUE: peau3alids HCCICIYyeMOro ajiropuTMa M aHalu3 IOJyYCHHBIX
PE3YIBTATOB.

IHonyueHHBbIE pe3yJbTATHI:

1. UBydeH npeyioKeHHbIM aaroOpuT™M paclno3HaBaHUS C TOUKH 3pEHUS
TEOpHH BeposTHOCTeH. Jlmsa wuccnenoBanuii Opaauch OICHKH
(GYyHKIMOHAIOB  MH(OOPMALIMOHHOM  3HTPONMHMH  TPEX  BHUJIOB:
IIlennona, Penpu u Tcamuca,



2. Cpean BceX BO3MOXKHBIX CIIOCOOOB, OBbLT BBIOpAaH U peav30BaH
HauOosee 3p(HEKTUBHBIN, C TOUKH 3pEHUS 3aTpaT BPEMEHHU, METO/;

3. Jns BeIeynoMsHyTOM mporpamMmsel ObLI pa3padoTaH rpaduyuecKuii
uHTepdeiic Ha s3bIke mporpammupoBanus C#;

4. TlomyueHbl  pe3ynbTaThl, MO3BOJISIIOLIME TOBOPUTH 00
3 PEKTUBHOCTHU UCCIEIYEMOTO METO/Ia PaCIiO3HABAHUS.

O0JiacTh MpUMEHeHHMs] — OpPraHU3alMM, 3aHUMaroIIMecs cepTudukanuen
KPUIITOCUCTEM, HEOTHEMJIEMOM YacThl0 KOTOPBIX SBIAIOTCA T[E€HEPATOPHI
CIIy4ailHbIX U MICEBAOCTYyYalHbIX MOCIEA0BATEIIbHOCTEN.



ABSTRACT

Diploma thesis: 42 pages, 17 figures, 16 tables, 35 formulas, 14 sources, 1
attachment.

Keywords: CRYPTOGRAPHIC GENERATOR, INFORMATION
ENTROPY, ALGORITHM, FUNCTIONAL, CLUSTER ANALYSIS, C#,
PYTHON.

Object of research — cryptographic generators of random and pseudorandom
numbers.

Subject of the research — probabilistic properties of output sequences of
cryptographic generators of various types, their unique features.

Work purpose — to implement and investigate an algorithm for recognizing
cryptographic generators based on comparing probability distributions. Evaluate the
effectiveness of this algorithm.

Tasks:

1. Study the proposed recognition algorithm from the point of view of
probability theory;

2. Implement this algorithm, minimizing its operation time as much as
possible;

3. Develop a graphical interface for the program that implements the
recognition algorithm under study;

4. Systematize and analyze obtained results from the test data. Make a
conclusion about the effectiveness of the algorithm.

Research methods — a) theoretical: study of scientific articles in the direction
of research, generalization of the found information b) practical: implementation of
the algorithm under study and analysis of the obtained results.

Results:

1. The proposed recognition algorithm was studied from the point of
view of probability theory. The study used estimates of information
entropy functionals of three types: Shannon, Renyi and Tsallis;

2. Among all possible methods, the most time-efficient method was
selected and implemented,;



3. For the above-mentioned program was developed a graphical
interface in the programming language C#;

4. The obtained results allow to speak about efficiency of the
investigated method of recognition.

Application area — organizations that certify cryptosystems that have a
random and pseudorandom sequence generator as an integral part of them.



