BEJIOPYCCKHUM rOCYJAPCTBEHHBIII YHUBEPCUTET

DaKyJbTET NPUKJIATHON MATEMATUKU U MHPOPMATHKH

Kadeapa nuckpeTrHoii MaTeMATHKH U AJITOPUTMHUKH

AHHOTaNUs K MarucTepCcKoOu auccepraiuu
«TalilHO€ MHOTOCTOPOHHEE BbIYMCICHHE HU(PPOBOH MOANMMCH HA JJITMITHYECKUX

KPHUBBIX»

Hsnrok Anekceit FOpbeBuu

Hay4nsiit pykoBoauTENIh — KaHAUAAT (DU3UKO-MATEMATHISCKUX HAYK
Bacunbkos JI.M.

Munck, 2020



Pegepar

Marucrepckas aucceptanusi, 40 ctpanuil, 6 pucyHkoB, 10 HCTOYHHKOB.

TAMHOE  MHOI'OCTOPOHHEE  BBIYMCJIEHME, [MUDOPOBAA
[NHOAIINCH, SJUIMIITUYECKUE KPUBBIE, T'OMOMOP®HOE
[INDPOBAHUE, ECDSA, EADSA, KPUIITOI'PADIA.

Obvexm ucciedosanuss — arOPUTMBI ITUGPOBON MOANKUCH HA AJUIUITHYCCKUX
KPUBBIX OCHOBAaHHBIX Ha TAHOM MHOTOCTOPOHHEM BBIYHCIICHUH.

Lenv pabomvl — U3yYUTH NOCTYITHBIC aNTOPUTMBI IMU(PPOBOHN MOANHCH U WX
npo0JIeMbl, M3yYUTh BO3MOXKHOCTH OINTHMH3AIMU, pealu30BaTh WX. PaccMmoTperhb
AJITOPUTMBI JJTMHHOW apUPMETHKH.

Memoovl nposedenuss pabomwvl — aHaIW3, JKCICPUMEHT, TECTUPOBAHME,
CpaBHEHHUE.
Pezynomamet — W3ydeHbl W peaqu30BaHbl AJTOPUTMBI JUISL  JUTMHHOU

apumeTuku. M3ydeHbl W peayn30BaHbl aJITOPUTMBI JJIS ONTUMAJIBLHON TeHepaluu
napameTpoB. V3ydeH u peann3oBaH M01X0/1 ToMOMOP(GHOro mudpoBaHUs HA OCHOBE
kpunrtocuctemsl [13iie. M3yueH u peanuszoBanbl anroput™ ECDSA niia cxemsr 2 u3 2.
N3yuen u peanusoBanbl anroput™ EADSA mns cxemsl n u3 n. PaccMmorpena
Moaudukanus anroputma EADSA mist cxembl n u3 m.

Obnracmv npumeneHus — OJNOKYEHH, JOObIE KPUNTOCUCTEMBI B KOTOPBIX
HEOOXOJAMMO TMPOU3BOAUTH IUGPOBYIO MOJMNUCH C HUCIOJB30BAHUEM HECKOJIbKHUX
KJIFOYEH.



Abstract

Master thesis, 40 pages, 6 figures, 10 references.

SECURE MULTI-PARTY COMPUTATION, DIGITAL SIGNATURE,
ELLIPTIC CURVES, HOMOMORPHIC ENCRYPTION, ECDSA, EdDSA,
CRYPTOGRAPHY.

Object of research — digital signature algorithms on elliptic curves based on
secret multi-sided computing.

Obijective — study the available digital signature algorithms and their problems,
to study optimization possibilities, to implement them. Consider algorithms for long
arithmetic.

Methods — analysis, experiment, testing, comparison.

Results — studied and implemented algorithms for long arithmetic. Algorithms
for optimal parameter generation are studied and implemented. The homomaorphic
encryption approach based on the Paillier cryptosystem was studied and
implemented. The ECDSA algorithm for schemes 2 of 2 was studied and
implemented. The EdDSA algorithm for n of n schemes was studied and
implemented. A modification of the EdDSA algorithm for a circuit n of m is
considered.

Application area — blockchain, any cryptosystems in which it is necessary to
digitally sign using several keys.



