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Pedepar

Marwucrepckas guccepraius, 37 ctpaHula, 18 pucyHkoB, 10 UCTOUHUKOB.

BE3OITACHOCTH, AYTEHTUOUKALINA, KPUIITOI'PA®UYECKUNE
TOKEHHI, KPUITTOI'PAOUNYECKUNE [TPOTOKOVJIHBI, OUATPAMMBI
COCTOSTHUMN.

Obwekm uccnedosaHusi — Kpumnrorpapuuecknii TOKeH.

L]enb pabombl — OLEHUTH MPAKTUUYECKYH0 OCYIeCTBUMOCTD (proof-of-concept)
1 6e301acHOCTb apXUTEKTYPbI Kpurirorpadudecknx TokeHoB CTh 34.101.79.

Memoobl uccnedogaHusi — TIOCTPOeHHE [AvarpaMM COCTOSIHUM, HaricaHue
TeCToB, paboTa co cranzaptamu Pecrybnmku besapych, mocTpoeHve W pean3aiiys
apXUTEKTYPbl KPUIITOrpa)ruecKoro TOKeHa.

Pe3yabmam — 0BT TIOCTPOEHBI AUarpaMMbl COCTOSIHUHM, C UX TIOMOIIbIO ObIT
TpOaHa/IM3UPOBaH PaCCMOTPEHHbIM CTaHAApT. [lomyueHHbIe ¢ MOMOILLBIO AWarpaMm
COCTOSTHMM aBTOMaThl KpHUMNTOrpaduueckoro TokeHa ObUTM TIpOTeCTHpOBaHBL. Ha
OCHOBAHHWM CTaHJapTa U ero TpeboBaHMii Obljla TOCTPOEHa CXeMa U 3a/i0yKeHa OCHOBA
JJIs1 peayiv3aliui KpunTorpaduueckoro TOKeHa U COMyTCTBYIOIUX KOMIIOHEHTOB Ha
s3bike C.

Obnacmb npumeHeHuss — MaccoBasl ayTeHTH(hUKALUs C TIpe/loCTaB/IeHuEM
WJIeHTU(PUKALTMOHHBIX JJaHHBIX.



Abstract

Master’s thesis, 37 pages, 18 pictures, 10 references.

SECURITY, AUTHENTICATION, CRYPTOGRAPHIC TOKENS,
CRYPTOGRAPHIC PROTOCOLS, STATE DIAGRAMS.

Object of research — cryptographic token.

Research goal — review feasibility and security of architecture for
cryptographic tokens from «CTF 34.101.79». Implement proof-of-concept.
Research methods — creating state diagrams, test writings, work with

Belarusian standards, build detailed description and implement cryptographic token
architecture.

Result — created state diagrams, reviewed standard was analysed with there
help. Obtained states were tested. Was created scheme and started implementation for
cryptographic token architecture and related components on C language based on
standard and it's requirements.

Application field — mass authentication with providing of identification data.



