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JumoMHast paboTta coaepxuT 56 crpanull, 4 pUCyHKa, § UCTOYHUKOB U OJHO
MPUIIOKEHUE.

Kimtouebie cnoBa: ELECTIONGUARD, 3JIEKTPOHHOE T'OJIOCOBAHUE,
JOKA3ATEJIBCTBO C HVYJIEBBIM  PA3IJIAILIEHWMEM, CKBO3HAA
[IPOBEPSIEMOCTb, E2E CHCTEMBI, T'OMOMOP®HBIE CBOVCTBA,
KPUIITOCUCTEMA DJIb-ITAMAJIA, XEHLI-®YHKINWA, WOLFRAM
MATHEMATICA.

B xo0/1€ BBINIOTHEHUS AUTUIOMHOM paboThl H3ydaiach KpUNTOrpaguieckas OCHOBa
CUCTEMBI 31eKTpoHHOTO rosiocoBanus ElectionGuard u ee cTpykTypa.

[lenpto OUIUIOMHONW pabOThl SABISETCS HUCCIEIOBAHUE CBOMCTB CHCTEMBI
aneKTpoHHOro rojocoBanus ElectionGuard.

B nuniomHOM paboTe moTy4YeHbl CIeAYIOIINE Pe3yabTaTh:

e PaccMOTpeHBbl CYIIECTBYIOIIME MOJIETH CHUCTEM CKBO3HOTO MPOBEPSIEMOTO
(E2E) ronocoBanus;

e liccnemoBana cucteMa OdJIEKTpOHHOTO TojocoBanus ElectionGuard wu
MOKa3aHa ee MPUHAJIEAKHOCTh K cucteMam E2E;
[TpoBenen cpaBuuTenbHbIN aHanu3 ElectionGuard ¢ qpyrumu cuctemamu;

e Pecann3oBaHbl ~ HEKOTOPbIE  AITOPUTMBI  CHUCTEMbI  TOJIOCOBAHMS
ElectionGuard.

B numnnomHol paGoTe mpeacTaBieHa peanu3anus CIEIYIOUUX alrOPUTMOB:
reHepanust Kitouedd, mudpoBaHue, aemmdpoBaHUE, a TaKXKe MPOBEPKa
roMmoMop(HbIX cBoOMCTB. IlpakTuueckas 4acTh paOOThl peagu3oBaHa B TMaKeTe
Wolfram Mathematica.

JunnomHas paboTa HOCUT UCCIEAOBaTEIbCKUN XapakTep. Ee pe3ynbraThl MOTYT
OBITh MCIOJB30BaHbI KaK YIS TAJIbHEUIIIETO UCCIIEI0OBaHUs B 00JACTH JIEKTPOHHOTO
rOJOCOBAaHMS, TakK M JUIsl TPAKTUYECKOM peanu3aldd CUCTEMbl CKBO3HOI'O
MPOBEPSEMOI0 IOJI0COBAHUS.

JuninomHas paboTa BBITIOJIHEHA aBTOPOM CaMOCTOSITEIBHO.
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The cryptographic basis of the ElectionGuard electronic voting system and its
structure were studied.

The purpose of this research is to study the properties of the ElectionGuard
electronic voting system.

The following results were obtained:

e The existing models of end-to-end verifiable (E2E) voting systems are
considered;
e The electronic voting system ElectionGuard is investigated and its belonging to

E2E systems is shown;

e A comparative analysis of ElectionGuard with other systems was performed;
e Some algorithms of the ElectionGuard voting system are implemented.

The research presents the implementation of the following algorithms: key
generation, encryption, decryption, and verification of homomorphic properties. The
practical basis of research consists in realization algorithms in the Wolfram
Mathematica package.

The thesis is of a research nature. Its results can be used for further research in
the field of electronic voting, as well as for the practical implementation of a system
of end-to-end verified voting.

The research was done solely by the author.



