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KBaHTOBBIE KOMITBIOTEPBI MOTYT HPEICTABIATH PEAIbHYIO YTPO3Y sl HEKOTOPBIX COBPEMEHHBIX KPHIITOCHCTEM, Ha-
puMep Takux, kak RSA-kpunTocucrema. AHaNOT MocienHe B aOCTPaKTHBIX YUCIOBBIX KOJBIIaX HE IMOIBEPKECH 3TOU
yTpo3e, Tak Kak B HACTOSIIIIUI MOMEHT HET alrOpPUTMOB (DAKTOPU3AIMH UACAJIOB, UCTIONbB3YIOMINX KBAHTOBBIC BHIUUCIIC-
Hus. B Hacrosimeii pabore uccienoBana RSA-kpunrocucrema B aOCTPAKTHBIX YHCIIOBBIX KOJIbLIAX, JOKa3aHbl aHAJIOTH
TEOpeM, CBSI3aHHBIX C €€ KPUNTOCTOMKOCThIO. B uacTHOCTH, HOKa3aH aHanor TeopeMbl BuHepa o Manoil cekpeTHOi dkc-
noHeHre. M3y4yeH MeTos, aHaJOTWYHBIH METOIY ITOBTOPHOTO IIM(POBaHUS, U HA €0 OCHOBE IOJYyYCHBI HEOOXOIMMBbIE
OTpaHWYEHUs Ha MTapaMeTphl KPUIITOCHCTEMBL. TaksKe IOKa3aHo, YTO B YMCIIOBBIX JISICKMHOBBIX KOJIbIIAX 3a/1a4a aKkro-
PH3aLUH TOJIMHOMHAIBHO 3KBUBAJICHTHA (DAKTOPU3AIMU B LEIBIX YHCIIAX.
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ANALYSIS OF THE RSA-CRYPTOSYSTEM
IN ABSTRACT NUMBER RINGS

N. V. KONDRATYONOK®

*Belarusian State University, 4 NiezalieZnasci Avenue, Minsk 220030, Belarus

Quantum computers can be a real threat to some modern cryptosystems (such as the RSA-cryptosystem). The ana-
logue of the RSA-cryptosystem in abstract number rings is not affected by this threat, as there are currently no facto-
rization algorithms using quantum computing for ideals. In this paper considered an analogue of RSA-cryptosystem in
abstract number rings. Proved the analogues of theorems related to its cryptographic strength. In particular, an analogue
of Wiener’s theorem on the small secret exponent is proved. The analogue of the re-encryption method is studied. On its
basis the necessary restrictions on the parameters of the cryptosystem are obtained. It is also shown that in numerical
Dedekind rings the factorization problem is polynomial equivalent to factorization in integers.

Keywords: RSA-cryptosystem; abstract number ring; Dedekind ring; factorization; ideal.
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BBenenue

Brnepsrie kpuntocucrema RSA 6n11a mpemoxena P. Puectom, A. [llamupom u JI. AnjeMaHoOM B aBrycTe
1977 . IlonHoE ee omnmcanne oImyOMMKOBaHO B kypHaiIe «Communications of the ACM» B deBpaire 1978 1. [1].
AJTOpUTM OBLT OCHOBAH HAa BBHIYHACIUTEIHHON CIOKHOCTH 334a49H (PaKTOPHU3AINN HATypalbHBIX ynces. Bro-
CJIEZICTBHH CJIEJTAHO MHOTO 000OIIEHUH ATON KPUTITOCUCTEMBI. VI3BeCTHBI ee MOIU(UKAIINH JUTT MHOTOYJICHOB
1 TaycCOBBIX uncen [2—5]. B pabote [6] mpencTarien aHaior RSA-KpHUTITOCHCTEMBI B KBAIPATHIHBIX KOJIBITAX,
a Tak)Ke JTOKa3aH PsiJl TEOPEM, CB3aHHBIX C €€ 0e30M1aCHOCTHIO, B TOM YHCIIE ONMCAH CITOCO0 3alIUTHI OT aTaKu
METOZIOM TIOBTOPHOTO MIH(POBaHUA W JIOKa3aH aHAJIOT TeopeMbl BuHepa o0 Majol CeKpeTHOW AKCTIOHEHTE.
B [7] RSA-kpuntocuctema 00001IeHa Ha Cirydail IPOM3BOJIBHBIX a0CTPAKTHBIX YHCIOBBIX KOJIEIl, B KaueCTBE
JJIEMEHTOB KPUIITOCUCTEMBI TIpeIaraeTcsi Oparb He IIEMEHTHI KOJIbIIa, a eTo uieaibl. B oTiandne ot kiaccu-
yeckoit RSA-kpunrocuctemsl Takoe 0000IIeHre HEYS3BUMO OT B3JIOMa C MTOMOIIBI0 KBAHTOBBIX aITOPUTMOB
(bakTOpHM3aIMK, TAK KaK aHATOTMYHBINA aTOPUTM JJIs1 aOCTPAKTHBIX YHCIIOBBIX KOJIEI] TOKa HE pa3padoTaH.

Lenp pabotel — m3ydyenne anamora RSA-KpunrocucTeMsl B aOCTPaKTHBIX YHCIOBBIX KOJBIIAX, a TAKKE J10-
Ka3aTebCTBO aHAJOTHYHBIX TEOPEM, CBI3aHHBIX C e 0€30MacHOCTHIO.

PaccmoTrpum mponsBoibHOE KONBIO R. MOeanom Konblia R Ha3bIBAETCS MOIKOJIBIIO, 3aMKHYTOE OTHOCH-
TEJIHHO YMHOXEHHUS Ha 2JIeMeHTH U3 R. KoMMyTaTHBHOE KOJNBIO C €AMHUIIEH 1 0e3 IenuTernei Hyis Ha3bl-
BaeTCs 0edeKUHO08bIM, SCITA TI000W COOCTBEHHBIN Hacal B HEM PacKIaJbIBaeTCsS B KOHEIHOE TIPOU3BEICHIE
MPOCTHIX HeasioB. bomee TOro, MOKHO TOKa3aTh, YTO ATO PA3IOKEHUE €NUHCTBEHHO C TOYHOCTHIO JIO TIepe-
CTAHOBKHM MHOXKUTEJIEH.

Omnpenenenne [8]. AOCTpaKTHOE YUCIIOBOE KOJIBIIO — 3TO TAKOE NECACKUHIOBO KOIBITO R, UTO |R/m| < oo NIIA
000T0 HEHYJIEBOTO Hacaia m.

[Tpumeps! aOCTPaKTHBIX YUCIOBBIX KoJjer [8]:

* KOJTBIIO HEJIBIX alTe0panvecKnX YHces YUCIOBOTO Mo K

* KoJbLIo KoopauHar F, [C°] Heoco6oi HHTerpanbHO# apdunHOM KpuBon C/F, .

MOIHOCTE MHOKECTBA R/m HasbIBaeTCss HOPMOM m 1 0003HagaeTcss N (m)
Hanee OymeM paccMaTpuBaTh TOIBKO aOCTPAKTHBIC YHCIOBBIC KOJIBIIA.

o X X
B xonblie R MOKHO BBECTH aHAJIOT (PyHKIMH Ditnepa @ (m) = ‘(R/m) ‘, e (R/m) — rpymnmna eauHui. Mimeet
MECTO CBOMCTBO MYJIBTUILTUKATHBHOCTH:

k k
o [Tms" |= M o(m").

i=1 =1
B ciyuae MakCHMalIbHOTO Hjeaia M TAKKe BBITIOIHEHO CIICAYIOIIee CBOMCTBO:

o(m)= (A (m))" ~ (A7 (m))"""

Jiist BBeieHHOTO aHajora GyHKIUK Diiiepa crpaBeinBa Teopema Jitiepa.
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YrBep:xnenne 1 [7]. [lycts R — abcTpakTHOE YHCIOBOE KONIBIO, 1 € R, 4l < R — unean. Ecnu Rm + U =R,
10 m®™ =1(mod &),

O603na4nM yepe3 Oy KONbIIO LETbIX anredpandeckux Yicel IPon3BoIbpHOro uncioBoro noms K. Komsuno Oy
SABISETCS aOCTPAKTHBIM YHCIIOBBIM KonbloM. Taxoke myctb Oy — rpynmna exunnn koabua Oy, Nm(m) — Hopma
anementa m € O, O = Og/mu Of | — ayINTHBHAS ¥ MY/IBTHIUIMKATUBHAS IPYIINA BHIYETOB 110 MOJY-
JII0 M COOTBETCTBEHHO.

CymiecTByeT ABa crocoba npeacraBieHus uaeaios [9; 10]:

* Z-npezicrasnenne: p=®,_— Zao,;, rae o; € O;

* 2-MpeACTaBICHHUE: TS JIF0OO0ro O € P cymecTByeT B € p Takoe, uto p = a0y + POx.

bynem o603HauaTh uaeansl B 2-pefCcTaBICHIH Yepes3 (oc, [3), HOPOXICHHBIH 11eMeHTOM O € Oy ITIaBHBIH
ujean — yepes (OL) =oOy.

Vreepaaenue 2. [Tycts m € Oy. Torna /\/((m)) = |Nm(m)

, TAKKE (m)|(Nm(m))

Hanomuum teopemy Kormepemura, KOTopast UCIIONB3yeTCsl HUKE TIPU JI0Ka3aTeNbCTBE OHOW U3 TeopeM
0 0e30MacHOCTH KPUIITOCUCTEMBI.

Teopema Konmepcemmura [11]. /lycmeo f(x, y) — Henpu8oOUMbIL MHO20UJIEH O 08YX NEePEeMeHHbIX HAO
7, co cmenenvio O no kaxcoou nepemennoi omoenvho. Iycmo X, Y — epanuyvl npednonazaemozo peuieHust

2/(38

(xo, yo) u W— mooyns maxcumanvioeo kosgguyuenma f (xX , vY ) Ecu XY < ! ), mo cyuwjecmeyem noau-
Homuanvhbiii omuocumenvio logW u 2° anzopumm, komopuwiii noseonsem naiimu éce (xo, yo) makue, 4mo
f(xo, y0)=O, x0| <Xu |y0| <Y.

Teopema Jdenexunna [12]. Ilycmo K = Q(G) —yucnogoe none, f (T ) — MUHUMATIbHBLIL MHO20Y]IeH alleeOpau-

yecko2o yucaa 0 6 Z[T ] s npocmozo payuonansHo2o yucia p, He 0ensiye20 UHOeKc [(9 : Z[G]], 3anuem:

f(T) = Tcl(T)el ng(T)eg (rnodp), 20e T,(T ) — pasnuunvle MOHUUECKUE HENPUBOOUMbLE MHO2OULEHbL 6 F, [T],
i=1, p. Toeda (p)=p- ng, e0e p; = (pi, 7;(9)), T,(T) = m,(T)(mod p).

Anajsior RSA-kpunrocucremMsl
B JIe/ICKHH/I0BBIX KOJIbIAX

B paborte [7] 011 ipeasioskeH ananor RSA-kpunrocuctemsl B R 1 T0Ka3aHa ero KOPPEeKTHOCTb. | eHepanust
KITIOUEeH 3TOM CHCTEMBI IPOUCXOUT CIAEAYIOINM 00pa3oM:
* BEIOMPAIOTCS] MAKCUMAJIbHBIC UICANbl P, ( C R;

* BRIUMCJISIETCS 3HaUeHNE PyHKIMH Ditepa (p(‘ﬁ), e N = pq;

* BEIOHPAETCA LIEI0€ UHCTIO € € [1, (p(‘ﬂ)] TaKoe, uTo (e, (p(‘ﬁ)) =1

* [10 paCUIMPEHHOMY aIrOpUTMy EBKIIHMIa BEIYHCIIAETCS YUCIO d Takoe, 4To ed = l(modq)(‘ﬁ)).

Iapa (M, e) myOnukyercs B KagecTBe OTKPBITOro Kmoda RSA, a mapa (9, d) urpaer poib 3akpbITOro
xiatoua RSA. OtoGpasenue f: R/M — R/N, f(x)=x° (rnod ‘ﬁ), Ha3bIBaeTcs QyHKUUeH mudpoBaHus, 0TO-
6paxenne f :R/M—>R/M, 1 (x) = x* (mod ‘ﬂ), — QyHKIMEH paciugpoBaHusl.

HetpyaHo 3aMeTHTB, UTO, 3Hasl pa3iiokeHne Ha MHOKUTEIH I = pq it RSA-Momyist, MOXKHO 3()(HEKTHBHO
HaWTH CEKPETHBIN Kito4. B [6] momydeHo oOpatHOe yTBEpIKACHHE /sl HOPMEHHO-CBKIIMIOBBIX Kojell. J{oka-
K€M aHaJIOTUYHYIO TeOpeMy ISl IPOU3BOJIBHOTO KOJIbIIA C €AMHCTBEHHOU (hakTopu3anueil. Jlanee B Teopemax
OyaeM paccMaTpHBaTh KOJBIO R ONpeeNIeHHOro BU/a, @ UMEHHO KOJbIO Oy LENbIX anreOpandyeckux 4uce

qrcaoBoro mosist K. U3BeCTHO, 4TO OHO JCACKUHIOBO U YOBICTBOPSICT YCIOBHUSIM BBIIIIE.
Teopema 1. IIycms Oy — konvyo ¢ eouncmeenHoll pakmopusayuetl. B smom ciyuae kaxcoomy uoeauy coom-

semcmaeyem HeKomopwli snemenm Koavya. Ilycmo (N, e, d ) — napamempwl RSA-kpunmocucmemvt 6 O. Eciu

d uzeecmio, mo N MONCHO SPPEKMUBHO PAZNOAHCUMB HA MHOHCUMETU C BEPOSIMHOCBIO He MeHee — 3d NONU-
Homuanbroe omuocumensio onunvt N konuvecmeo apugpmemuueckux onepayuti 6 Oy.
t
NlokasatenbcTBo. [lycts s =ed — 1 =2'u, rae t, u € Z v u neuernoe. Tak kax ¢(N)

5,70 x*=1(mod N)

st Beex x € O . OG03HauMM Sy MHOXKECTBO Takux dnementoB a € Of y, uto a"=1(mod N) mmm cymre-
k

creyer k€ {0, ..., -1}, npu xotopom @’ “=-1(mod N). ycts A=0; \\Sy. PaccMOTpHM NPOU3BOIL-

k
HBIH 3EMEHT a € A ¥ BhIOEPEM HAMMEHbIICE TONOKUTEIBHOE YHCIO k Takoe, uTo a” = 1(mod N). Iycts
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k-1
b=a”> “(modN).Jlerko 3ametnts, uto b” =1(mod N) u b # £ 1(mod N). Cnesoparensho, (b —1, N) — cob-
CcTBEHHBIH nenurens N. B [13] moka3zaHo, 4To HAMOONIBIINHA OOIITUI IETUTEITb (b -1, N ) MO’KHO BBIYKCIIUTB 3a

TTOJINTHOMHUATFHOE OTHOCHUTENHHO log Nm(N ) gucio apupmerndecknx onepanuii B Oy. AHAIOTHYHO CITydaro

o(N)
2

Crenyrommas TeopemMa SBIIIETCS aHATIOTOM TeopeMbl BuHepa o Masoi cekpeTHoi skcnionente [14]. Tako-
BOH JUIsl KBAIPATHYHOI'O KOJIbIIA ¢ €AMHCTBEHHOU (haKTopHu3aliei ObL1 JoKa3aH B [6].

HOPMEHHO-CBKIIUOBBIX KOJIEI MOKHO MTOKA3aTh, UTO |SN| < . JlokazarensCTBO 3aBEPIICHO.

Teopema 2. Ilycmo (‘ﬂ, e, d ) N = pq, — napamempuvl RSA-kKpunmocucmemvt 6 aOCmMpaKmHoM YUCTO80M
1/4
(V)
J20u+2

MOICHO I pexmueno svruuciums 3a nonuHoMmuarbhoe omuocumensho log N (M) wucno 6unaproix onepayuii.
JlokasatenbcTso. [lycts ed —1=k@(MN), k € Z. Tax kax N(q) + N (p) < (o0 +1) N (1), 170 N (N) -

—o(M)=N(p) + N(q) - 1< (a0 +1) N (N). Tlockombry k@(N) < ed, e <9(N), 10 k < d. U3 nocnennero
Clle/lyeT HepaBeHCTBO

Konvye R, npuuem 8binoaneHo coomHouienue N(q) < N(p) < OLZN(q), eoeo.> 1. Ecnu d < ,mod

(a+1)k 1

dJN () 24>

[IpuHuMas B pacueT COOTHOILEHUS BBIILIE, ITOJyYUM

_e _K__1
N d|  24*

k " k
CJII€I0BATEIILHO, g — ToAXoAIIast APOOk It HECEKPETHOU IPOOH . Takum 06pazom, g MOKHO BBIYHC-

e
N(M)
JIUTb, HCTIOJIB3Ysl anroput™ EBkimna B Z. Teopema nokaszana.

OnuH 13 U3BECTHBIX cII0c000B B3toMa RSA-kpunrocucTeMsl — 3T0 MeTO/ TOBTOpHOTO ¢ poBanus. [TycTs

(‘ﬁ, e, d ) — mapameTpsl RSA-kpunrtocucremsl, y = xe(mod’ﬁ) — sammpposannoe coobuenue x € Ok . s

HAXOXKJICHHS X BBIYHCIISIEM SJIEMEHTHI TI0CIIEI0OBATEIIBHOCTH ¥, = V° (mod‘ﬁ), i=1,2, ..., nMoka HE OTyYUM

¥, =». Hecnoxno nokasars, uto y,, | = x. Urak, napamerpsl RSA-kpunrocucreMsl Hao BEIOMPATh TAKUM
00pazoM, 4TOObI 711 OBIIO JOCTATOYHO BEJIHKO.

Crenyromas TeopeMa J1aeT OTBET Ha BOIPoc 0 Oe30omacHOCTH RSA-KpUnTocucTeMbl OTHOCUTEIBHO aTaKH
MOBTOPHBIM 1K poBaHueM. Ee 10ka3arenbcTBO aHAIOTHYHO J10Ka3aTeNbCTBY TEOPEMBl U3 [6] ams ciayvast
KBaJ[paTUYHBIX KOJIEI] C €AUHCTBCHHOM (haKTOpU3alueH.

Teopema 3. /Iycmo N = pq — modyne RSA-kpunmocucmemsi 6 konvye Oy. IIpeononodxcum, cyujecmsyom
Paziuunble npocmple YUCIA T, S u notodcumensivle yevie k, | maxue, umo @(p)=rk, ¢(q)=sl,ur—1,s-1
UMeIOm pasHvle npocmule OeNUmenu 1y, s, CoOomsemcmseenHo. 1lycmo y u e — Hezagucumvle pagHoOMepHoO pacnpe-
Oenennvle cryuatinvie eenudunvt co snavenusimu 6 Og oy u Z;(m) coomeemcmeenno. Tozoa Ona eeposmuocmu
BbINONHAEMCS HEPABEHCMBO

P(m, , 2ns) 2 (1= )(1=s7) 1= 17" )(1-57),

e, y
e j—
20e m, , — HauMeHbUee HAMypaibHoe YUCIo Maxkoe, ymo y° = y(mod ‘ﬁ)

Jloka3zaTenbcTBo. OLUEHNM BEPOATHOCTD ]P’{rs|ord (¥)¢- Tak kak Of g = Of , x OF , W rpymel

O% m
x x (i 7 x x
<. p> Ok, q WMKIIMYECKHE, TO MOXKHO 3aITHCATh ) = (a , b ), e a u b — npumutuHbe snements Og , u O

COOTBETCTBEHHO; [ U j — CIly4allHbIC BEJIMYHMHBI CO 3HAUCHUAMH M3 {1, e rk} u {1, Y } COOTBETCTBEHHO.
JIerko 3aMeTUTh, 4TO
rk sl

d =lem| ——, ——=
ordey (¥)=lem (rk, i) (st, /)
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Eciurfiustj, 1o ord . (y)irs. Takum obpasom,
KM

(rford, () 2 Bfr 1,51 = LN (1 - ;)(1 _ %)

rksl

TO aHAJIOTUYHO MOKHO MOJTYYUTh HCPABCHCTBO

P(risford, (¢)) = (1 - %](1 - %J

(em"’y - 1), IO3TOMY

*
Tak xak e € Z

rs?

Jlerko 3amernts, 4to ord ( y)
n

{rs|ord o m( y)} c {OrdZ?s(e)

n)
W3 npuBeIeHHBIX BBIIIE COOTHOLIEHUH CIEAYET, YTO
]P’(me’y > ”151) > ]P’(rls1|me’y) > ]P’(rls1|0rdzs;s(e), rs|ord01§ N_(y)) >

> (1 - ril)(l - sil)(l - rfl)(l - Sfl).
Teopema Jtoka3zaHa.

3ameuanue 1. [Ins obecnieuenus 6ezonacHoctd RSA-kpunrocrucremMsl B KOJIBLE ¢ €ANHCTBEHHON (haKTOpH-
3anuell Oy MPOTHUB aTaky MOBTOPHOTO MK(POBaHUs HEOOX0AUMO Opathb Takue uaeasl P, q C Ok, IS KOTOPBHIX

CYIIECTBYIOT GOJIBLINE PA3IMMHbIE IPOCTBIC ACTUTENN 7, s ancel @(p), ¢(q) n Gomnblme pasIMuHbIE IPOCTBIE
JICJIATENH 7y, §; uncen r — 1, s — 1.

Teopema 4. Ilycms (‘ﬂ, e, d ) — napamempor RSA-kpunmocucmemor 6 Oy, 20e N (p) N (q) umerom oou-

naxosyio 6umoesyio onumny. ITycmo ed < (N (‘ﬁ))2 N (M) 2107. Ecau d useecmno, mo cywecmeyem nonuno-
muanshwlil arzopumm (omuocumenviho log W), komopuii nozeéonsem navimu N (p) N (q)

JokaszaTenbcTBO. U3 ed = l(mod(p(‘ﬁ)) cienyet ed = ko (M) + 1 wis vexkoroporo k € N. Tpeamono-
xuM, ato N (p) < N (q). Torma

N(p) < (N () < N () < 2 (p) < 2(N ()

172

CraemoBaTebHO,

U3 BBIpaskeHHUii BBIIIE CIICAYeT, uTo k — k < 6(N (‘ﬂ))_m(ed -1).

Iycts x=k — k. Taxxe semomuero N () — @(N)=N(p)+ N (q) - 1< 3(N(‘JI))1/2. CrnenoBareinbHo,
12

1/2 (N(m))

9() & | V() - 3(N ()

, N (‘ﬂ)} Pazgenum 3TOT MHTEpBanm Ha 6 MHTEPBAIOB IJIMHOW

2i—1

C LEHTPAMH B TOUKAX N(‘ﬁ) - (N(‘II))I/Z, i=1, 6. PaccMoTpum i € {l, ey 6} Takoe, 4To

2i—1
4

(o) -2 () - o) < (v

N
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Iycts g = ?N’(‘ﬁ) Torna |N(‘ﬁ) -g- (p(‘ﬁ)| < i(/\[(m))l/z +1 1 @)= N(N)—g -y s e

1 1/2
KOTOPOI'O HEU3BECTHOTO y TAKOTO, YTO | y| < Z(N (‘ﬁ)) . Janee nomnyuum

ed —1=ko(MN)= ((IF—I + x)(N(‘ﬁ) —g—y).

PaccmoTpum MHOTOUIIEH
f(x,y):xy—(/\/(‘ﬂ)—g)x + [E]y—[l;-‘(/\/'(‘ﬂ)—g) +ed —1,

Y KOTOPOTO €CTb KOpeHb (X,, ¥y ) = (k - (l;-|, N(p)+ N(gq)+1- g). Umeem &= 1, rie & u3 reopemst Konmepe-

muTa. [Homoxum X = 6(/\/'(‘31))1/2, Y= i(/\/(‘ﬂ))l/2 + 1. Torma |x0| <Xmu |y0| <Y. Ilycts W — HOpMa BeKkTO-

pa ko3 PULHEeHTOB MHOTOUJIEHA f (xX , Y ), JUTSL KOTOPOH CIIpaBeuInBo W = (N (‘ﬁ) - g)X > 3(/\f (‘ﬁ))w.

CiieioBaTesbHO,
XY = %N’(‘ﬁ) N 6(/\/(91))U2 < W23 = /39
st N(91) 2107.
Tenepb MOXHO IPUMEHHTE TeopeMy KonmepcMuTa u HalTH KOPEHb (xo, yo) 3a TIOJIMHOMHAIIFHOE OTHOCH-

TenbHO log /¥ Bpemst. JlanHsiit kopers nossoisiet onpenemuts N (p), A(q). Teopema nokasana.

3ameTuM, 4yTo TeopeMa 4 — 3TO aHaJOT MU3BECTHOTO pe3yibTaTta sl RSA-KpUIITOCUCTEMBI B IENBIX YHUC-
nax [15]. Emie ogauM orpanudeHueM Ha BbiOOp RSA-kitouelt spisieTcst 1o, 4o RSA-MOyu JOKHBL ObITH
Pa3IUYHBIMU JJIS1 pa3HBIX MoNb3oBareneii. [lokaxem, uto npu peanuzanuu ananora RSA-kpuntrocucTeMsl 3To
OTPaHUYCHHUE COXPAHSICTCS B OTMPEACICHHBIX KOJbIIAX.

v(m)
0(n)
KpaTUMBIX ApoOei Mos 4acTHBIX K, U(m) — HOpMa B KoJjblle K.

Teopema 5. [Tycms K — esknudoso konvyo omnocumensio nopmot V(-), Ay <1, u konvyo eviuemos ao6o-

m

n

n

OG6o3HauuM A = sup
mine F

m
, TIe s - € F \{0}, |O| =0, F — MHO)XECTBO MPaBUIIbHBIX HECO-

2o anemenma K rxoneuno. Toeoa 6 K moorcno paccmompems peanuzayuro RSA-xkpunmocucmemuwl. Ilpeonono-
JHCUM, UMO 06a NONBL30GAMENS UMeIom oounarogvle RSA-modynu, no pasnvie cekpemiuvie IKCHOHEHMbL €, U €,,

(el, ez) =1. Ilycmo nepexeauenvi coobupenus ¢, = m*(mod N) u ¢, = m?(mod N), 20e ¢, ¢,, m, N € K. Tozoa

coobwjenIe M MONCHO GbIMUCIUMb 30 NOAUHOMUATbHOE omHocumensHo logV(N) konuuecmeo apugpmemuue-
ckux onepayuti ¢ K.

Jloka3zaTeabCTBO. YCIOBUE (el, e2) =1 03HaYaeT, 4To CYIIECTBYIOT S, S, € Z TaKHe, 4TO €,5, + €,5, = 1.
CretoBaTenbHO, MOYKHO BBIYHCIIUTH

aley = (mel )Sl (mez )Sz =m T =y,
E/IMHCTBEHHAS CIIOKHOCTH 3aKJIIOYAETCS B TOM, 4TO OJIHO U3 YHCET §4, S, OyIET oTpuiarenbHsiM. He Hapy-

- ‘52‘ o -
1ast O0IIHOCTH, MIPETOI0KUM, UTO 5, < 0. Torna MOKHO 3aIucaTh ¢,> = (02 1) . TpeGyercs Haitt ¢, mod N,

YTO 3KBUBAJICHTHO PEIICHUIO YPABHEHUS C,X + Ny = (cz, N ) Ecnu (cz, N ) # 1, TO U3BECTHO pazyoxeHue N Ha
MIPOCTHIC MHOKUTEIIHA M COOOIICHHE /71 MOYKHO BBIYMCIUTH CTAHIAPTHRIM ClIOcO00M. B ciyuae (cz, N ) =1wnano
PELUTh ypaBHEHUE ¢,X + Ny = 1, 4TO MOXKHO CZI€JIaTh C IOMOIIBIO Lienodek neneHus. M3 teopemst 2 B pabo-

te [16] cnenyet, uto ln(K) < [log = n} + 2. DTO O3HayYaeT, YTO JJIMHA HETOYKH ¢ BEIOOPOM MHUHHMAIHLHOTO
K

10 HOPME OCTaTKa Ui ¢, 1 N orpaHuyeHa jorapu@mom oT ux moxyis. CiaenoBaTenbHO, € MOKHO HaWTH
3a MMOJIMHOMHAJILHOE OTHOCUTEILHO logl)(N ) konmu4ecTBo apumernueckux oneparuii B K. M3 mocrpoenus
RSA-KpHNTOCHCTEMBI CIIEAYET, UTO € < D(N ) ue,< U(N ), MO3TOMY COOOIICHHE 7 MOYKHO BBIYHCIHTDH 32

TTOJIMTHOMHUATFHOE OTHOCHUTEITLHO logU(N ) Konm4aecTBO apumerrueckux onepanmii B K. Teopema qoxazana.
3ameuanue 2. B [17] nokazaHo, 4To Ai < 1 BO Bcex KBaJpaTUYHbIX HOPMEHHO-€BKIMIOBBIX KOJIbLAX.
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Cy03KcrnoHeHIMAIbHbIE AJITOPUTMbI
(haxkTOopU3aLMU B YHCJIOBBIX MOJIAX

[IpuBenem crioco0 pasnoxkeHus Hjieana Ha MPOU3BECHUE MPOCTHIX HJCATIOB U TAKHUM 00pa30M IMOKAKEM,
4TO 3a1a4a (haKTOpHU3alUK KAeaJoB dKBUBAJCHTHA 3aja4e (akTopu3aluu Uensix yucen. JanHas npobiema
aKTyaJIbHa 1 ObIIa pacCMOTpeHa B [ 18], rme mpuBeIeH aaTOPUTM I10 ONIPEACIICHUIO CTEIIEHU TIPOCTOTO HIeasa
B Pa3JIOKEHUH PYTOTO Meana. B HacTosmei paboTe CTpOUTCS alTOpUTM HaXOXK/IEHUS TIPOCTHIX WICAIOB U3
pa3ioKeHus ueana U X CTeTIeHeH.

[ycTb nan naean (N ) B (hopme cBoero 2-nipesictaBiieHus. J{jis Hayasa 3anuiiemM OCHOBHBIE IIard ajropuTMa
(bakTOpU3aIUU.

Hlar 1. CuutaeM HOpMY HJeaaa paBHON HOpME 37eMeHTa N U pacKIIaasBacM €€ Ha MHOKUTEIIH OHUM U3
M3BECTHBIX AITOPUTMOB JIJIST (PaKTOPHU3AIMHA TENTBIX YHCEe:

Nm(N) = Hpiu".

i=1

=~

CrnemoBaTebHO, .

(Nm(V))=TT(n)"

i=1
lar 2. ®akropusyem naean ( p[) C TIOMOIIBIO TeopeMbl JleleKuHIa U MoydaeM ABYyXd>JIEMEHTHbIC Mpe-

CTaBJICHUA NOCATI0OB I

i

(pi) = 1_[1(171" ﬁ/(e))
=
Hlar 3. [TpeoOpa3yeM moy4eHHbIC IPOCTHIE HJICANBI B Z-TIPEICTaBICHUE U 00bEIMHSAEM paBHbIe. B utore
nMeeM

(Nm(N))= iliII Pl

Ilar 4. HaxoguM ¢ moMonsro OMHAPHOTO MONCKA CTETIEHH, B KOTOPBIX P, BXOAUT B (N )

Jl1g BBIUUCIIEHUS! HOPMBI Ujeana (N ) HEOOXOIMMO HANTH OMpeNeNnuTeNlb MAaTPHULbI, KOTOpasi MOIy4aeTCst
MIPU MaTPUIHOM TIpe/ICTaBICHNH deMenTa V. Takum 06pa3oM, CipaBeiTUBO CIEAYIONIee YTBEPKACHIE.

Yr1Bep:xaenue 3. /{11 BEIMUCIEHUS HOPMBI Heana (N ) HEOOXOANMO 0(log2 |N |) OMHAPHBIX OlEepaLni, T7e
|N | 0003HaYaeT MaKCUMAaJIbHBIN MO0 MOJTYJTIO 3JIEMEHT MaTPUYHOTO MpeCcTaBIeHU M.

[Mpennonoxum, uro O GUKCUPOBAHO. 3HAUUT, U3BECTHBI HHJIEKC [OK :Z[G]] Y pa3JIoKeHHE Ha TTPOCThIC
Ujealibl BCEX MPOCTHIX AenuTenei nuaekca. Cienys BTOpOMY HIary ajiropuTMa, paCCMOTPHM MPOCTOE YHC-
JIO p ¥ OLIEHUM CIIOKHOCTB PA3JIOKEHUS Heana ( p) Ha MHOXKHUTENHU. TaxKe OLEHUM CI0KHOCTh PA3I0KEHUS
MHOro4wIeHa Ha MHOxutenu B [F). Tak kak cTeleHb MHOIOWICHA HE NPEBOCXOMUT KOHCTAHTBI, CACNATh ITO
MOKHO € IIOMOIIBIO BEPOSATHOCTHOM Bepcuu ajaroputMma bepriexamiia 3a O(log3 p) OmHapHBIX omepanuii. B pe-
3yJBTATE PA3I0KEHH MTOJTyYUM MHOTOUYJIEHBI, KOJINYECTBO KOTOPBIX HE MPEBOCXOANUT KOHCTAHTHI, 3aBUCSIIIEH
TosbKO OT Oy Toraa BEMMUCINTD 3HAYSHUSI MHOTOUJICHOB B PA3JIOKEHHH MOYKHO 32 O(log2 p) omeparnwmii. Ta-
KHM 00pa3oM, JI0Ka3aHo CIEAYIOIIee YTBEP)KICHHUE.

Yr1Bep:kaenue 4. Pa3znoxurs umean ( p), HCIIONB3Ys TeopeMy JlemeknHma, MOXHO 3a 0(log3 p) OMHApPHBIX
oleparyi.

Paccmotpum nmpeoOpaszoBanue uaeana u3 2-MpeAcTaBIeHIs B Z-TpeCTaBICHNUE.

YrBep:kaenue S. [IpeodpazoBats 2-mipeacTaBicHIe nacata ( )22 oc) 13 TeopeMsl [lenexnHaa B Z-TpeacTaB-
JICHHE MOYKHO 32 O(P (log p)) OMHaApHBIX ONepaluii, re P(T ) — HEKOTOPBII MOJIMHOM.

HoxazarenbcTBo. B [19] onucan anroputm npeoOpa3oBaHus 2-MPEACTABICHUS B Z-TIPEACTaBICHHE.

Heo0xonumo HalTH 3pMUTOBY HOpMalbHYIO (popMy OJI0YHON MaTpHLBI B rae 4= diag( Dy ees p), a B sB-

JSIETCSI MATPUYHBIM TPEAICTABICHAEM DIIEMEHTA O.

B 1979 . ObI0 10Ka3aHO, YTO SPMUTOBY HOPMAaJIbHYIO (OPMY MaTpHUIbl MOKHO HAaWTH 3a CTPOTO HOJHU-
HoMHuanbHOE BpeMs [20]. DTo 03HAuaeT, YTO AIrOPUTMY HEOOXOAMMO MOJIMHOMHAILHOE (OTHOCHTENBHO pas-
MEpPOB MaTPHIIbI) KOJMYECTBO apu(PMETHUSCKUX ONEpaliii Hajl YUCIaMH, HE TIPEBOCXO/SIIIUMH MOJTMHOMA OT
OMHAPHOTO MPECTABICHHS JIEMEHTOB MaTPHIbL. Takum 00pa3oM, yUUTBIBas, YTO /7 3aBUCUT TOIBKO OT Oy,
9PMHUTOBY HOPMaJIbHYIO ()OPMY MOYKHO BBIYHCIIHUTS 32 O(P(log p)) OMHApHBIX ONepauuii, rae P(T ) — HEKOTO-
Pblil IONUHOM. Y TBEPKIACHUE TOKA3aHO.
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3ameuanue 3. Cxembl pa3feieHus CeKpeTa SBISIOTCS COCTaBHOW YacThI0 MHOTHX KPHUINTOTpa(UUIECKUX
npoTokosyioB. B [21-23] npeactaBieHs! HOBbIE 3G PEKTUBHBIE CXEMbI BEpUPHUKALIUU MOAYISIPHOTO pa3ieieHus
CEKpeTa Ha OCHOBE CBOMCTB JI€IMMOCTH MHOTOYIEHOB C LEIBIMU KO(P(PULIHNEHTaAMU WIH YMHOXKEHHS Iapa-
METPOB CXEMbI Ha MOAXOIINE CiTydaiiHble BelUunHbI. [IpeanokeHHble TPOTOKOIBI MOTYT OBITH O€30MacHO
WCTIOJIB30BAHBI AJIs1 MHOTOWICHOB HAaJl IPOM3BOJIbHBIMU KOHEUHBIMU MTOJISIMH 0€3 JI0TIOJIHUTEIbHBIX OrpaHuye-
HUM Ha MOIITHOCTH TTOJIS.

3ameuanue 4. 3Has pas3ioxKeHUe ( Pi) Ha MPOU3BEJICHNE NPOCTHIX UAECAIOB, MOXHO HAaHTH OJAMHAKOBBIE

HJIeANIbl U PA3I0KEHUE (Nm(N )) Ha IIPOU3BEICHUE PA3IUYHBIX UICAIOB 3a O(P(log Nrn(N ))) OMHApHBIX
oreparnmii, Tak Kak k < log Nm(N ) U [, OTpaHUYEHBI KOHCTAHTOM, 3aBHCsAMIEH Tombko 0T Oy. 3HAUNUT, HAUTH
paszioxeHue uaeana (Nm(N )) Ha MPOU3BEJICHNE PA3IMYHBIX IPOCTHIX M/1€aJI0B MOKHO 32 MTOJUHOMHUAIBHOE
otHocHuTenbHO log Nm () n log|N| konnuecTBo GuHapHBIX onepauii, ecim pasnokenne Nm(N) Ha MHOXH-

TEJIU U3BECTHO [24-26].
Takum o6pazom, anamor RSA-KpUNTOCUCTEMBI B HEKOTOPOM CMBICIIE HE JTA€T HUKAKOTO BBIMTPHIIIA TPU
WCTIOJIb30BAHMH B KOJIBLIAX aNreOpandecKuX LENbIX YUCIOBBIX MOJEH.
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