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European legal system provides detailed and broad mechanism of data pro-
tection composed of both technical and judicial measures. The latter measures are
rather comprehensive and dependant on the type of information.

The General Data Protection Regulation (the GDPR) is fundamental legal
document that sets out classification of personal data. According to the provisions,
personal data is “information relating to an identified or identifiable natural per-
son” along with three special groups of ‘genetic data’, ‘biometric data’ and ‘data
concerning health’ [2, 13].

Nevertheless, paragraph 26 of the Preamble gave prominence to two inno-
vative groups of pseudonymised and anonymised data. These newly-introduced
categories caused many doctrinal debates and arguments, since they could expand
the scope of personal data of the GDPR.

The first special group of data that is not exactly regulated by the GDPR in-
cludes pseudonymized data.

The GDPR does not directly regulate the category of pseudonymized data, but
it defines the process in the Article 4 (5) instead: “pseudonymisation stands for
the processing of personal data in such a manner that personal data can no longer
be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to tech-
nical and organisational measures to ensure that personal data is not attributed to
an identified or identifiable natural person” [2, 4 (5)].

The category of pseudonymized data gives rise to many contradictions, espe-
cially in case of pseudonymization process inexactness.

First of all, the GDPR does not define the applicable methods of pseud-
onymization, except for the statement that the process should be applied. There-
fore, the main criterion for defining data as pseudonymized is the result of suc-
cessful “application” of the pseudonymization process.

Secondly, essential criterion for pseudonymized data is “additional informa-
tion” within the scope of “technical and organizational measures” that prevent
reattribution. Thus, the fact that it is impossible to deanonymize data with the
help of traditional technologies does not make it personal. On the contrary, more
advanced technologies, such as “big data” technology, could be able to qualify the
same data as pseudonymized, and therefore personal.
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Therefore, it is difficult to apply definition of pseudonymization process to
determine if the data is personal, because the process is used solely as a means of
minimization the risk of identification, without making data completely anony-
mous. Pseudonymized data maintain relationship with an individual, and could be
used to identify a person. As a result, pseudonymized data is considered personal
data by GDPR.

The second category of data, introduced by the GDPR, is anonymized data.
Recital 26 of the GDPR Preamble defines anonymous data , as ‘information which
does not relate to an identified or identifiable natural person or to personal data
rendered anonymous in such a manner that the data subject is not or no longer
identifiable’ [2].

Impossibility of identifying a person is determined by all objective factors,
such as time required for identification, available technologies and the level of
technological development at the time of data processing. This group is not con-
stant and depends on the level of technological development and other aforemen-
tioned conditions.

The GDPR approach to the definition of anonymized data is based on the
practice of the International Organization for Standardization, which also distin-
guishes anonymous data as not preserving the possibility of establishing a con-
nection with an individual using different data assets. It other words, anonymized
data understood as information with disposed connection with an individual in
a specific data asset.

As a result of studying the criteria defining pseudonymized and anonymized
data, a common important condition is the technology that prevents its identifica-
tion and re-identification.

In summary, anonymized data is not considered as personal data and GDPR
provisions do not apply to such information, while pseudonymized data could
be attributed to identify natural person so that it falls under the GDPR regu-
lation.
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Ilesu B 00/1acTH yCTOHYMBOIO pa3BUTHS
HA 3alllMTe NPaB JeTeil ¢ HHBAJIM/IHOCTbIO

Lllesxo H. M., couck. BI'Y,
nayy. pyk. Tonouxo O. H., 0-p 1op. nayx, doy.

[ToBecTka aHst B 001acTH ycToiiunBOro passutus Ha nepuon a0 2030 r. (na-
nee IToBecTka) mMpoBO3IVIAIIACT, «4TO HUKTO HE Oymet 3a0biT» [1, 4]. B mpo-
necce ocyulecTsiaeHus: IloBecTku rocyaapcTBa-uaeHbl JOKHBI, B YaCTHOCTH,
yBaXkKaTh, 3alIUILATh M MOOLIPATH MpaBa YeJIOBEKAa U OCHOBHBIE CBOOOIBI IS
Bcex 0e3 kakoi-nmnbo nuckpumuHanuu [2]. Jletn ¢ HHBaAIMIHOCTHIO — Hanbo-
Jee ys3BUMasi IpyIa HaceJIeHUs, KOTopas 0c000 HYXIAeTcs B 3alUTE U IO-
OILPEHUH CBOMX IPaB M MHTEPECOB, KaK Ha MEXIYyHApOJHOM, TaK W HaIHO-
HaJbHOM YPOBHSIX B CHJIY Pa3iU4HbIX (PaKTOpPOB (COIMANIBHBIX, KYJIbTYPHBIX,
busnyeckux u ap.).

17 Leneii B obnactu yctouuBoro pasButus (nanee Llenu) B Toi wim nHOU
CTEIICHH 3aTParvuBarOT MHTEPECHl JIeTEH ¢ MHBAIUJIHOCTHIO M HAIIPABIICHBI Ha
yAy4llIeHUE UX MOJIOKEHHUs B )Ku3HU obmiectsa. Tak, [lens No 1 nHanpasieHa Ha
JUKBHJAIMIO HAWIETHI [1, . 1.1], a HUIIEeTa, B CBOIO OYepelb, MOXKET SIBJISET-
Csl KaK NPUYHHON, TaK U CJIEICTBUEM MHBAJIMIHOCTH. J[€TH C MHBAJIUIHOCTHIO
U UX CEMbH MMEIOT NPaBO Ha JOCTATOYHBIN YPOBEHb JKU3HHU, a TAKXKE MPABO Ha
MIOCTOSTHHOE yJy4llIeHue ycioBuil xkusnu [3, m. 3]. ens Ne 3 BkitouaeT B ToM
yuciie odecreyeHne BceoOIero oxpara yciyramu 3ipaBooxpanenus [ 1, m. 3.8],
YTO 0OCOOCHHO Ba)KHO JUIS JIETEH ¢ MHBAJIHMIHOCTHIO B IIPOIIECCE PeaM3alUU UX
rpaBa Ha 3()()EKTUBHBIN JOCTYII K YCIyraMm B 00JaCTH MEJIULIUHCKOTO 00CITyKH-
BaHUS ¥ BOCCTAHOBJIEHHUA 370pOBbs [4, cT. 23 m. 3]. Ocobo cienyer OTMETHTh
Lens Ne 4, koTopasi MpsIMO yKa3bIBaeT Ha TO, YTO WHBAIHIAM U JETSIM, HaXO-
JIIMCS B YS3BMMOM IOJOXKEHUH, HEOOXOIUMO 00ECIEeYUTh PaBHBIA JTOCTYI
K 00pa3oBaHMIO U MPO(PECCHOHATBLHO-TEXHUYECKOH MOJIrOTOBKE BCEX ypOBHEH
[1, m. 4.4], a Takxke oOecrneUnTh JOCTYITHOCTh Y4eOHBIX 3aBEJCHUN U cpeay 00-
yueHus s Beex [1, . 4.a]. B nepByto ouepeb 3T0 HapaBJIEHO HA TO, YTOOBI
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