Literature

1. Lopes Ostra vs. Spain: judgement of 9 December 1994 // European Court of
Human Rights [Electronic resource]. — Mode of access: https://hudoc.echr.coe.int/
rus#{“itemid”:[“001-57905"]}. — Date of access: 17.04.2020.

2. Living in a pollution-free world is a basic human right, says top UN rights
body // UN News [Electronic resource]. — Mode of access: https://news.un.org/en/
story/2001/04/2712-living-pollution-free-world-basic-human-right-says-top-un-
rights-body. — Date of access: 19.04.2020.

3. Fadeyeva vs. Russia: judgement of 9 June 2005 // European Court of
Human Rights [Electronic resource]. — Mode of access: https://hudoc.echr.coe.int/
rus#{“itemid”:[“001-69315]}. — Date of access: 18.04.2020.

4. Onucanne nena: @aneeBa nporuB Poccun // Business and Human Rights
Resource Centre [Dnextponnsrit pecypc]. — Mode of access: https://www.business-
humanrights.org/ru/onucanne-nena-gpaneesa-nporuB-poccun. — Date of access:
19.04.2020.

5. Giakomelly vs. Italy: judgement of 2 November 2006 // European Court of
Human Rights [Electronic resource]. — Mode of access: https://hudoc.echr.coe.int/
fre-press#{“itemid”:[“003-1827418-1917260”]}. — Date of access: 18.04.2020.

The Cookie Law as legislation
to protect personal data

Puibanxa /1. C., cmyo. Il k. BI'Y,
nayu. pyx. Henomnswux 1. A., cm. npen.

Nowadays, everything is linked with confidentiality of information. Every year
more and more information is stored on our devices. For comparison, some years
ago there were only photos, messages and phone numbers, but now we have a lot
more other personal information. Our devices know our state of health, obtained
from fitness bracelets, almost all our passwords, they possess our electronic money
and bank accounts data. It is more than ever. Therefore, of course, concerns about
the safety of personal data are increasing. It is not a surprise that the Apple in
their latest advertisement placed a special emphasis on data confidentiality, by this
very fact distinguishing itself from others. All this shows the relevant and actual
character of the problem under research.

The subject of our scientific work is cookies and the Cookie Law and the
problem is the relation of cookies to private policy.

To start with, let us define the term Cookies. Cookies are pieces of data,
normally stored in text files, that websites place on visitors’ computers (or other
devices) to store a range of information.
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Cookies were invented in 1994 by a young programmer named Lou Montulli
to make our life easier. Almost all websites use cookies in some way or another,
and every page you visit in those sites writes cookies to your computer and
receives them back from it [1].

It seems, that there is nothing bad about them, but there are some pitfalls.

There are different types of cookies. Some of them are just session, that are
deleted after leaving a website, but there may be and permanent ones, that may get
stuck on for years. Mostly it’s used cookies to authenticate the user so as not to log
in again every single time and cookies for statistics, which allows to find out how
many people view the content on a website [1].

But the most insidious are advertising cookies. Even if the website guarantees
that it uses information only for the purpose of saving passwords, this does not
guarantee the fact that your personal data cannot be stolen by other third-party
programs. This is intended to build up a ‘behavioural profile’ of the user, which can
then be used to target them with online ads based around our categorized interests.
Some people believe that this is outdated information and that the so-called hidden
files no longer exist, but they are mistaken. According to a 2020 study held at
Ruhr University and Institute for Internet Security, it was revealed that about 90%
of cookies are used to track users or to provide targeted advertisement and 72%
of them are set by fourth parties that are secretly loaded by third party cookies.
During the study researchers have measured 10.000 websites for hidden tracking
and the results above make the case for privacy protection on the Internet today
perfectly clear [2].

Use of cookies for this purpose is often seen as intrusive and an invasion of
privacy. That’s why it might violate our confidentiality. Such an activity is one of
the drivers behind the development of new privacy laws.

The Cookie Law is a piece of privacy legislation that requires websites to
get consent from visitors to store or retrieve any information on a computer,
smartphone or tablet. It was designed to protect online privacy, by making
consumers aware of how information about them is collected and used online, and
give them a choice to allow it or not [3].

Undoubtedly, everyone has seen a displayed banner on the website informing
that this website uses cookies. In some cases, it’s more like an element of formality
and people just thoughtlessly click “I accept”, although it would be worthwhile
to carefully read the terms of the agreement. Moreover, often sites do not provide
the opportunity to refuse the use of cookies, that is, you can either agree to use the
website or refuse and look for another one.

In the European Union these issues are regulated by the General Data
Protection Regulation (GDPR). It started as an EU Directive that was adopted by
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all EU countries in 2011 and had its future by final implementation in 2018. This
regulation concerns data protection and privacy in the European Union and the
European Economic Area and also addresses the transfer of personal data outside
the EU and EEA areas [4]. It is the most complex law in this sphere.

Another document in this area is the e-Privacy Regulation. It deals with the
regulation of a number of important issues such as confidentiality of information,
treatment of traffic data, spam and cookies. It repeals the Privacy and Electronic
Communications Directive 2002 (e-Privacy Directive) and is lex specialis to the
GDPR [5].

Inspired by the EU’s General Data Protection Regulation in the USA appeared
its own law — the California Consumer Privacy Act (CCPA), that takes more
control over the sale of personal information while establishing data privacy as
a fundamental right for California residents. As the first law of its kind in the USA,
the CCPA is setting a precedent that many states will follow in the coming years.
There are similar acts in other counties, for example the Brazilian General Data
Protection Law and the Thailand’s Personal Data Protection Act [6].

The next part of our research is devoted to the situation in the Republic of
Belarus. In our country, the issue of personal data protection is regulated by the Law
on Information, Informatization and Information Protection. According to article 32
of the Law, Belarus also prohibits the transfer of personal information transferred
of one person (website) to third parties. Accordingly, in a case of violation of these
rights, a person has the right to complain to the relevant authorities [7].

Website users who feel that their privacy rights with respect to cookies are not
being met by a website are entitled to make a complaint with their local regulator,
which would normally be the data protection authority in their country. Website
owners, which failure to comply with privacy regulations (GDPR, CCPA etc.)
may have penalties up to 75008 (depends on a country) [6].

To conclude, it must be emphasized that it is important to understand the
nature of cookies and the need to make distinction between safe (necessary) types
of cookies and those that can use private information for marketing purposes.

Today it is quite important to be familiar with laws on data protection. An
analysis of the regulatory documents in this sphere in other countries allows
us to discover more effective mechanisms of protection of personal data and to
implement these norms within national legislation.
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®unancosoe npaso CCCP B roabt
Beaukoii OTeyecTBeHHOH BOHBI

Casuykuii H. C., cmyo. Il k. BI'Y,
nayy. pyk. Epwonosuyu B. U., kano. ucm. nayx, ooy.

Benukast OteuectBeHHas BoiHa 1941-1945 T — 0HO U3 CaMbIX TParuyeCcKUx
COOBITUI B UCTOPUM HAIIEH CTPaHbI U BCETO uenoBeuecTBa. Ee npoBeneHue cepbes-
HbIM 00pa30M 0Tpa3miIoch Ha cocTosiHuU (puHaHcoBol cucteMbl CCCP. I'urantckuii
pa3Max BOEHHBIX JCHCTBUMN, BHICOKAsI TEXHUUECKAs OCHAILIEHHOCTb apMUU TpeOoBa-
111 GOJBIINX MaTepUAIbHbIX U ICHEKHBIX 3aTpar. B cBsi3u ¢ 3TuM ¢ 1942 . BoeHHbIE
pacxozipl IO roCyIapCTBEHHOMY OOKETy Hauald 3HAUMTENIbHO pacTH. B mepsblit
rOZl BOMHBI J0J1s1 BOGHHBIX PACXOI0B COCTABILIN 75% CpPEeCTB TOCYAapCTBEHHOIO
6rovKeTa, BO BTOpoii — 65,3%, B Tpetuil — 62,6%. Taxake Ha rocy1apcTBEeHHbIH Oroz-
KeT OBbUIM BO3JIOXKEHBI 3aTPaThl, CBSI3aHHBIE C IIEPECTPONKON OTpacieil HapoIHOro
X03s1iicTBa Ha BOEHHBIH JaJi, nepeOa3supoBaHUEM IIPOMBILIIICHHBIX IPEANPHUATUI
1 00bEKTOB Ha BOCTOK U CTPOUTENILCTBOM HOBBIX BOGHHBIX HpeAnpusThii [1].

JI1s IOKPBITHSL BOGHHBIX PACXOJOB ObLIM U3bATHI B OIOKET HEHCIOJIb30BaH-
HBIE OCTATKHU CPEACTB, 00pa30BaBIIMECS B IPEIBOCHHBIE TO/bl, CBOOOIHBIE pe-
Cypchl GaHKOB JOJIFOCPOUHBIX BIOKEHUH, OCTaTKX MHOTUX (DOHJOB IPEAIPUITHIL
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