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PASAEAEHUE CEKPETA B KOABILIAX
MHOTI'OYAEHOB OT HECKOABKUX INTEPEMEHHBIX
C UCIIOAB30OBAHUEM KUTANCKOM TEOPEMbBI Ob OCTATKAX

I. B. MATBEEB"

YBenopyccruii 2ocyoapemeenuviii yuusepcumem, np. Hezagucumocmu, 4, 220030, 2. Munck, Berapyce

O00011IeHO pa3/ie/IeHUE IIEJIOYUCIICHHOTO CEKPETa, UCIIONB3YIOIIEr0 aIrOPUTM KUTAHCKON TeopeMbl 00 OcTaTkax Ha
CJTydai KOJIbI[a MHOTOYJICHOB OT HECKOJIBKUX NICPEMCHHBIX HaJl KOHCYHBIM IToJieM. J{J1sl reHepaiuy YacTHIHBIX CEKPETOB
BMECTO IICTIOYHCICHHBIX MOYJIeH TIPUMCHSIOTCS MBI U X 0a3ucel [ péOHepa. DTOT MOAX0A MPEATIOKEH HAMHU paHee.
B Hacrosiieit pabote mokas3aHo, 4To J00YI0 OPOroByIO CTPYKTYPY JOCTYIa MOXKHO PEasn30BaTh HIEalbHO. JTO SIB-
JSIETCSI OTHUM M3 TPEUMYIIECTB MPEAIaraeMoro moaxosa. B Koiblie HesbIX Yicel HUKAKyI0 CTPYKTYPY JOCTYIa HEeJlb3sl
OCYIIECTBUTH UACATBHO, ITIOCKOJIBKY YaCTUYHBIC CEKPETHI BCEX YYHACTHUKOB UMCIOT PAa3JIMdHbIC Pa3MEPhI.

Knrwueswvie cnosa: xuraiickas TCOpEMa 00 OCTAaTKax; pasACJICHUC CCKPETA; PaBHOOCTATOYHBIC UACAJIbl; SKBUIIPOCK-
THBHBIC MHOXXCCTBA.

bnazooapnocms. ABTOp BhIpakaeT OmarogapHocth T. ['anuOyc u H. llleneny 3a ux meHHbIe 3aMeUaHUsl, a TaKXKe
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IN MULTIVARIATE POLYNOMIALS
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This paper deals with a generalization of the secret sharing using Chinese remainder theorem over the integers to
multivariate polynomials over a finite field. We work with the ideals and their Grobner bases instead of integer moduli.
Therefore, the proposed method is called GB secret sharing. It was initially presented in our previous paper. Now we
prove that any threshold structure has ideal GB realization. In a generic threshold modular scheme in ring of integers the
sizes of the share space and the secret space are not equal. So, the scheme is not ideal and our generalization of modular
secret sharing to the multivariate polynomial ring is more secure.
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Introduction

Secret sharing enables a group of / participants to share a secret. Each of them is provided a share. The sharing
scheme has a threshold ¢ if any #-subset of participants with ¢ out of / shares enables the secret to be recovered.

The basic idea of the modular secret sharing is as follows. Let s € Z be the secret value, and let the residue
s, =smodm,, where m, is the public key, be the share of the i participant. It is necessary to choose the secret s
and moduli m, so that only the authorized groups of participants can compute the secret. For more details,

see [1]. However, in a generic (t, / )—threshold modular scheme in Z, the sizes of the share space and the secret

space are not equal. So, the scheme is not ideal.
In this paper, the modular constructions in the ring of integers are transformed into the modular construc-

tions in the multivariate polynomial ring £, [x], where x = (xl, Xyyeees X, ) We prove that any threshold structure

has the ideal GB realization. So, our generalization of modular secret sharing to the multivariate polynomial
ring is more secure.

The modular secret sharing in the ring F, [x] is based on the following facts:

« first, given a monomial ordering, we can compute the residue of a secret polynomial s(x) € F,[x] modulo
any zero-dimensional ideal;

* second, there is the CRT-algorithm for computing the secret [2].

Our approach can be generalized to other commutative rings with the effective Grobner basis theory. We
studied the univariate case and its verification protocols in our previous papers [3—6]. GB secret sharing was
presented in [7].

The paper is organized as follows. In the second section we construct the special zero-dimensional ideals

of F, [x] They provide the security of the proposed scheme. Our construction is based on the triangular ideals’
characterization (see [8]). In the third section, we present ideal threshold schemes in the ring £ [x]

Equiresidual ideals

The results of this section are essentially inspired by the concept of equiprojectivity (see [8]). Following
their notation, we say that an ideal of E][x] is a triangular ideal if it admits a separable triangular set of ge-

nerators. Throughout the paper, we consider the Grébner bases in the ring F, [x], where x = (xl, Xy eue xn),
X, <x,< ... <X,
Let / be a triangular zero-dimensional ideal of F, [ x]. It has the reduced Grobner basis { Jis fos oo }:

1

—/ d; —
fi=xlta , X A, X a0, Gy gy s s G € }Z[xl, Xyyens xl._l],

and its zero-set V(I ) in the algebraic closure of F, is equiprojectable (see theorem 4.5 in [8]). In this case, the
vector of fiber cardinalities is defined as

FC(I)= (cardnl’l(M), cardn,' (M), ..., cardn;l_l(M)) =(dy-d,, dy+d,, ..., d,),

where 7, (0, 0, ..., oc”) = (0(1, Oy, -.es (Xi) (see [8, p. 640]). FC(I) does not depend on the choice of the point
MeVv(I).
The set of all reduced terms modulo 7 is denoted by RT (). The set of all reduced polynomials is denoted
by RP(I). Let
D(I)= (dl, dy, ..., dn), d=dd,---d,.

Definition 1. We say that zero-dimensional ideals /,, 1,, ..., I, are equiresidual if
RT(I1,)=RT(I,)=...=RT(1,).
In this case, it is convenient to use the notation:
RT(1,)=RT(I,)=...=RT(1,)=RT.
Obviously, zero-dimensional triangular ideals /,, 1,, ..., I, are equiresidual if and only if (ER condition)

D(1,)=D(1,)=...=D(1,).
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Remark 1. Let I be a zero-dimensional triangular ideal /. According to theorem 4.5 in [8], d,, ..., d, (not d,)
are uniquely determined by FC (I ) It will be used in the proof of theorem 2.
Definition 2. We say that zero-dimensional ideals are strongly equiresidual if

RT(I1,1, )=RT(L1 1),

I Jk

where 1 <i,<i,<...<i <, 1<), <j,<..<j, <l foreach ke[l ]
Obviously, we have

RT(L,1, 1, )=RT(L1 -1, )& RP(LL 1 )=RP( LI I, ).

Jk

In this case, it is convenient to introduce a simpler notation:
RT,=RT(L1, -1, ), RR, = RP(L1,+1, ), 1< <ip<..<i <1
Definition 3. (SDNI condition.) We say that zero-sets V(Il) and V(I 2) strongly don’t intersect if

(o, 0,0, ) €V (L), (Bis By --s By) €V(L,) = 0, 2B, 1<, j <.
Remark 2. The motivation of SDNI is to provide the following property of ER zero-dimensional triangular
ideals 7, 1,:
FC(I,)=FC(1,)= FC(IL,).

Theorem 1. Let zero-dimensional triangular ideals 1, I, ..., I, satisfy ER and SDNI conditions. Then their
product I =1,1,-+-1 is a triangular ideal.

Proof. ER implies:
FC(1,)=FC(I,)=...=FC(I,).
SDNI implies that /() is equiprojectable with
FC(I)= FC(I;), for each je [l k].

It follows from theorem 4.5 in [8] that / is a triangular ideal. The theorem 1 is proved.

Theorem 2. For any integer | > 0 there exist strongly equiresidual ideals I, I,, ..., I, of F, [x]

Proof Ifn=1and £,(x), f,(x), ..., £ (x) are pairwise different of given degree m then the ideals { £;(x)),
<f2(x)>, s <f,(x)> are strongly equiresidual and RT, = {1, Xy ens xk’”’l}.

In general case pick triangular /, /,, ..., /, under ER and SDNI conditions. According to theorem 1 the
product / =I,1,---1,, k<[, is triangular. Let us calculate D(I). According to CRT, there is a ring isomorphism:

F [x|/I = F,[x]/I, x F,[x]/I, x ... x F,[x]/I,.
Hence,
|7, [x)1] = k|RE]

It is the first observation. Secondly,

D(I))=...=D(I,)=(d, dy ..., d,), FC(I,)=...= FC(I,) = FC(I)
implies
D(I)=(d}, d,, ..., d,).

In summary, d, = kd,, and
D(I)=(kd,, d,, ....d,).

The same holds for each product [, I, ---I,, 1 < j, <j, < ... <j; < I. The theorem 2 is proved.

Remark 3. Ideals of symmetric relations are strongly equiresidual ideals if their separable polynomials are
pairwise coprime and of the same degree (see [8]).
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Ideal threshold schemes
We propose the following generalization of Asmuth — Bloom (t, / )—threshold scheme [1]. Pick strongly equire-
sidual ideals 7, /,, ..., . Let S (x) be a uniformly distributed intermediate secret value, S (x) € RP. We identify

RP([iIIiZ---Il.k ):R}; with F, [x]/I, 1, ---1,. Then we define the secret s(x) and the shares s,(x), i=1,2,..., 1,
as follows:
s(x)=S(x)mod 1, s,(x)=S(x)mod 1,

Hence, the common space of the secret and secret shares is
RP(I,)=...=RP(I,)=F,[x]/I, = RP.

That’s why the proposed modular scheme is potentially ideal. The space of S(x) is RP.

If k shares k > ¢ are known, we uniquely determine S (x) using the CRT-algorithm [2], as S (x) € RP. After
that we evaluate s(x).

We will use below the following simple fact.

It is well-known that the image of a function s = f (S ) has the uniform distribution if the cardinalities of all
fibres f~'(s) are the same (EP condition).

Theorem 3. The generalized (t, / )—threshold Asmuth — Bloom scheme with strongly equiresidual ideals is
ideal.
Proof. We only need to prove the perfectness. The proof is based on the following ring isomorphism:

S(x)eRE=F,[x|/I)1,--1,_, = F,[x]|/I, X F,[x)/I, x...x F,[x]/I,_,.
Therefore, we may put
S(x)= (s(x), s1(x), .o s,_l(x)).

The secret s (x) is the projection of S (x) onto the first component, and the cardinality of every fibre is equal to
|F, [x)/m ||, [x)/| -+ | (6] 1, -

As dim, F, [x]/I, =d =dd,"-d,, then all cardinalities of the fibers are equal to ¢""~". Hence, s(x) is
uniformly distributed on REA.
What happens if a group of k < ¢ participants attempt to compute s(x)? Let/, I,, ..., I, be their moduli and

5,(x), .., 5,(x) be their shares. In this case, S(x) is uniformly distributed on the direct product

RP, % s,(x) X ... X 5, (x) X... X (RPI)CRR.

The map S(x) — s(x) is EP with ¢”"~*~" being the cardinality of the fibres. Hence, our scheme is perfect.

Example. Shamir’s scheme [9] is a particular case of the proposed scheme, which we can see as follows.
Take the univariate case and consider different polynomials of degree 1: x —x,, x —x,, X —X,, ..., x —x,. The ideals
generated by these polynomials are strongly equiresidual. Now if one goes over the construction in theorem 3,
one would first construct polynomial of degree at most £. Now taking this polynomial modulo x — x; is exactly
evaluating it in x,.

Remark 4. The ideals of symmetric relations are suitable for the construction of the ideal secret sharing in
the general case n > 1.

Conclusion

Ideal threshold modular secret sharing schemes in the multivariate polynomial ring over a finite field are
presented. The existence of the strongly residual ideals is proved.
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