MHUHUCTEPCTBO OBPA30OBAHUSA PECITYBJIUKHU BEJIAPYCbH
BEJIOPYCCKUM I'OCYJAPCTBEHHBI YHUBEPCUTET
®AKYJBTET MEXJIYHAPOJHBIX OTHOIIEHUH
Kadeapa MesxkayHapoaHOro npasa

AHHOTaIMS K TUILUIOMHON paboTe

NPUHIOUII HENPUMEHEHUSA CUJIbI U YTPO3bI CUJION
B KOHTEKCTE KUBEPATAK B MEXAYHAPOJHOM ITPABE

JlaBpenoBa Enena AnexcannpoBHa

Hay4Hb1i1 pyKOBOANTENB — KaHAUAAT I0OPUANYECKUX HAYK, HOUEHT E.A. [lelikamno

Mumnck, 2019



AHHOTAIUA

1. CTpykTypa 1 00b€M IMIIOMHOMH PadoThI

Jluromuasi paboTa COCTOUT W3 3a/laHus HAa AUIUIOMHYIO paOOTy, OTJIaBICHHUS,
pedepata AUIIIOMHONW palOTHI, BBEACHUSA, TpPEX TJaB, 3aKIIOYCHHS, CIHCKa
UCIIONIb30BaHHOM NuTeparypbl. OOmuit o0beM paboThl coctaBisieT 71 crpanuily.
Crucok WCHONB30BaHHOW nuTeparypbl 3aHumaeT 11 cTpanun u Bkimouyaer 103
MO3UIUH,

2. IlepeyeHb KIIOYEBBIX CJIOB

[IPUMEHEHUE  CHJIbI, VYI'PO3A CWJIOW, BOOPYXEHHOE
HATIAAEHUE, CAMOOBOPOHA, KUWBEPOIIEPALIMA, KHUBEPATAKA,
KHUBEPITPOCTPAHCTBO, KHUBEPBE3OITACHOCTD, KHUBEPBOIMHA,
[MPUHLUAIT JIOTYCA.

3. Coaep:xkanue padoThl

Obvekmom uccneoosanusi SIBISETCA MEXIYHAPOIHO-IPABOBOM  IPHUHIIMI
HENPUMEHEHUS CHIIBI M YTPO3bI CHUIIOH.

lIpeomem uccnedosanusi — TpPaKTOBKAa MPUHIMIA HENPUMEHEHUS CUIbl H
yIpO3bl CUIION B KHOEPKOHTEKCTE.

Llenv pabomul — BBISIBIICHUE COJEPXAaHUS MPHUHIIMIA HEPUMEHEHHUS CHUJIbI U
yrpo3bl ~ CHJIOM B KOHTEKCTE  MEXIOCYJapCTBEHHBIX  OTHOIIEHWUH B
KHOEepIpOCTPAHCTBE.

Memoovl nHayunoco uccnedosanus. B manHON paboTe OBUIM HCIOIb30BaHbBI
METOJBl ACAYKINH, WHIYKIMU, AHAJIOTWHW, aHAIM3a, CHHTE3a, a TaKXKe METOJbI
CPaBHUTEJIBHO-TIPABOBOTO, (POPMAIBLHO-JIOTHYECKOTO W CUCTEMHO-CTPYKTYPHOIO
TIO3HAHMSL.

llonyuennvie pesynomamsl u ux HOU3HA. BBIABIEHBI OCHOBHBIE MPOOJIEMBI,
Kacaroluecs IPUMEHUMOCTH HOPM MEXTYHAPOJIHOTO npaBa K
MEXTOCYJapCTBEHHBIM  OTHOIICHHWSIM B KkuOepmpoctpaHcTBe.  [IpoBemeHO
pasrpaHu4eHre MEX]y MOHIATHIMHU «KuOepaTakay U «kuOeporepanus» B KOHTEKCTe
JEHCTBUS PUHIIMTIA HEIPUMEHEHUS CHUIIBI U YTPO3BI CUJION. Y CTaHOBIICHBI KPUTEPUU
KBaM(UKaMKU KHOEpomepalii B Ka4eCcTBE 3aMPEIIeHHOT0 aKTa MPUMEHEHUS CHJTBL.
BrIsiBIeHBI OCHOBHBIE TPYIHOCTH B pa3TpaHUYEHUU BOOPYKEHHOTO HAMAACHHUS U
MEHEE Cephe3HbIX (HOPM MPUMEHEHHS CUJIBI B KHOEPIIPOCTPAHCTRE.

Llocmogepnocmv  mamepuanos u  pe3yibmamos OUNIOMHOU  pabomul.
Hcnonp30BaHHBIE MaTepUaibl W Pe3yJdbTaThl JUIMJIOMHON pPabOTHl  SBISIOTCA
JIOCTOBEpHBIMU. PaboTa BHITIOJIHEHA CAMOCTOSITENBHO.

Pexomenoayuu no ucnonvzosanuio pesyarbmamoe pabomwvl. Pe3ynbrarhl
JAHHOW TUIUIOMHOM paboOThl B JaJbHEWUIIEM MOTYT OBbITh MCHOJIb30BaHbl B HAy4HO-
oOpa3oBaTeNpHBIX 1E€JAX JJs [PENojaBaHUs, MOATOTOBKM MOHorpaduii u
y4eOHHUKOB.



AHATAIBIA

1. Ctpykrypa i a6'ém abInioMHal npanbl

JlplIioMHas mpana CKiIajaenua 3 3aJaHHs Ha JbIIUIOMHYIO Mpaiy, 3MecCTa,
padepata ABITUIOMHAW Tpambl, YyBOI3IHAY, TPOX TJay, 3aKIIOUdHHSA, CITCY
BBIKapbICTaHail JiTapaTtypbl. ArynpHBl a0’éM mpansl ckiagae 71 craponky. Cmic
BBIKapbICTaHail miTapatypsl 3aiimae 11 craponak 1 yxmrodae 103 masiisii.

2. llepaJiik KJIOYaBBIX CJI0Y

IIPBIMSHEHHE CUIBI, ITATPO3A CIJIAM, VY3BEPOEHBI HAIIAJ,
CAMAABAPOHA, KIBEPAITIEPALIbISA, KIBEPATAKA, KIBEPIIPACTOP,
KIBEPBSCIIEKA, KIBEPBAVHA, TTPBIHIIBITT JIOTYCA.

3. 3MecT mpaubl

Ab'ekmam  Oacneoasanns  3'syndennia  MLKHapOAHA-TPABaBOM  MPBIHLIBIIT
HEMPBIMSHEHHS CUIBI 1 TAarpo3bl CLIAM.

IIpaomem oOacneoasanusi - TPAKTOYKA MPBIHLBITY HENPBIMSIHEHHS CUIBI 1
narpo3bl cijiail y KibepkaHTIKCIIE.

Mbsma pabomul - BBISABILB 3MECT MPBIHUBINY HENPBIMSIHEHHS CUIBI 1 Arpo3bl
cuIail y KaHT3KCIE MIKA3SAPKAYHBIX aTHOCIH y KiOepIpacTOpBhI.

Memaowvlr  Hasyxosaca Oacnedasanus. Y ~ JBIIJIOMHAl mpaimbl  ObuIi
BBIKAPBICTAHBISI METAJbl ADIYKIIbIl, 1HAYKIIbIl, aHAJIOT11, aHali3y, CIHTA3y, a TaKcama
MeTaJbpl MapayHajlbHa-TIpaBaBora, (apMaibHa-JariyHara 1 CICTAMHA-CTPYKTypHara
Na3HaHHS.

Ampuoimanvia 6bIHIKI [ X Hagi3Ha. BbIAYIeHbl aCHOYHbBISA MpadlieMbl, SKis
aIHOCAIA Ja acleKTy MpbeIMSHIMACII HOPM  MDKHapojHara TmpaBa Ja
MDKI3IpAKAYHBIX aqHOCIH y KiOeprmpactopsl. IlpaBenseHa pasmexaBaHHE MaMIiX
nansauusmi "kibeparaka" 1 "kibepanepanpis”. YCcTaHOYIEHBI KPBITIPhIl KBasi(hiKalbli
kiOepanepaiplii ¥ sKacul 3a0apoHEHara axkTa MPBIMSHEHHS CLIbl. AKpPICIEHBI
aCHOYHBIS LISKKAcIl ¥ pa3MekaBaHH1 y30poeHara Hamajay 1 MeHII cyp'€3HbIX (opm
NPBIMSIHEHHS CUIBI § KIOEpKaHTIKCLIE.

Haknaonacyb mamaspuianay i 6viHiKa)y ObINIOMHAU npaybl. BbIKapblCTaHbI
MaTA3PBISUTBI | BBIHIKI JBIIIJIOMHAN Mpallsl 3'syIsroliia AakiaaabiMi. TIpana BeikaHaHa
CaMacCTOMHA.

Paxamenoaywii na evikapvicmanni vinixay npaysl. BeIHIKI IBITIIOMHAN Mpalibl
MOTYIIb OBIIb BBIKAPBICTAHBI ¥ HABYKOBa-aJyKallbIMHBIX M3TaX IpPbl BBIKJIAJIaHHI,
NaJpbIXTOYKe MaHarpadii 1 nagpyqHikay.



ANNOTATION

1. Structure and scope of the diploma work

The diploma work consists of diploma work assignment, table of contents,
diploma work summary, introduction, 3 chapters, conclusion and list of references.
Total scope of work is 71 pages. The list of references occupies 11 pages and
includes 103 positions.

2. Keywords: USE OF FORCE, THREAT OF FORCE, ARMED
ATTACK, SELF-DEFENSE, CYBEROPERATION, CYBERATTACK,
CYBERSPACE, CYBERSECURITY, CYBERWAR, LOTUS PRINCIPLE.

3. The content of the work

The object of the research is the international legal principle of non-use of
force and threat of force.

The subject of the research is determination of the content of the principle of
non-use of force and the threat of force in cyber context.

The purpose of the research is to reveal the content of the principle of non-use
of force and the threat of force in the context of intergovernmental relations in
cyberspace.

Methods of research. Methods of deduction, induction, analogy, analysis,
synthesis, as well as comparative legal, formal-logical and system-structural methods
were used in this study.

The results of the research and their novelty. The study defines main problems
related to the issues of applicability of international law to interstate relations in
cyberspace; makes a distinction between the notions of "cyberattack” and
"cyberoperation™; establishes criteria for qualification of cyberoperations as
prohibited acts of use of force; identifies main difficulties in distinguishing between
armed attacks and less grave forms of the use of force in cyber-related context.

Authenticity of materials and results of the diploma paper. The materials used
and the results of the diploma paper are authentic. The work has been drafted
independently.

Significance of the study. The results of the study can be used for scientific and
educational purposes, while preparing monographs and textbooks.



