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Pegepar

Jlunnomuast pabora, 42 crpanunbl, 17 pucynkoB, 1 tabmuma, 16 dopmym,
19 “cTOYHUKOB.

['TMCTOJIOTUYECKHUE N30BPAXEHNA, PEHTI'EHOBCKHUE
N30BPAXKEHNS, TJIYBOKME HEWPOHHBLIE CETH, COCTS3ATEJIBHBLIE
ATAKU, COCTA3ATEJIbHBIE [TPUMEPBI.

Obvexm uccnedogéanus — COCTA3ATENbHBIE aTaKW, AJITOPUTMbl T'€HEpaluu
COCTSI3aTENbHBIX IPUMEPOB.

L]env pabomsi — vcciieOBaHUE 3aBUCUMOCTH BIIMSHMS COCTSI3aTEIbHBIX aTaK Ha
[IyOOKHE HEMPOHHBIE CETH OT MapaMETPOB aJTOPUTMOB I'€HEpAIUU COCTA3ATENIbHbBIX
MPUMEPOB U TUTIOB METUITUHCKUX H300PaKEHUH.

B xome paboThl HM3y4y€HO SBIEHUE COCTA3ATENbHBIX AaTaK, PAacCMOTPEHBI
CYILLECTBYIOILIME AJITOPUTMBI T€HEPALMHU COCTA3ATENIbHBIX TPUMEPOB. [locTaHOBIIEHO 1
IPOBEICHO  HKCIIEPUMEHTAIbHOE  HCCIEAOBAHHE,  BBIABIAIONICE  KIIOYEBBIC
3aBUCUMOCTH YCTOMUYMBOCTU TITyOOKHX HEHUPOHHBIX CETEH OT IJIaBHBIX MapamMeTpOB
anroputMoB reHepanuu. OOHApPyKEHbl 3aBUCUMOCTH OT HCXOJHON BEPOATHOCTH
U300paKEHHSI U MOJAIBHOCTA MEIUIIMHCKUX N300paKeHHI.

OOnacTbi0 TpPUMEHEHUS! SBIAECTCA OOyYeHHWE YCTOWYMBBIX M O€30IMaCHBIX
MoieJiel TIIyOOKMX HEUPOHHBIX CETEH.



Abstract

Diploma thesis, 42 pages, 17 figures, 1 tables, 16 formulas, 19 sources.

HISTOLOGY IMAGES, X-RAY IMAGES, DEEP NEURAL NETWORKS,
ADVERSARIAL ATTACKS, ADVERSARIAL EXAMPLES.

Object of research — adversarial attacks, algorithms of crafting adversarial
examples.

Objective — studying the dependence of impact of adversarial attacks to deep
neural networks on parameters of algorithms of crafting adversarial examples and
biomedical image type.

The phenomenon of adversarial attacks was studied as well as existing algorithms
of crafting of adversarial examples. The experimental investigation that detects key
patterns of vulnerability of deep neural networks on the main parameters of crafting
algorithms was built and carried out. Some dependencies on original image probability
and biomedical image type were recognized.

The scope is training of robust and secure models of deep neural networks.



