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Abstract

When the requirements to system integrity are not specified (including dan-
gerous manufacture, “smart”’equipment, robotic systems, artificial intelligence sys-
tems etc.) the questions are appeared: What time can pass before crossing of
conditional border of a possible critical loss of integrity? How to define this con-
ditional time border quantitatively (to use preventive countermeasures in real
time)? The mathematical approach to solve a problem of predicting mean time
before critical integrity losses for complex system, when explicit quantitative re-
quirements to integrity are not specified, is proposed.
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1 Introduction

For modern complex systems there are often problems of predicting mean time before
critical integrity losses - it is understood as virtual crossing a conditional border of
integrity. System (element) integrity is defined as such system (element) state when
system (element) purposes are achieved with the required quality and safety. Reser-
voirs with water on coal mines may serve an example of system when quantitative
requirements to integrity are defined obviously. Filling reservoir above defined upper
border is inadmissible because of possible overflow of the reservoir and mine flood-
ing. And filling of the reservoir below defined bottom border is inadmissible from the
point of view of readiness to fire-prevention actions. However at systems operation
in the conditions of uncertainty (for example, in dangerous manufacture) there are
cases when integrity borders are fuzzy or are not specified. So, for enterprise equip-
ment the monitored values parameters are always to be kept within working ranges.
But really for some parameters there are deviations not only from working, but also
from normative borders. And thus critical integrity losses do not appear (emergencies,
failure, quality or safety losses), though long deviations from normative requirements
potentially conduct to integrity losses. The questions are: What time can pass be-
fore crossing of such conditional border of a possible critical loss of integrity? How to
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define this conditional time border quantitatively (to use preventive countermeasures
in real time)? Similar questions are not only for dangerous manufacture, but also for
“smart”’equipment, robotic systems, artificial intelligence systems. Integrity losses of
requirements to quality, reliability or safety at systems operation are critical indepen-
dent on borders which are specified obviously or not specified [1]. Tt is proposed the
mathematical approach to solve such problem.

2 Description of idea

The mathematical model, allowing to calculate the probability of integrity during given
prognostic period (Ty;ye,) should be selected. Analytical impression should reveal de-
pendability on frequency of dangerous influences (defining the beginning of influencing),
mean activation time, mean recovery time, time between the end of diagnostics and
the beginning of next diagnostics, diagnostics time. Considering that the prediction
is useful for such time Ty, for which it is possible to undertake preventive actions,
and this time practically equals to activation time (when “integrity’may be lost after
beginning of influencing), we define values of these parameters as unknown and desig-
nate these by one unknown “x”.

Further, setting confidence probability of integrity during given prognostic period we
solve the analytical equation to find unknown “x”. The maximum value of all revealed
solutions “x”gives more wide opportunities for a choice and use of adequate preventive
countermeasures against possible losses of integrity. This is the found solution.

3 Selected probabilistic model

For every element and whole system the next limited set of two elementary events is
proposed: “integrity is provided”(when from integrity point of view no additional ac-
tions are needed) and alternatively “integrity is lost”(when some actions are needed for
recovering lost integrity).

For calculation in point of given prognostic period Ty, the probabilistic model “Pro-
tection against dangerous influences”[1] is selected. It allows to estimate technology
of periodical system diagnostics. During diagnostics the recovery of lost integrity is
initiated (if needed). The next metrics are used for probabilistic prediction: the prob-
ability P(Tins1, Tactivs Toetw.> Tiiag, Tyiven) of integrity during given prognostic period (if
all time during this given period element or system will be in elementary event “in-
tegrity is provided”) and the probability to lose integrity (if at least once during this
given period element or system will be in event “integrity is lost”) - as addition to 1
the probability of integrity.

If element or whole system is presented as “black box"the input data for probabilistic
prediction are the next: given prognostic period Tyen; frequency of dangerous influ-
ences on “black box”ﬁﬂ (defining the beginning of influencing); mean activation time
Tuctiv (When “integrity”may be lost after beginning of influencing); time between the
end of diagnostics and the beginning of next diagnostics Tpet,.; diagnostics time Ty;q .
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The next assumption is used: diagnostics time includes recovery time.

There are possible the next variants for technologies 1 and 2: variant 1 - the given
prognostic period Ty, is less than established period between neighboring diag-
nostics (Tyiven < Thetw. + Tuiag) - see Figure 1; variant 2 - the prognostic period
Tyiven is more than or equals to established period between ne ighboring diagnostics
(Tyiven = Thetw. + Liiag)-

Variantl: Tgve < ToewtTaing

The example of event wintegrity is provideds e The example of event «integricy is losts
during given prediction dme Tgiven Periodical diagnostic with during given prediction time Tgiven
:  recovering lost integrity
Therosen® Taing____, oo N

Tinfl (begin) Tactivation Tinf (begin) Tactivation

Figure 1: Some elementary events (left - “integrity is provided”, right - “integrity is
lost” during Tyiven)

The next formulas for probability distribution function (PDF) of time between the
losses of element or system integrity are proposed under the condition of independence.
PDF for the model, variant 1: the probability of integrity is equal to

Pay(t) =1 = Qinp(t) * Qacrin(t), (1)
where Q;,,7(f) - is the PDF of time between neighboring dangerous influences; Qe (%)
- is the PDF of activation time. These PDF €, 7(t) and Q4. () may be exponential

-1 —
PDF, Qiupu(t) = 1 — ety Querin(t) = 1 — eTactiv - see rationale in [1]. For different
threats a frequency of dangerous influences for these PDF is the sum of frequencies of
every kind of influences.
PDF for the model, variant 2: the probability of integrity is equal to

Trmn

Tbetw + Tdiag

Poy(Tyiven) = N( VPN (Toetw + Taiag) + (

Tgiven Tgiven

)P(l)(Trmn>7 <2)

T iven a1 . .
where N = m,ﬂmn = Tyiven — N(Tpetw + Thiag). The probability of integrity

Pny(t) is defined by (1).

4 Solution for “Black box”

The proposed method allows to estimate mean time before critical integrity losses of
element or system, presented as “black box”, for the given confidence probability to
lose integrity Puonf(Tgiven). The found mean time before critical integrity losses is a
solution x( of equation:

P(T‘infly xz, Tbetwa Tdiaga .Z') = Pconf(x) (3)
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concerning of unknown parameter x. For calculations the formulas (1) - (2) are
used. Tj,p is the mathematical expectation of PDF €;,5(t), it is defined by pa-
rameter statistics. The others parameters Thery., Tiiag in (3) are known. According
to properties of function P(Ti, 51, Toctiv, Thetw.» Laiags Tgiven) the maximal x exists when
0 < P(Tingi, %, Thetws Taiag, ©) < 1. Le. the mean time before critical integrity losses is
equal to maximum X from all defined z as solution of (3).

5 Solution for complex system

The model above is applicable to the system presented as one element “Black box”.
The main result of such system modelling is the mean time before critical integrity
losses X, depending on threats, periodic diagnostics and recovery time [1|. For a
complex system with parallel or serial structure integrated mean time before critical
integrity losses is estimated from Xy; , defined for i-th element by using method for
“Black box”. Let’s consider the elementary structure from two independent parallel
elements that means logic connection “OR”or series elements that means logic connec-
tion “AND”. The mean time before critical integrity losses X, for system combined
from two independent elements is equal to Xy = ﬁ for series connection and

1 2
Xo = Xo1 + Xo2 — ﬁ for parallel connection. v

Xo1 = Xo2

It is correct for assumption that random values of time before critical integrity losses
are distributed exponentially with mean X;.

Example. Let the frequency of dangerous influences is 1time a month (7},5 =

Imonth), time between the end of diagnostics and the beginning of next diagnostics
is equal to 8 hours (Tpeny = 8hours). Diagnostics and recovery time is neglected
(Tdiag = 0). If confidence probability is about 0.95, prognostic mean time before
critical integrity losses is equal to 222 hours for obligatory adequate reaction every 8
hours. For rare events 1time a year the level of probability to lose integrity is about
0.9996.
For confidence probability of integrity about 0.99 estimated mean time before critical
integrity losses may be very hard. Therefore confidence probability is recommended
to set on level from 0.8 to 0.99 in dependence on system or element importance and
possibilities for counteractions or from practice statistics. The approach is implemented
by the Joint-Stock Company “Siberian Coal Energy Company”which is the leading coal
producer in Russia and one of the world’s largest coal companies [1].
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