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Pedepar
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KiawueBble  cioBa: FLASH-YCTPOMCTBO, BE3OIIACHOCTHS,
CPPVHDAPI, AES.

Oo0bekT HccaenoBanusa — 3ammmeHHsie flash-ycrpotictea; 6ubamoTeka c

OTKPBITHIM UCXOAHBIM KogoM CppVhdAPI.

eab paGoTbl — HM3y4YHUTh OCHOBHBIC MPOOJIEMBbI XPAHEHUS NAHHBIX IPH
UCToIb30BaHNK TiepeHocuMbx  flash-yctpolicTts, wuccienoBare 06e30macHOCTD
nepeHocuMbix flash-yctpoiicTs, pazpaborars npuiokeHUe, peaau3yroliee 3aiuTy

JMaHHBIX Ha nepeHocuMbix flash-ycrporicTrax.

B xonme nmuruiomHON paboTel ObIT mpoBeneH aHanm3 pasnuunbix  flash-
YCTPOMCTB, BBISBICHBI WX XapaKTEPUCTHKH. BbUT mpomsBeneH aHaim3 mpoliem
XpaHeHHus HHPOPMAIIMK TIPU UCTIONb30BaHuM repenocuMbix flash-ycrpoiicts, a Tak
K€ OCHOBAHMH JJAHHOTO aHAJIM3a JIaHbl PEKOMEHAANNH Uit 00pbObl ¢ HUMU. BbiTo
BBIIIOJTHEHO HWCCIICIOBAHUE TMPOOJEeM UCIoNb30BaHusl TnepeHocuMmbix  flash-
YCTPOMCTB B 00pa3oBaTeNbHOI cdepe, Ha OCHOBAaHUU PE3yIbTaTOB KOTOPOTO OBLI

BBIOpaH crioco® 00pHOBI ¢ HUMH.

PesyabTatom  siBasiioTest aHanm3  panmudbix  flash-ycerpoticTs,
UCCIIeIOBaHNE yTeukd uHPopManuu B  oOpaszoBarenbHOM chepe mpu
UCTOJIb30BaHUU  nepeHocuMbiXx — flash-ycrpoiicTB, mnpunoxenue Ha  s3bIKE

IporpaMMHUPOBaHUs C++ ¢ UCIOJIb30BaHeM OubroTeku cppvhdapi.

Oobaactb IMPUMEHECHUSA — XPAHCHUC 1 MUI'PAlWA JaHHBIX.
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The object of study - protected flash-devices; open source library
CppVhdAPI.

The purpose of the work is to study the main problems of data storage
when using portable flash devices, to investigate the security of portable flash
devices, to develop an application that implements data protection on portable

flash devices.

In the course of the thesis, an analysis of various flash-devices was carried
out, their characteristics were revealed. An analysis was made of the problems of
storing information when using portable flash-devices, and based on this analysis,
recommendations were given to combat them. A study was made of the problems
of using portable flash-devices in the educational sphere, based on the results of

which a method of dealing with them was chosen.

The result is the analysis of various flash-devices, the study of information
leaks in the educational field using portable flash-devices, an application in the ¢

++ programming language using the cppvhdapi library.

Areas of application - storage and data migration.



