SHEPIHHU U TEeIUIa, IPEANPUSATHSAM SHEPTeTHIECKOT0 M 00IIero MalMHOCTPOCHHS, a TAK)Ke BBICOKOTO YPOBHS
TEXHUIECKOTO 00pa3oBaHus HaceneHus. [2]
Jnst MpOABMKEHHUSI TEMBI KHIKOTO MOTOPHOTO OMOTOIUIMBA CETOAHSI HEOOXOAMMA, C OJHOW CTOPOHBI,
rOCy/IapCTBEHHAs ITOJUTHKA B 3TOM HampasyieHnu. C Ipyroi CTOPOHbI, MHBECTUIIMU B JAHHOE HAIPaBJICHHE.
Cnpoc Ha 3amazie ecTh, Cle[oBaTeIbHO, HEOOXOJUMO YOCANUTh 3alaJHbIX HHBECTOPOB, YTO BKJIA(BIBATH
JCHbI'H B IOAOOHBIE TeXHONOTMH B benapycu — 0e30macHo v NepCreKTUBHO.
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MNOCJENOBATEJIbHBIN ITPOLECCOP AJITOPUTMA IIU®POBAHMS AES HA BA3E FPGA

A.C. HITAIIIKOB, A.B. CTAHKEBUY

This article describes the design of the AES-128 encryption and decryption algorithm processor. The design is written
in VHDL and is implemented in such FPGA chips as Xilinx Virtex 5,6,7 and Spartan 6. The goal of the work was to build
an iterative AES IP-core that is optimized for maximum encryption and decryption bandwidth. Several different designs
were implemented and compared. The best designs were able to perform on a par with the best commercial and open-
source solutions that are openly available. Thorough analysis of different AES-processor structures described in the work
can be of use for the designs with various optimization criteria
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B xone pabotel Ok pa3paboran mporeccop 3amudpoBanus U pacmmdpoBanus anroputma AES-128
st pasnmnaabx [IJIMC dupmer Xilinx.

N3nagansHO OBLTH CIIPOEKTHUPOBAHBI HECKOJIBKO MOIUGBHUKAIIUI TpoIleccopa, OCYIIECTBISIONIET0 TOIBKO
pexxum 3amudpoBanus. Tak, ObUIH MOMy4YeHB MoguQuKanuu 11-TakToBOrO Tporeccopa 3amubpoBaHus,
10-TakTOBOTO TMpoIleccopa 3amudpoBaHus, mpoieccopa 3ammudpoanns Ha 0aze T-tabmum, 11-TakToBOTO
nporeccopa 3amnpoBaHus C CHHXPOHHOW MaMsATBIO PayHIOBBIX KIIFOUEH, a Takke MOAH(DUKAINHA JaHHBIX
MIPOIIECCOPOB € UCIONB30BaHUeM 0109HOH mamsaTh. [lo pe3ynbpratam nmporenypbl pa3MelieHus U TPaCCUPOB-
KM Ha KpUcTayuie Virtex 5 Oblia HaliieHsl JBe camble ObICTphIC U 3()()EKTUBHBIC 1O COOTHOIICHUIO «ITPOU3-
BOAMTEIBHOCTh HA 3aTpadyeHHBIE PECypChl» BEpCHH Ipolieccopa 3amudpoBanus: 11-TakToBas Moaudukanus
nporeccopa u 11-takToBast MOIUGUKAIFS IIpoIleccopa 3amuGPOBaHIS ¢ CHHXPOHHOH MaMATBIO KITFOUCH.

Ha 6asze nByx stux Moaudukanuii Opu pazpaboTaHbl 1Be MOAUGUKAIIMK MPOLECCOPa, OCYLIECTBIISIO-
Iero Kak Mporenypy 3amudpoBaHus, Tak U npoueaypy pacmmdposanus. [lo pesynapratam pasMmenieHus u
TPacCHUpPOBKH Ha Kpuctaiie Virtex 5 ObIJI0 yCTaHOBJICHO, YTO HaWOOJIBIICH MPOU3BOIUTEIBHOCTHIO U d(¢-
(heKTHUBHOCTBHIO TIO COOTHOIIEHHUIO «IIPOU3BOIUTENFHOCTD Ha 3aTPAYeHHBIE PECYpPCHD» 00IaTaeT BEpCHs Mpo-
Heccopa 3amudpoBanus U pacudpoBanus Ha 6aze 11-TakToBOro mpoueccopa 3amnppoBaHUs ¢ CHHXPOH-
HOHM maMsAThIO Kitoued. Jta Momudukaus U ObUTa BRIOpaHa B KAUeCTBE Pe3ysIbTaTa MPOCKTHPOBAHUS TIPO-
Heccopa 3amn@poBaHus U paclIMPpPOBaHUS ¢ MAKCUMAJIBLHON MPOU3BOIUTEIBHOCTHIO TPU MUHHMAIBHBIX
pecypcax.

Jdns  nmyymux 1O TOKa3aTeNlto OBICTPOACHCTBHS MpOLECCOPOB 3ammpoBaHus U 3amudpoBa-
Hust/paciudpoBanrs ObUTa MPOBEACHA TIPOIEAYpa Pa3MEIICHUs] W TPACCUPOBKHU A KpucTamwioB Xilinx
Virtex 5, 6 u 7, a taxxe ans Spartan 6. Jlydmmii momydeHHBIH mponeccop 3amu@poBaHusi UMEET MPOIyCK-
HYIO CTIOCOOHOCTH CBBIIIE 4 THUTA0UT B CEKyHAY, a JIyYIIUH pa3paOOTaHHBIN Ipoleccop 3amudpoBaHusd U
pacudpoBaHUsl UMEET MPOIMYCKHYIO CIIOCOOHOCTD CBBIIIE 3 THTrabUT B CEKYHIY ISl KpUCTALIOB Virtex 5,
6, 7. Ilomy4yeHHast IPOMyCKHAs CITIOCOOHOCTH TTO3BOJISIET JAHHBIM pa3paboTKaM MOTyYUTh IPUMEHEHHE B OBI-
CTPOJCHCTBYIOUIMX CHCTEMax Mepefadd M XpaHeHHs NaHHBIX. [lomydeHHble XapaKTepUCTHKH CPaBHHUMBI C
XapaKTepUCTUKaMHU aHAJIOTHIHBIX Pa3pabOTOK.

MO>HO 3aKJIIOUNTh, YTO BCE MPEICTABICHHBIE B paboTe MOIU(PHUKAIIUHN ITPOIIECCOPOB MOTYT TPEACTaB-
JISITh OTIPENIENIEHHBIA HHTEPEC B 3aBUCUMOCTH OT CHEIU(UKH KOHKPETHOTO TPHIIOKECHUSI.
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