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PE®EPAT

Marucrepckas nuccepranusi, 54 ctpanun, 10 pucynkoB, 3 Tabmummsi, 12
HMCTOYHHUKOB.

OJIEKTPOHHAS TIOUTA, IIOJIMTUKA BE3OITACHOCTH, CIIAM,
YI'PO3A, KOPTIOPATUBHASI HAYUHO-UCCJIEJOBATEJIbCKASA CETh.

Obvexm ucciedoganusi — YTPO3bl OE30MACHOCTH DJEKTPOHHOW TMOYTHI B
KOPIIOPATUBHBIX HAYYHO-UCCIEAOBATEIBCKUX CETSX.

Llens pabomwr — peanu3oBaTh CHCTEMY MOHHUTOPWHTA TOTOKA HMCXOJAIICH
MOYTHl JJISi ONpENETICHHUs TOJIb30BaTeNed HAPYIIAIOUINX TMOJUTHKY O€30MacHOCTH
ANEKTPOHHOM 1ouThI bI'Y.

B mporecce BBIMONHEHHS MAarucTepCKON IUCCEpTAllMM OBUIH OIpeaeNeHBI
OCHOBHBIE YIPO3bl JJIGKTPOHHOW TMOYTHI, OblJa BBHIMOJHEHA OICHKA YTPO3BI
0e30macHOCTH, M0 KOTOPOH MOMKHO TOHSTH, YTO HEOOXOJMMO TPHHATH MEPHI IO
3AILMUTE DJIEKTPOHHOU MOYTHI.

[IpennoxxeHa cucrema, KOTOpash MOXKET OBITh HCIOJb30BaHA B CPEICTBAX,
O0asupyrommxcs Ha Microsoft Exchange 2016. Cuctema mnpuMmeHsercs s
MOHHTOPHUHTa TMOTOKA HCXOASIIEW TOYTHl HW OOHApYXEHHs MOJIb30BaTeleH,
HApyIIAOIMUX TOJUTUKY O€30MacHOCTH, a WMEHHO pacChlIKa HEXeIaTelIbHbIX
cooOmennii. CucremMa HaleleHa Ha CHIDKEHHE HUCXOSIIET0 KOJWYECTBA
HE)KEJIATeIbHBIX COOOIIEHNI W PUCKOB, CBSI3aHHBIX C O€30MAaCHOCTHIO AIEKTPOHHOU
TIOYTHI.



PO®EPAT

Maricrapckas apicepTanpisa, 54 craponak, 10 mamronkay, 3 TtaOminer, 12
KPBIHILI.

OJIEKTPOHHAS TIOWITA, ITAJIITBIKA BACIIEKI, CIIAM, mnarposami,
KAPITAPATBIYHAS HABYKOBA-JJACJIEJUA ST CETKA.

Ab'exm oOacneoasanns — Tarpo3bl OsCHEKl AIEKTPOHHAW TMOIITHI ¥
KapIapaThlyHbIX HABYKOBA-/1acI€AYbIX CETKaX.

Mbsma pabomwi — praiiizaBallb CICTIMY MAaHITOPBIHTY ATOKY BBIXOJHAM MOLITHI
JUIS BBI3HAUDHHS KapbICTAIbHIKAY Mapyllalolb MNalIThIKy OSCHEKl 3JEKTPOHHAM
nomtel /Y.

VY mpatpce BBIKAHAHHS MaricTapckail picepTalibli ObLIl BbI3HAYaHbl ACHOYHBIS
narpo3sl AJEKTPOHHAN MOIITHI, Obljla BhIKAHAHAS aJ3HaKa Marpo3bl OsACMEKl, Ma SKOM
MO>KHA 3pa3yMellb, IITO HeabXO0AHA MPBIHALL MEPHI [1a A0apOHE JIEKTPOHHAN MOIITHI.

[IpananaBana cictoMa, sikas MoO’Ka ObILIb BBIKAPBICTAHA Y CpOJKaxX, SKis
0asyronua Ha Microsoft Exchange 2016. Cictama VxpiBaenua Juisi MaHITOPBIHTY
NATOKY BBIXOJIHAW MOLUTHI 1 BBISIYJICHHS KapbICTaJIbHIKAY, SIKIS NAapyLIAOLb NaTIThIKY
OsicrieKkl, a MEHaBiTa pacChUIaHHE HeMakaJlaHbIX MaBeAamiieHHsY. CicTama HalpJieHa
Ha 3HDKDHHE BBIXOJHAra KOJIbKAcCll HEMa)kaJaHbIX MaBeJaMJICHHSIY 1 pBI3BIK,
3BSI3AHBIX 3 OsICTIEKAN AJIEKTPOHHAM MOUITHI.



ABSTRACT

The master work, 54 pages, 10 drawings, 3 tables, 12 sources.

ELECTRONIC MAIL, SECURITY POLICY, SPAM, THREAT,
CORPORATE SCIENTIFIC RESEARCH NETWORK.,

The object of the research is threats to the security of electronic mail in
corporate research networks.

The goal of the work is to implement a monitoring system for the outgoing mail
flow to identify users who violate the BSU email security policy.

In the process of the master's work, the main threats of e-mail were identified, a
security threat assessment was carried out, which shows that it is necessary to take
measures to protect e-mail.

A system is proposed that can be used in tools based on Microsoft Exchange
2016. The system is used to monitor the outbound mail flow and detect users who
violate the security policy, namely the sending of unsolicited messages. The system is
aimed at reducing the outgoing number of unsolicited messages and the risks
associated with e-mail security.



