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COCTABUTEJIM:

Acranenko I.®., crapumii npernojasaTens Kadeapsl CUCTEMHOIO aHaiu3a H

KOMITBIOTEPHOT'O MOACIUPOBaHUSA BGHOPYCCKOFO TOCYJapCTBEHHOTO YHUBEPCUTETA
\J

PEKOMEHIOBAHA K YTBEPXKJIEHHIO:

Kadepoii cMCTeMHOro aHalu3a i KOMITBIOTEPHOIO MOJIeTupoBanus benopyccko-
I'0 FOCY/IapCTBEHHOI'0 YHUBEPCHTETA :
(mpotoxon Ne 13 or 22 mionst 2015 1.);

V4yeGHO-MEeTOJHUEeCcKO KoMuccHel (akylibTeTa patuoGU3UKH ¥ KOMIIBIOTEPHBIX
TexXHOIOIni BeropyccKoro rocy1apcTBEHHOIO YHUBEPCUTETA
(mpotoxon Ne 10 ot 23 monst 20151).





[image: image3.png]MOSAICHUTEJIBHAS 3AITMCKA

Vue6Has mporpaMma JMCIMILTAHBL crenuanusanun «MoxenuposaHie U aHa-
M3 CHCTEM 3allMIIEHHON Tepeaun JaHHbIX» pazpaboTaHa Ui CTYCHTOB CIICLH-
anpHOCTH 1-98 01 01 «KoMmbroTepHas 6e30MacHOCTE) B COOTBETCTBHH C TPeOOBa-
wusimi O6pasosarensroro cranaapra OCBO 1-98 01 01-2013 1 yue6Horo miana
1o crenmanbHocTd 1-98 01 01 1 Hampasyenuio cretansHocTd 1-98 01 01-02.

Llesb TpenoaBaHus JMCIAIUTMHBL — YIIIyOUTh TEOPETHYECKHE 3HAHMS CTY-
JIEHTOB, HEOOXOJMMBIE CITEIMATHCTAM B 00JaCTH CHCTEMHOTO aHAllu3a ¥ KOMIIb-
FOTEPHOT0 MOAETIUPOBAHUS.

3a1@un QUCLMILIAHEI COCTOAT B Pa3BHTHM y CTYJICHTOB 3HaHWH B 00nactu
aHa/IN3a COBPEMEHHBIX TEeJIeKOMMYHUKALMOHHBIX CHCTEM 3AILMIIEHHOM Mepefain
JaH@bIX,  (OPMUPOBAHMU MPAKTHIECKUAX HABBIKOB UCIIONB30BAHUA MHCTPYMEH-
TANBHBIX CPEACTB MOJIENMPOBAHMSA CeTeil W NPOTOKOJOB 3AIMILCHHON Iepenain
JIAHHBIX W PEIIEHUS MPAKTHUECKUX 3aa4 C X UCIOIb30BAHUEM.

YueGHasi mporpaMMa OTHOCHTCS K AMCLUIUTHHAM crenuauzanud. OHa co-
CTaBIIEHA C YUETOM MEKIPEIMETHBIX CBsA3el U mporpamm 1o muciumiiHam «Teo-
pHA BEPOATHOCTEN M MaTeMaTHueckas CTaTHCTUKay, «IMUTAlMOHHOE M CTaTUCTH-
yeckoe MojenupoBanuey, «IIpukiagHoe NporpaMMuUpOBaHHE). i

B pesyibrare n3ydeHus TUCITATUTMHBI CTYIEHT JOJDKCH!

3HAM®b:

e METObI AHAIIN3A CHCTEM TEJEKOMMYHUKALMI C TOUKH 3PEHHUs X YA3BUMOCTEH
npu 6e30MacHON Tepeiaue JaHHbIX;

e  METOJbl aHAJIM3a U MOJIEIMPOBAHI COBPEMEHHBIX 3allIMINEHHBIX CPEACTB MIPO-
BOJIHOM M OECTIPOBOAHON CBSA3M;

e METOJBl HPOTHUBOJEHCTBHS COBPEMEHHBIM yrpo3aMm 0€30macHOM mepenadn
JIAHHBIX.

ymemb:

e [IPUMEHSATH M3YYEHHBIC METOBI M HHCTPYMEHTAbHbIE CPEACTBA IS TOCTPOE-
HMS M M3y4YEHHsI IPOIIECCOB B CHCTEMAaX 3allMIIEHHON CBS3H,

e CO3JaBaTh MOJENH TEJEeKOMMYHHKAIMOHHBIX CHCTEM C YYETOM BO3MOXMKHBIX
yrpo3 Ge30MacHOCTH W IPUMEHSTh UX UIS PEIEHHs TPAKTHICCKHUX 3a1a4 Tpo-
eKTUPOBAHUS MOJOOHBIX CHCTEM;

e TBOpUecKH U d(P(EKTMBHO MCIONB30BATh MOMYYCHHbIE 3HAHUA B MPOpeccro-
HaJIbHOM JESTEIbHOCTH.
61a0ems:

e METOJaMH OIEHKH TOYHOCTH PE3yJIbTaTOB MOJEIUPOBAHHMS,

e  HaBBIKAMU NPUMEHEHHS COBPEMEHHBIX HH(})OPMAIMOHHBIX TEXHOJIOTHHA.

W3sydenue yueOHONU MTUCHUIUIHHBL «MOJEIMPOBAHME M aHAJIM3 CHCTEM 3alllu-
IIEHHOM Nepeaaun JaHHBIX» JI0JUKHO 00eCednTh (OPMUPOBAHHE Y CTY/ICHTA Clie-
JIYIOIUX KOMITETEHLUH:
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[OC/IE/IHIX CBE/ICHMIT O HOBBIX METONAX 3allMThl MH(OpMAIMH, O CTOWKOCTHU CY-
[IECTBYIOLIMX CUCTEM 3aIUThl HH(POPMALHHL.

[1K-3. Pa3pabaTeiBaTh MOJEIH ABJIECHUH, IPOLECCOB MIIK CHCTEM IIPH oprasu-
3aIMH 3aIUThl HHQOPMAIKK.

[1K-5. BoionHsTh OIEHKY SQ(EKTHBHOCTH METOIOB 3aIUThl HHPOPMALIUH.

[1K-9. AHanM3UpOBaTh ¥ OLICHMBATh COOPAHHBIEC IAHHBIC.

[TIK-11. ToTOBUTH AOKJIAABI X MaTEPHaibl K IPE3CHTAAAM.

[1K-12. TTons30BaThCs rI00aNIbHBIME HHOPMALMOHHBIMHI PECYPCaMHU.

TIK-13. Bnamers COBPEMEHHBIMH CPEACTBAMH TEJIEKOMMYHHKALMH.

[1K-14. 3HaTh ¥ IPUMEHSATH Ha IPAKTHKE HAIIMOHAIBHOE 3aKOHOAATCILCTRO 110
zanguTe HHGOPMALKK.

T1IK-17. HaxoauTh ONTHMAJIbHBIE TPOEKTHBIC PELLCHMS.

[1K-18. ,PazpabaTeiBaTh NPOrpaMMHBIC, aNlapaTHO-TIPOrPAMMHEIC U TEXHHHC-
CKHe CPEeJICTBA U CHCTEMbI 3alUThl HH(OPMAaIMK; paspabaTeiBaTh HEOOXOUMYIO
NOKYMEHTALHIO.

T1K-19. BIIOAHATE OLEHKY O€30MacHOCTH peajr3alii CPEeJICTB U CHCTEM 3a-
[UTHl HHPOPMAIIIH.

[TporpamMma H3y4aeMoOil AMCLMIUIMHBI PAacCYUTaHa Ha 136 uacos (3.5 3ur.
e/.), U3 HuX — 62 yaca ayJUTOPHEIX. PacmpeneneHue ayIMTOPHBIX 4acoB 110 BUAaM
3aHSTHIL JeKIUi - 34 yaca, 1abopaTopHbIX padboT — 28 uacoB.

Jincummmaa «MoenMpoBaHAe W aHAIW3 CHUCTEM 3aIAIICHHON meperaun
JIAHHBIX» M3ydaeTCsi CTYJAEHTAMH JIHEBHOH (hOPMBI MOMydYeHHs BbiCLIEro 06paso-
BaHUs Ha 3-eM Kypce B 6-OM CEMECTPE.

TekyIas aTTeCTAlysA MO JUCLHMIUTHHE IPOBOAMTCA B hopme 3auera.
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Pazoen 1. Beeoenue 6 COBPEMEHHbIC MEICKOMMYHUKAYUOHHBLC CUCMEMbL 5d-
wuuenHotll nepeoay OaHHbIX U HeOOXOOUMOCHTb UX MoOdenuposanusi. BaxxHOCTb 1
BBI30BbI 19 D(DPEKTUBHOM OLEHKH 0E30MacHOCTH KOMMYHHKAIIMOHHBIX CHCTEM.
Uepapxmaeckas Mojiellb MPOBOLHBIX H OECTPOBOIHBIX CETEH CBA3H. Mertosel pe-
[IIEHMs IPOBIEMBI Ha OCHOBE CHMyJLLyy. MCTOUHMKH OMMOOK MPH CUMYJISIHH 1
HEKOTOPBIE MpaKTHueckue Mpobraembl. Cpena CHMYNANAW H npo6IeMbl  IIPO-
rpammHoro obecriedeHus. IIpunoxkeHns MOHCIHPOBAHUA JUIA MPOCKTUPOBAHMUA
3AIUIIECHHON TEIEKOMMYHUKAIIMOHHON CHCTEMBI. :

Pazoen 2. Be30nacHoches meneKkoMmMyHuKayuonnwix cucmem. Kparkas ucTopus
Ge3racHOCTH TeNeKOMMyHHKAIHH. 5e30macHoCTh MOOHIBHBIX U O€CIPOBOJHBIX
CpCﬂCTB ceasu. besonacHocTs dusmaeckoro ypoeHs. Beenenne 8 OMNET++.
Pasoen 3. Bezonacnocme yposHsi cOeOuHeHus.. YTpo3bl yPOBH COCIUHEHMS. WiFi
6e30MacHOCTh. Be30macHOCTh MIMPOKOBEINATEbHON Tiepenadn. Pacnpenenenue
kmoueit. Besonacuocts MAC noayposus. [Ipotokon MACsec.

Pazoen 4. BesonacHocms cemeso2o yposiisi. YTPo3sl CeTeBOro ypoBHs. MeHe k-
menT naenTHuKamy. CeTepas 3aUMIIEHHOCTh M aHOHUMHOCTb. besomacHocTh
MANET mapuipyTusanuu B CEHCOPHBIX ceTsx. IIpoToxon [Psec.

Pasoen 5. Besonacrnocms mpancnopmuozo ypogisi. Iporokon SSL/TLS. Cranxapt
CTb 34.101.65-2014. TToanep:kka CUMYJIALMK CETEBOTO W TPAHCHOPTHOIO YPOB-
neii Ha ociope OMNET++.

Paszoen 6. Ananuz amax na cucmemwt cessu. Kpocc-ypoBHEBas aTaka U 3allluTa.
O6HapyKeHHe CTaTMCTUYECKOH aTaky. YA3BUMOCTH OECIPOBOIHBIX CHCTEM M MO-
Gunbrble Malware (3710BpeiHOe MPOrpPaMMHOE 00€CIIeUeHHe).

Pazoen 7. besonacnocms 6ecnpo8oOnblx MOOWILHIX Npunodcenuil. PUCKHA U Tpe-
GoBaHMA K MOOWIBHON CEHCOPMKE. Be30macHOCTh COTOBBIX cucTeM cBasn 4G Ha
ocuose texuosnorun LTE. BezonacHoCTh cepBHca JOKalUM. be3omacHocTbh Moj-
puskHOl cetn VANET. O6ecrieueHue 3alMIIeHHbIX KOMMyHuKanui B cpene. [oT
(Unteprera seuteil). Besomacuocts Bluetooth. NFC m moOuimbHbIC IIIaTeKH.
IIpakruka pa3paborku mporpaMmuoro obecnedenns (I10) MOOHIBHEIX YCTPOMCTB.
I[ToaaepsKka CUMYJIALIMK NprIoKeHui Ha ocHoBe OMNET-++.
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IIpumMepHbBIil NepeyeHb J1a00PaTOPHBIX padoT

1. Mozenuposanue u cumyJisinast cetr WiFi (4 gaca).

2. MojienupoBaHye W CUMYJIAIUS aTaky Ha GeCPOBOIHYIO ceTh (2 yaca).

3. Mogenuposanue u cumysiaius cotoBoi cetu LTE (4 uaca).

4. Cumynsumst 6eCripoBOJHOM CCHCOPHOU ceTH (2 yaca).

5. PaspaboTka MoOumbpHOTO puioskenus B cpeje Android Studio (6 qaczos).
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1. Texnonorus MACsec. AHaIN3 apXUTEKTYPHI U 3aIMTHBIX MEXAHU3MOB.
2. TIporokon IPsec. OcoGeHHOCTH peanu3aliiy, BO3MOXKHBIE YA3BUMOCTH U BapH-
aHTHl YCOBEPIICHCTBOBAHU.
. Iporokon SSL. AHau3 BapMaHTOB BHEAPEHHS CTaHAAPTOB MH(pPOBaHIs CTb.
. ApXHTEKTypa MOJBHKHOH MOOWIBHOM ceTn Vanet. Ananus sddexrusrocTn
3aIIUTHBIX MEXaHU3MOB.
. Kommysnkamvonsas cpena Muteprera semeit (IoT). Ananus 6e30macHOCTH
yIpasJisorero rpaduka.
. MeauumacKue OpHIokKeHUsT OECPOBOAHBIX ceTeil. AHanu3 MpOTOKOJIA ayTeH-
TUDHUKALHH.
7. Texnomoruss WiMAX. 3amura MyIbTHMEIMHHOTO TpaduKa.
8. IJporpamMmmHO omnpexensemMbie HecpoBoHble ceTH. MexaHu3Mbl 0e30macHOn
HACTPOMKH.
9. Texuonorus VoIP. AHanu3 3aAIIEHHOCTH OT UCKAKEHUH U BMCIIATEIIbCTBA.
10. BpeMeHHasi CHHXPOHH3AIUA B CETAX. AHAJIN3 3aLIUTHBIX MEXaHU3MOB.
11. Paguouacrorasie uaentudurarops (RFID). AHanm3 BO3MOXHBIX arak U Me-
XaHU3MOB MPOTUBOJACHCTBHUA.
12. Bammmennbiii ceppuc DNSsec. AHaTH3 BO3MOXKHBIX YA3BUMOCTEN M BAPUAHTHI
YCOBEPIICHCTBOBAHUS.

~ W

W

@)%

Mertoau4yeckye peKoOMeHAALHH 110 0PraHu3aluH
YIpaBJISIeMOoil CAMOCTOSAITEIbHOI PaboThl CTYAEHTOB

Jlis OpraHM3alMU  YIPABISIEMONW CaMOCTOSTENIBHOH PabOTBI CTYJIEHTOB 110
yaeGHOM TUCIUILTHHE MOTYT OBITh MCIOJIB30BAHbl COBPEMEHHBIE MH(OPMAIMOH-
HBIC TEXHOIIOTHH: Pa3MEIIeHHe B CETEBOM JOCTYNE KOMIUIEKCA yUeOHBIX U yueO-
HO-METOIMUECKMX MaTepraioB (MporpaMMa Kypca, KOMIBIOTEPHbBIC MTPE3CHTALNH
JIeKLMI, METOAMYECKUE YKA3AHHS, 3a0aHis U HHPOPMAIIMOHHBIE PECYPCHI JUIsl BbI-
HOJTHEHNUS TaGOPATOPHBIX PAOOT, CIMCOK PEKOMEH yeMOM JTHTEPaTyPhI U JIP.).





[image: image10.png]IlepeueHb HCMOIBL3YEMBIX CPEACTB AUATHOCTHKH
pe3yJIbTaToB y4eOHOH 1esiTeIbHOCTH
C 1enblo TEKYIEero KOHTPOISA 3HAHUM M yMEHMH CTYACHTOB 1O AMCLHMILIMHE

<<MOJICIII/IpOBaHI/Ie TMPOLIECCOB U CUCTEM » HUCHOJB3YIOTCA CIICAYIOIUEC AUArHoCTH-
YCCKHE CpeACTBA!

BBIOOPOYHBIN ONPOC HA JEKIHAX;

KOHTPOJIb BBINOJIHEHHBIX WH/IMBUIYabHBIX 3a1aHUMH;
3AIIATA BHITTONHAEMBIX BAPHAHTOB J1a00paTOPHBIX paboT;
OTYETHI 110 JTAOOPATOPHBIM paboTaM;

3amuMTa 1 otueT 1o 3aganusm Y CP.
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[image: image12.png]JIOTIOJTHEHM ST U UBMEHEHMS K YUEBHOU TTPOI PAMME YBO
Ha / yueOHBIA TOX

No JlomoTHEHUA U U3MEHEHUSA OcHoBaHue
/11

VueGHas mporpaMma rmepecMoTpeHa i 0100peHa Ha 3aceJaHuu Kadeapot
CHCTEMHOTO QHAJIN3a W KOMITBIOTCPHOTO MOJIETHPOBAHHU
(mporoxomn Ne or 201 _r1.)

3asenyromuii kadeapoi

(yueHast CTeleHb, YYCHOE 3BaHUE) (To/mHMck) (N.O.Damumust)

VTBEPXAIO
Jlexan dakyabreTa

(yueHasi CTeleHb, yUeHoe 3BaHHe) (T10/TIMCh) (N.0.Pammimust)





