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PE®EPAT

Junnomuas pabora 74 crpanunbl, 20 pUCYHKOB (CXEMbI, AUArpaMMbI), 5
TabuIl, 16 UICTOYHUKOB, 3 MPUIIOKEHUS.

CETJEBOIZ CKAHEP; AJAIITUBHAA BE3OIIACHOCTL CETU;
CETEBOM TIIOPT; VYA3BUMOCTb; CETEBAJ ATAKA; CIHOCOBbBI
3AKPBLITHA VA3ZBUMOCTEN;

Obvexm uccnedosanuss — CKaHEp 3alllMIICHHOCTH. B pabGore Obu10
WCCJIEIOBAHO 8 CETEBBIX CKAaHEPOB MocieaHmx Bepcuit — «LanSpy 2.0», «Xscan
v3.3», «Superscan 4.1», «Network Scanner», «NMapy», «LanState Pro», «10-
Crpaiik CxkanupoBanue Cetn», «Nessusy.

Llenv pabomwi - onpenenuTh (PYHKIMOHAIBHOCTU CETEBOIO CKaHEpa Kak
WHCTPYMEHTA aJaNTUBHON O€30MMACHOCTU CETH, MPOBECTU CPABHUTEIIbHBIN aHAIHU3
NPEACTABICHHBIX HAa PBIHKE MNpOrpaMM JaHHOW karteropuu. Ha ocHoBanum
MOJYYEHHBIX JAHHBIX ONPENEIUTh YSI3BUMOCTH HCCIEIYEMON JOKaJbHOM CETH.
[IpousBecTy MPOBEPKY MO MEKIYHAPOAHBIM CEPTUDUIIUPOBAHHBIM 0a3aM JaHHBIX.
OLEHHUTH CTENEHb PUCKA YSI3BUMOCTEN, MTPEIVIOKUTh METO/IbI PEIICHUS

B pabore mnpoBeaeH aHaiu3 OBICTPOAECHCTBUS, HH(POPMATUBHOCTH,
(GYHKIHMOHATBHOCTH W ONTUMHU3UPOBAHHOCTH  OTYETHOW MHGOpMAIMM K
JaJbHEUIIIEMY HCIOJIb30BAHUIO, MPUTOJHOCTH CKaHEpa K MOCTPOEHUIO KapTbl
ucciaenyeMoil cetu. CKaHEpbl TECTUPOBAINCH Ha OIEPALMOHHBIX CHCTEMAax
cemeiicte Windows, Linux, Linux Server, a Ttaxke Ha paOOTarolieM CETCBOM
OKPYXEHUU C KOJIMYECTBOM KOMIbIOTepoB 0Oonee 150. IIpuBenensl wu
KJIACCU(UIIMPOBAHbI MO CTENEHW BAXKHOCTU OOHAPYKEHHbIE YA3BUMOCTH,
MPEIOKEHBI AEHCTBYIONINE CIOCOOBI MX 3aKPBITHS, TAKXKE MPUBEACHBI HauboJjee
ysi3BUMBbIE K ceTeBbIM atakam moptel TCP uw UDP, mna xaxmoro ckanepa
3aIMIIEHHOCTH OmpejiesieH Hanbosee MOAXOASAIIMA ClUeHapuil MCMOJIb30BAHMS, a
TaKe ONTUMAaJIbHbIE TAPAMETPHI.



PODEPAT

JlpimuiomHas pabota 74 craponki, 20 MaltoHKay (CXEMbI, OBIATpaMbl), S5
Tabi, 16 KpbIHIL, 3 Ja7aTKYy.

CETKABBI CKAHEP; AJIANITLIVHAS BSCTIEKA CETKI; CETKABBI
[IOPT, CETKABASI TIPABOIHA; CETKABASI ATAKA; CIIOCABBI
3AKPBILISI CETKABBIX ITPABOIH;

Ab'exm Oacnedasanns —CkaHep abapoHEHaCIl CETKi. Y JBIMUIOMHAK paborie
ObLTO acienaBaHa 8 CETKaBBIX CKaHepay amoriHix Bepciit — «LanSpy 2.0», «Xscan
v3.3», «Superscan 4.1», «Network Scanner», «NMapy», «LanState Pro», «10-
Crpaiik CxkanupoBanue Cetn», «Nessusy.

Mbma pabomsi - BbI3HAUbILb (DYHKIBISTHATBHACIII CETKaBara ckKaHepa SsK
IHCTpYMEHTa aJanThlyHail OsCIEKi CeTKi, MpaBecll MNapayHalbHbl aHAJI3
MpajCTayJICHbIX Ha PBIHKY MparpaM Aaa3eHail kariaropeli. Ha 0a3e aTpbhIMaHbIX
JAJ3€HbIX BBI3HAYBIIL MPA0OIHBI JOCHETHANW JaKajlbHal CeTKi. AJKBIIIISBIIb
npaBepKy IMpaboOiH Ta MDKHApOJHBIM cepThidikaBaHbIM 0azaM JaJ3€HBIX.
BbI3HaubIlh CTYNEHb pBICKA CETKaBbIX MpaboiH, MpanaHaBallb MeETaabl 1X
3aKPBIIIIAL.

VY mparrpl paBe3eHbl aHANI3 XyTKaA3eiHaCI, 1H(hapMaThIyHACIII,

(G yHKIBITHATBHACI 1 aNThIMI3aBaHACIIl CpaBa3ayHai iHpapmarllpli ckaHepay aa
Janeiiara BeIKapbICTaHHs, MPBIIaTHACI CKaHepa J1a a0y I0BbI KapThl JOCTIEAHAM
ceTkl. CkaHephl TACTaBaJliCA Ha anepalbliHbIX cicTamax cameiictBa Windows,
Linux, Linux Server, a TakcaMa Ha JlaKaJIbHBIM CETKABBIM acspO/ /131 3 KOJIBKACIIIO
Kami rotapay 6ouibii 3a 150. [IpsiBea3ensl 1 kinacidikaBaHbl Ia CTYIIEHI BayKHACIII
BBISIYJICHBISI CETKABBISI MPA0O0iHbI, TparaHaBaHbIsA A3E€HCHBIS COCA0BI 1X 3aKPBILILIA
Takcama npbIBEI3¢HBI HAOOJIbIII BAXKHBIS Y KaHTIKCIIE ceTkaBbix atrak TCP 1 UDP
MapThI, U1 KOJKHAra CKaHepa BbI3HaYaHbl HAMOOJIBIII TIPBIIATHEIS CIIOCA0bI
BBIKAPBICTAHHS 1 aCSPOJA31, a TAKCaMa alThIMaIbHBIS TapaMETPHI.



ABSTRACT

The degree work 74 pages, 20 figures (diagrams, diagrams), 5 tables, 16
sources, 3 applications.

NETWORK  SECURITY  SCANNER; ADAPTIVE NETWORK
SECURITY; NETWORK PORT; VULNERABILITY; NETWORK ATTACK;,
METHODS OF CLOSING VULNERABILITIES;

The object of the work is a network security scanner. The current work
conducts research of 8 scanners of their latest versions: «LanSpy 2.0», «Xscan
v3.3», «Superscan 4.1», «Network Scanner», «NMap», «LanState Pro», «10-
Crpaiik CkanupoBanue Cetn», «Nessusy.

The purpose of the research is to determine the functionality of a security
scanner in context of being an instrument of the adaptive network security. Also
this work includes the comparative analysis of network scanners available on the
market. Based on the data, collected during the first two stages it was possible to
determine the vulnerabilities in the targeted networks, classify them by risk and
suggest the ways to close them. This is what the last part of the research is oriented
on.

| conducted the research of scanners’ performance, speed, functionality and
the usability of each scanner’s report to be a source of preferences for the further
scans. Also | researched how the scanners can build a network topology based on
their scan results. To test the scanners, | used several operation system families-
Windows, Linux, Linux Server. The scans were conducted both on a specially
created virtual local network environment and the real enterprise network with
more than 150 hosts. As a result of the researches | show the comparative data for
all the scanners and offer the best using scenario and parameters for each of them.
Also | list typical vulnerabilities that can be found a regular LAN and group them
by importance and. For each vulnerability | describe the ways to close it and the
TCP/UDP port, through which the vulnerability can be exploited.



