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PE®EPAT

Humnomueiii  mpoekt: 50 crtpanun, 8 wwumoctpanuid, 2 Tabmum, 12
VCTOYHUKOB, 5 MPUII0KEHUMU.

3AIIUTA WHO®OPMAIIMM B CEPBUCAX WHTEPHETA BEIIEU
MHTEPHET BEILEM, KPUIITOI'PA®UI, MQTT, ESP32, CHUMMETPUYHOE
MM DO®POBAHUE, BJIOYHBIE IM®PLI, IIOTOYHBIE HIW®PEL, I'OCT 28147-
89, AES-128, PRESENT, TRIVIUM

OO0BEKTOM HUCCIIEIOBAHUSA SBJISTFOTCS CII0OCOOBI o0ecrneyeHus
KOH(QUACHIIMAILHOCTH WH(GOPMAIMA B CEPBUCAX WHTEPHETA BEIICH C ITOMOIIBIO
CUMMETPUIHOTO MIH(PPOBAHUS.

[enbp paboTbl — peann3zanus KOHGUICHIMAIBHOTO OOMEHAa COOOIIECHUSIMU
MEXK1y YCTPOMCTBAMH CEPBHCA UHTEPHETA BEIIEH.

[IpoBeneH aHanM3 CyMIECTBYIOIIMX METOJOB M HEIOCTATKOB 3allUThI
uH(pOpMaIMKU B CEpBUCAX MHTEPHETA Bellel. Peann3zoBanbl Hanbosee NoAXoAsIIne
JUIl  YCTPOMCTB CEpPBHCOB HMHTEPHETAa BEIIEM METOABI CUMMETPHUYHOIO
mudpoBanus. PeannzoBaH KOHPUACHIIMAIBbHBIA OOMEH JaHHBIMH MEXIY IABYMS
YCTPOMCTBAMM CEPBUCA NHTEPHETA BELIEH.



PODEPAT

JpimioMusl paekT: 50 crapoHak, 8 UmrocTparlslii, 2 Tabmin, 12 KpeiHil, 5
IPBIKIAJAHHSAY .

ABAPOHA THO®APMAIIBII ¥ COPBUCE IHTAOPHATY PRUAY

[HTOPHOT PRUAY, KPBIIITAT'PA®DIA, MQTT, ESP32,
CIMETPBIYHAE HIM®PABAHHE, BJIOKABBIA IIbIOPHI, [TATOKABbBIA
IBIOPHI, 'OCT 28147-89, AES-128, PRESENT, TRIVIUM

Ab'exTam facienaBaHHs 3'SYISAIONIA CHOCA0bl 3a0€CTISTYPHHS MPBIBATHACIII
iH(papManpll § cIpBicax IHTIPHATY pdIYay 3 JanamMoraid ciMeTpblyHara
niblppaBaHHs.

Mbsra paboThl - pramizailbls IpbiBaTHara aOMeHy MaBEeIaMJICHHSIMI MaMIiX
MpbUIaJIaMi COPBICY THTAPHATY payay.

[IpaBen3eHsbl aHami3 ICHYIOUbIX METaAay 1 Hejpaxonay adapoHsl 1H(papMarbli
¥ capBicax IHTIpHATY pouay. PramizaBanHbl HaOOJBI MNPBIAATHBIS JJIS MPbLIAJ
COpBICAY IHTAIPHATY pIUay MeETajbl CIMETpbluHAra mibipaBaHHs. PranizaBaHbl
KaH(1IPHIBIAHBL a0OMEH JaJ3€HbIMI MaMDXK JIByMa MpbUIaJiaMi CIPBICY IHTIPHATY

pouay.



ABSTRACT

Diploma project: 50 pages, 8 illustrations, 2 tables, 12 sources, 5
applications.

PROTECTION OF INFORMATION IN SERVICE OF THE INTERNET
OF THINGS

INTERNET OF THINGS, CRYPTOGRAPHY, MQTT, ESP32,
SYMMETRIC ENCRYPTION, BLOCK CIRCUITS, STREAMS, GOST 28147-
89, AES-128, PRESENT, TRIVIUM

The subject of the study are ways to ensure the confidentiality of
information in the Internet of things using symmetric encryption.

The goal of the work is the implementation of confidential messaging
between devices of the Internet service of things.

The analysis of existing methods and deficiencies of information security in
Internet services of things is carried out. The methods of symmetric encryption
most suitable for devices of Internet services of things are implemented. The
confidential data exchange between two devices of the Internet of things service is
realized.



