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PE®EPAT

JluriomHasi paboTa BIMOJIHEHA B 00beMe: MOsICHUTENbHAs 3alucKa Ha 63
ctpanull, 14 wimoctpanuii, 1 Tabiauna, 13 UCTOYHUKOB, 1 MpUITOKEHUE.

Knrouesie cnoBa: UTHOOPMAILIMMOHHA S BE3OITACHOCTDB, ATAKU
BEB-CEPBEPA, DDOS, UHTEJIJIEKTY AJIbHBIE CUCTEMBI.

OObekTOM pa3paboTKu siBIsieTCs cucteMa OsokupoBku DDOS-arak mms
TUTIOBBIX BEO-CEPBUCOB.

B nporiecce BeIMogHEHUS pabOThl U3y4EHBI METO bl M TEXHOJIOTUU PaOOThHI
Be0-CEpBUCOB, METOJbI W HHCTpyMeHTapuu opranuzanuu DDO0S-artaxk,
CYIIIECTBYIOIINE CUCTEMBI 3auThl 0T DDO0S-aTtaxk.

PazpaGotana monens cucTeMbl 3allUThl BeO-cepBuca. Peanm3oBaHa
cuctema OnokupoBku DDOS-atak MpUKIagHOTO YPOBHS ISl MPHIIOKECHUN Ha
0a3e texnosoruu Java EE. [IpoBeneno tectupoBanue pazpadOTaHHON CUCTEMBI
onokupoBku DDO0S-atak mnpuKIagHOTO YPOBHS W CpPaBHUTEIBHBIM aHAIN3
nokaszaresied  pa3pabOTaHHOW CHCTEMBI C CYIIECTBYIOIIMMH aHaJOTaMH.
[Tokazano, 4to pazpabotanHas cuctema O10kupoBku DDO0S-atak nmpukiagHoro
YpOBHSI CIOCOOHA alanTUPOBATHCA K M3MEHEHUSM YCIOBUN TMPOBEACHUS aTaK
tuna DDo0S, a Takxke wMoxkeT 3a0JIOKMPOBATh BBHIMOJIHEHHE 00pabOTKU

koHkpetHoro HT TP-3ampoca.



ABSTRACT

The thesis was completed in volume: explanatory note for 63 pages, 14
illustrations, 1 table, 13 sources, 1 appendix.

Keywords: INFORMATION SECURITY, WEB SERVER ATTACKS,
DDOS, INTELLIGENT SYSTEMS.

The development object is a system for blocking DDoS attacks for typical
Web services.

In the course of the work the methods and technologies of the operation of
web services, methods and tools of organization of DDoS attacks, existing
systems of protection against DDoS attacks were studied.

A model of the web service security system was developed. Implemented
a system for blocking DDoS-application-level attacks for applications based on
Java EE technology. The developed system of blocking of DDoS attacks of
applied level was tested and a comparative analysis of the indicators of the
developed system with existing analogues was carried out. It is shown that the
developed system for blocking DDoS attacks of the application layer is able to
adapt to changes in the conditions for conducting DDoS attacks, and can also

block the execution of processing of a specific HTTP request.



