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OBIIAA XAPAKTEPUCTUKA PABOTDI

Marucrepckas aucceptanus. 61 ctpanuma, 25 pucyHkoB, 3 TaOmuiel, 77
WCITOJIb30BAHHBIX NCTOYHHUKOB.

HEIZPOCE]?JEBOE PACIIOBHABAHUE CTET'AHOI'PAOUYECKUX
MOANOUKALINU N30BPAXKXEHUU ®OPMATA JPEG

Obvexm uccnedosanus - nzoopaxenus gopmara JPEG.

Lenv pabomwi - pa3paboTka HEUPOCETEBOU CTETOAHATIUTUYECKON CHCTEMBI U
W3YyUYCHHE €€ Ha!
® D (heKTUBHOCTH pacliO3HABAHUS CTETAHOTPAPUUECKUX KOHTEHHEPOB;
e UYyBCTBUTEIBHOCTD K KOA(PDUIIUCHTY BCTPAUBAHUS;

Memoowl uccnedosanus - HeMpoceTeBOe 00yUEHUE.

[IpeacraBnenHas paboTa COCTOUT U3 TPEX IJIaB M ONKCHIBAET MPUMEHEHHE
HEHPOHHBIX CeTel B cTeroaHanuse noopaxenuit popmara JPEG.

B nepBoii rmaBe onuceiBaerca ctpykrypa MHC, metonsl ee oOyueHus, a
TaK)Xe MpoOJIEMbI, BO3HUKAIOUIME B JAaHHOM Mmpouecce. BBoauTcs u mosicHseTcs
MOHATUE TIIYOOKOro OOYYEHHSI MU Y€M OHO OTJIMYAETCS OT OOBIYHOTO OOy4EeHUSs
HelpoHHbIX ceTeil. [logpoOHO paccMaTpuBaeTCsi CBEpTOUHAs HEUPOHHAS CETh.

Bo BTOpoil rnaBe BBOAATCS OCHOBHbIE CTeraHorpauyeckue Hu
CTErOaHAJIUTUYECKUE MOHSATHS, paccMaTpHUBAIOTCS CYILECTBYIOIIINE
CTeraHorpauueckue MeTo/Ibl BCTpauBaHUs COOOIIEHUN B M300pakeHus (popmara
JPEG, a Taxke COBpPEMEHHBIE CTETOAHATMTUYECKHUE METOIbl MX OOHAPYKEHUS:
CXEMHbIE, CTATUCTUYECKUE, HEMPOCETEBbIE, BU3YAIbHBIE U JPYTHE.

B Ttperbeli rnaBe mpenjaraercs CTeroaHaJIMTUYECKash CUCTEMa, B OCHOBE
KOTOPOH JIEKUT CBEPTOYHAs HEHpOHHAs CETb, OCHOBAHHAS HA apXUTEKTPYpe
DenseNet. PaccmarpuBaercs ee CTpykTypa, oOydeHue U 3(PEKTUBHOCTH, B
CpaBHEHMH C OOLIEIPU3HAHHOMN B TaHHOU 00acTH ceThio XUNEt.



AT'YJIBHASA XAPAKTAPBICTBIKA PABOTbI

Maricrapckas asiceptansisi: 61 craponka, 25 mamtoHkay, 3 TaOmirer, 77
BBIKAPBICTAHBIX KPBIHIII.

HEIZPOCE"I;EBA)I PACITIASHABAHHE CTEI'AHOI'PA®IYHBIX
MA/BIDOIKAIIBIN MAJTIOHKAY ®APMATY JPEG

A6 ’exm Oacnsoasanhs - BeIsIBEI hapmary JPEG.

Mbma - pacnpainoyka HEHpPOCETEBOM CTIraaHalIThIYHAW CICTAMBI 1
BBIBYUDHHE sI€ Ha:

* DdeKThIVHACHH pacna3HaHHA cTAraHarpadiuHbIX KaHTIHepay;

* AnayBasibHACIIb Jia KaddinbleHTa YOy1aBaHHs,

Memaowl dacneosanms - HHUPOCEIEBOE HAByYaHHE.

[Ipaacraynenas mpama ckjajaeliia 3 TPOX YacTak 1 amicBae MPBIMSIHEHHE
HEHPOHABBIX CETaK y cTeroaHanuse manonkay dhapmaty JPEG.

VY nepmait ywane amicBaenia ctpykrypa IHC, meranwl sie HaByuyaHHs, a
TakcaMa NpaGiIeMsl, sKis Y3HIKaIoIb Y TITHIM IIparpce. YBOI3IINA i TIyMaybIa
MaHALLE TJIpI00Kara HaByYaHHS 1 4YbIM SHO aJpo3HiBaellla ajJi 3BbluaiiHara
HaBy4YaHHS HellpoHaBbIX cerak. [lagpabs3Ha pasrisgaeniia CBEpTOYHAs
HEUPOHHBIX CETKY.

Y  gpyroii  yame  YBOA3AIINIA  ACHOYHBIA  cTAraHorpadiyHbis 1
CTATAaaHAJITHIUHBIS MAHAIII, PA3TISAAIONIa ICHYIOUBIS CTATAHOTPA(IYHBIT METAIbI
yOynaBanHs maBenamieHHsAY y MamtoHka ¢apmatry JPEG, a Takcama cydacHbis
CTITAaHANITHIUHBI ~ METaAbl 1X  BBIAYJICHHS: CXEMHBIS, CTATBHICTHIYHBIA,
HAUpPACEIIeBBIs, BI3yalIbHBIS 1 1HIIIBIS.

VY Tpomim paszpazene mpamaHyellia CTaraaHadiThlyHas CICTOMA, y acCHOBE
SKOM JISOKBIIb CBEPTOYHAS HEUPOHHBIX CETKY, 3acHaBaHas Ha apXUTEKTPype
DenseNet. Pasrmsgaeriiia sie CTpykTypa, HaBydyaHHe 1 2J¢eKTbIYHACIb, Y
napayHaHHI 3 aryJibHanpbIi3HaHai ceTkail XuNet.



GENERAL WORK CHARACTERISTICS

Thesis: 61 pages, 25 figures, 3 tables, 77 sources.

NEURAL NETWORK RECOGNITION OF STEGANOGRAPHIC JPEG
MODIFICATIONS

The object of research - JPEG images.

Objective - development of a convolutional neural network based
stegoanalytical system and its study on:

* Recognition efficiency on steganographic containers;

* Sensitivity to the embedding coefficient;

The methods - neural network learning.

The presented work consists of three chapters and describes the use of neural
networks in stegoanalysis of JPEG images.

The first chapter describes the structure of ANN, the methods of its training,
as well as the problems that arise in this process. Introduced and explained the
concept of in-depth training and how it differs from the usual training of neural
networks. A convolutional neural network is considered in detail.

The second chapter introduces the basic steganographic and stegoanalytical
concepts, examines the existing steganographic methods for embedding messages
in JPEG images, as well as modern stegoanalytic methods for their detection:
schematic, statistical, neural network, visual, and others.

The third chapter proposes a stegoanalytical system based on a
convolutional neural network based on the DenseNet architect. We consider its
structure, training and effectiveness, in line with the generally recognized network
XuNet.



