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PE®EPAT
Marucrtepckas nucceptanus, 52 c., 9 puc., 1 npunoxenue, 23 UCTOYHUKA.

BOJIBIINE JAHHBIE, JIMYHAS NHOOPMAILIMOHHAS BE3OITACHOCTD,
SAIIUTA UTHOOPMAILINHA, BE3OITACHOCTD [IEPCOHAJIBHBIX JAHHBIX

OOBEKTHI HCCIICIOBAHMS — CIICIIUATN3UPOBAHHOC IIPOrPpaMMHOE 00SCIICUCHHE;
CpEICTBA 3aIMTHI HHPOPMAIUH, B TOM YHUCJIE KPUIITOrpaduIecKoe MporpaMMHOE
o0OecrieueHue.

[enp paboThl — U3YYUTh pa3JIUYHbIE MOAXOJAbl K OOECHEYEHUIO JIMYHOU
MHQOPMAIIMOHHON 0E€30MacHOCTH € YY€TOM BIMSHUS bBOJbIIMX JaHHBIX U
BBIPA0OTaTh MOJXO/l K KOHIIENTYyaJIbHOMY IMPOCKTUPOBAHUIO CPEJICTB 0OeCTICUeHUs
0e30MmacHoON cpe/ibl IMYHOTO0 HHGOPMAIMOHHOIO MPOCTPAHCTBA.

MeTtoapl HCCIIEIOBaHUS — IOMCK HHGOPMAIlMH, aHalnu3 pabOThl MPOrPAMMHOIO
oOecrieueHus.

PesynbTaTaMu SBISIOTCS aHAJIU3 OCHOBHBIX YTPO3bl JUYHOW HH(GOPMALMOHHOU
0€30MacHOCTH, BO3MOXHBIE CXEMbl peaju3allud yrpo3, TMOCHEACTBUS HX
peanu3alu ¢ y4eTOM BIUSHHUS OOJBIIUX JAHHBIX; CPAaBHUTEIBHBIN aHAIU3 CpPell
obmeHa nHbopMaIueld ¢ TOYKU 3pEHUs 00ecreueHrs 0€30IacHOM Cpeibl JTMIHOTO
MH(QOPMAIITMOHHOTO MPOCTPAHCTBA C YUYETOM BIMSHUS OOJBIIMX JAHHBIX; aHAIU3
COBPEMEHHOW TEHICHIIMH JICIICHTPATU3AlNU CETEH U €€ MOCIEACTBUMN JIsl TMYHON
MH(QOpPMAIIMOHHON 0€30MaCHOCTU C YyYE€TOM BIMSHUS OONBIINX JIaHHBIX; MAaKET
MPOTPaMMHOT0 00eCIeueHusl, MPeAHA3HAYCHHOT0 ISl o0ecriedeHns 0€30MacHOCTH
JWYHBIX JAHHBIX «aKTUBHBIA KPUNTOKOHTEHMHEpP»; HA OCHOBE IPOBEICHHOIO
aHalN3a MPEIJIOKEH IMOAXO0J K KOHIENTYaJbHOMY IPOCKTUPOBAHUIO CPEACTB
obOecnieueHus1 0€30MaCHON cpeJibl IMYHOTO HH(OPMAIIMOHHOTO MPOCTPAHCTBA.
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BIG DATA, PERSONAL INFORMATION SECURITY, INFORMATION
PROTECTION, PERSONAL DATA SAFETY

The objects of research are specialized software; data protection tools, including
cryptographic software.

The purpose of the work is to study various approaches of providing personal
information security, taking into account the influence of Big data and to develop an
approach to the conceptual design of tools for providing safe environment for the
personal information space.

Research methods - information and software analysis.

The results of the work are an analysis of the main threats to personal information
security, possible schemes for implementing this threats, the consequences of their
implementation, taking into account the impact of Big data; A comparative analysis
of information exchange environments from the point of view of ensuring a secure
environment for the personal information space, taking into account the influence of
large data; Analysis of the current trend of decentralization of networks and its
consequences for personal information security, taking into account the impact of
large data; A mockup of software designed to ensure the security of personal data
"active crypto container"; On the basis of the analysis, an approach to the conceptual
design of means for ensuring the safe environment of the personal information space
1s proposed.



