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PE®EPAT

Marucrepckas nuccepramusi: 94 crpanuiel, 13 tabmun, 19 pucyHkosn, 26
WCTOYHHUKOB, 4 TIPHITOKCHUS.

SAP HANA, ERP CHUCTEMA, «OBJIAYHBIE TEXHOJIOI'UN»,
JIOKAJIbBHOE PA3BMEIIEHUE, TPAH3AKLWA, AYTEHTUOUKAILIMA,
CUCTEMA EJIMHOI'O BXOJIA, OBJIAYHBIE BbIUMCJIEHN A,
NHOOPMAILIMOHHAS NHOPACTPYKTVYPA, TOITOJIOI' A CETH .

Llenv pabomur — wuccnegoBaHue UHGOPMAIIMOHHON 0€30MaCHOCTH CUCTEM
SAP HANA mnpu pa3smenieHud B 0OJIak€ W BBISIBICHHE ITyTEW MOBBIIICHUS
uHGOPMaIIMOHHOM 0€30MaCHOCTU MIPU XPaHEHUHU 1 00pabOTKE JaHHBIX.

[TpopaboTtka Bonpoca napopmarmonHoi 6e3omacHocty cucteM SAP HANA
BUJIUTCS KpaliHE NMEPCIEKTUBHON B CBA3U C TE€M, YTO MOJieNb (HYHKIIMOHUPOBAHUS
mwiatpopmbel SAP HANA ¢ ee peBOJIONMOHHO HOBBIM TMOAXOJOM IEIUKOM
OpPUEHTHpPOBaHA Ha moTpeOuTeneld OoO0JaYHBIX TEeXHOJoTu. B TO Xe Bpems
nepexoj K HOBOMY MOAXOAY XpaHEHUs] M1 0OpaObOTKH JTaHHBIX 3aCTaBJISET KIMEHTOB
3aJlyMaThCsl 0 0€30MaCHOCTH AaHHBIX. JlaHHOE HCClleIOBaHUE MPEACTABISIET COO0M
(dakTHyeckoe 0OOCHOBaHHUE 1LIEIECOOOPA3HOCTH Mepexoda K HOBBIM MOJIXOJaM U
TEXHOJIOTUSIM XpaHEHMs JaHHBIX Oe3 yiiepba O6e3omacHOCTH WHGOPMAIMOHHBIM
aKTUBaM TMPEANPUATHS, YTO JeJaeT TEMY MarucCTepCcKoll AUCCepTalMH KpalHe
aKTyaJIbHOU JIJ1s1 MOTpeduTesneil o0nauHbIx TexHoJorui B Pecriybnuke benapyce, B
yactHoct WT xommanuii, paboTaromux ¢ TPOrpaMMHBIMH MPOAYKTaMHU
komrianuu SAP.

O6vexm uccnedosanus — cucrema SAP HANA, pasmeniennast Ha 001a4HON
atpopmMme.

Ilpeomem  uccnedosamusi ~ —  XapakTEPUCTHUKA  MH(POPMALMOHHON
oe3onacHoctu cucteM SAP HANA mipu pa3merniieHun B o0ake.

B pesynbrare wucciaegoBaHus ObUI  TIPOBENECH aHAIM3  CHEIUPUKH
GYHKIIMOHUPOBAHUS CHCTEMbI XpaHEHUS JaHHBIX HOBoro mokojeHust SAP HANA
py pa3MeElIeHUH B 00J1ake, onpeeneHbl Haudosee BEPOSITHBIX MH(OPMAIIMOHHbBIE
yIrpo3bl, KOTOpPHIM MOTYT mnojaBeprarbcsi 0a3pl gaHHbix SAP HANA mnpu
pa3MeleHny B o0Jiake, MPOBEACHA OIEHKA W MPEJIONKEH ONMTHUMAIBHBIA BapyUaHT
opranm3zanuu pasMemenus 06a3  gaHHeix SAP HANA ¢ Toukm 3peHus

nH(OPMAITMOHHON OE30MaCHOCTH.



HoBuzna paboThl 3akiatoyaeTcs B TOM, YTO pPaHEE MOJOOHBIX OIEHOK C
yuetoM cnenuduku Oenopycckoro peiHka WT ycinyr He mnpousBoawsiock. B
MaTepuaiax, U3y4YeHHbIX aBTOPOM B MpoIecce MPOopadOTKH MPOOJIEMHOTO MOJs,
BBISIBJICHBI JIMIIh OOIIME PEKOMEHIAIMA TO OOecredeHu0 WHGOPMAIMOHHON
0€30MacHOCTH XpaHEHHUs JAaHHBIX B OOJake, a TaKxke chneuu(uyHbie Mepshl,
npenocTapiisieMble  KoMmanuedt SAP B OTHOIIEHHHM CBOMX MPOAYKTOB. ABTOpP
npousBea 0000IEeHNEe U aHAIM3 UMEIOIIMXCS JaHHBIX, HAJIOXKHWI 3TO HA peaIuu
(GyHKIMOHUPOBAHUSI COBPEMEHHOU OeI0pyCcCKOM OopraHu3anuu Majaoro OusHeca u
npuBel OOOCHOBAaHHBIM BBIBOJ, O HEOOXOAMMBIX Mepax OOecredeHUs
uHbopMaImoHHOH O6e3omacHocTy pa3menenus 6a3 nanubeix SAP HANA B obnake.

CTpyKkTypa MarucTepcKoi auccepraiuu:

PaGoTa coctout u3 3 rnaB, pa30UTHIX HA JJOTUYECKU BBIJICTICHHBIC Pa3/eibl U
nojapasznensl. B mepBod  IaBe  NPEACTABICHBI  TEOPETUUYECKHE  OCHOBBI
WCCIICIOBaHMSI: TPOM3BEICH aHallu3 MAaTepUaJOB 10 TEME HCCIeI0BaHu,
BBIBEJICHBI W TPOAHAIM3UPOBAHBI OCHOBHBIC IIOHATHSA, HEOOXOIUMBIE IS
poBeeHus uccieaoBanus pasmennenust 6a3 ganHeix SAP HANA Ha oOnauHoin
mwiatpopme. Bo BTOpoi TiaBe MpeACTaBICH BCECTOPOHHHUM aHAM3 OOBEKTa
UCCJIEIOBAHUSI ¢ TOUKH 3peHust nuHpopMarmoHHoi 6e3onacHoctu. [Ipepocrapieno
000OCHOBaHME AaKTyaJlbHOCTH HWCCIEAOBAHUS I peadbHO (YHKIIMOHUPYIOIICH
opraHu3andd B o01acTh WHOOPMAIMOHHBIX TeXHOJIOTH. B Tperbeil riaBe
NpOU3BEIEH  aHaIM3  KOJMYECTBEHHBIX  MapaMeTpoB  HHGOPMAIIMOHHOMN
6e3omacHoctH pazmerieHus 6a3 qanHbix SAP HANA B ob6nake. Criennanbl BBIBOJIBI
U TIpEeMIOKEHbl Mepbl 1o olecreueHnto WHGOPMAIIMOHHON 0e30MacHOCTH
pa3smemenus 6a3 qHHBIX SAP HANA B o0Omake.

O6beM pabotel 0e3 Ilpunoxenuii cocrapisier 94 crpaHullbl, BKIoyas 19
WUTIOCTpanuii Ha 9 crpanunax u 13 Talnuil, pa3MelieHHbIX 8§ Ha CTpaHUIIAX.
[IpencraBneno 4 mnpunoXeHus, KOTOpble 3aHUMarOT 15 crpanuu. KonmyectBo
OoubmorpaduuecKuX HCTOYHHUKOB COCTaBIIICT 26 W3MaHUS, BKIIOYas CTaThIoO,

OnyOJUKOBAaHHYIO aBTOPOM B MPOILIECCe MPOPadOTKU MPOOIEMHOTO OIS,



PO®EPAT

Maricrapckas apicepraiipiss: 94 craponaki, 13 Ttabmin, 19 Manronkay, 26
KpBIHII, 4 1agaTaka.

SAP HANA, ERP CICTOMA, «BOBJIAYHBIA T3XHAJIOI Iy,
JIAKAJIbBHAE PA3MMIIYAHHE, TPAH3AKIBISA, AVTOHTBIGIKAILIGIA,
CICTOMA  AJIBIHATA VBAXOJY, BOBJAUHBII  BBUITUDHHI,
IHOAPMAILIBIMHA S IHOPACTPYKTYPA, TAITAJIOTIS CETKI.

Mbsma pabomwt — nacnenaBanHe iH(papmarpliiHail Oscreki cictaom SAP
HANA nmpel pa3MsimddHHI ¥ BOOJaKy 1 BBISYJICHHE MNUISXOY MaBBIIIIHHS
1H(apMalibIiiHail OsiCTIeK] MPBI 3aX0YBaHHI1 1 allPaIioyIlbl 1a13€HbIX.

[Ipanpamnoyka mnbiTanHa 1HGapmalpiifHaii Oscneki cictom SAP HANA
OaublIIa BeJIbMl MEPCHEKThIYHAN ¥ CYBS31 3 ThIM, IITO MaJdJb (QYHKIBITHABAHHS
mwiatpopmbl SAP HANA 3 sie pa3BaiionpliiHA HOBBIM MAJbIXOJAM ILAJIKaM
apbIEHTaBaHA Ha CHAXBIYIIOY BOOJAYHBIX TIXHAJOTIA. Y TOM *a yac mepaxoi Aa
HOBara MaJbIXOJy 3aXOYBaHHS 1 ampanoyki JaJ3€HbIX MpbIMyIIae KiIieHTay
3aayMmamniia ad Oscneki gan3eHelx. JlamzeHae nacnenaBanHe Vsayise caboi
dakThlyHae aOrpyHTaBaHHE MATa3TOAHACI MEpaxojy Jla HOBBIX MaAbIXoaay 1
TOXHAJIOTIM 3aXOYBaHHS JAA3€HbIX O€3 IIKOAbl sl Oscrekl iH(apMalbIdHBIX
aKThIBay MPaANpPHIEMCTBA, IITO POOIF TAMY Maricrapckail JpicepTalblli BeJbMi
aKTyaJlbHAM JUIsl CHIAXKBIVIIOY BOOJMAYHBIX TAXHaOriM y Pacmny6minsl bemapycs, y
npeiBaTHacil [T kammaHii, siKis Mpaiyrolpb 3 MparpaMHbIMI MIPaJayKTaMi KaMIiaHii
SAP.

Ab'ekmam Oacneoasannsi —  cictama SAP HANA, pa3Memryanas Ha
BoO1auHas matdopme.

Ilpaomem OacnedasanHs — XapakTapbICTHIKI 1H(apMallpliiHail OsCIeKi
cictom SAP HANA npsl pazManraiaai ¥ BoOJIaKy.

Y  BBIHIKY JacienaBaHHsS ~OBIY  TIpaBeA3€Hbl  aHai3  CHEIBI(iKi
(GyHKUBISTHABaHHS CICTAMBI 3aX0YBaHHS J1aJ3eHbIX HOBara nakajieHuss SAP HANA
Opsl  pa3MSIudHHI Y BOOJIaKy, BbI3HA4YaHbl  HAMOONBII  BeparogHbIX
1H(apMalnbIiHBIST Marpo3bl, SKIM MOTYIb MaaBspraiia 60a3el gaa3eHbix SAP
HANA npbl pa3MsmradHHI y BOOJaKy, MpaBeI3€HA alPHKa 1 MpanaHaBaHbI
anThIMaJbHBI BapBISHT apraHizaibli pasMsmradHHS 0a3 jgan3eHsix SAP HANA 3

NYHKTY TJeIKaHHs iH(papMalplitHai OscreKi.



HaBi3zna paboThl 3akiioyaerniia ¥ ThIM, IITO paHEel MaJO0OHBIX alPHAK 3
ymikam crenpidiki Oemapyckara peiHKy IT macayr He mnpaBomsinacsa. Y
MaTaIpbIsiiaxX, JacielaBaHbIX ayTapaM y Mpaipce mparpanoyki npadiaemMHara mosis
BBISIYJICHBI TOJIbKI aryJibHBIA pIKaMEHJAIlbll Ma 3a0ecrsaudHHI iH(papmalbliiHai
OsicTieK] 3aXOYBaHHA JaJ3€HBIX Y BOOJAaKy, a Takcama CHelbl(pidHbIA MEPHhI, SKis
npajacrayisionna kamnanisgii SAP y nauslHeHH] a cBaix npagykray. Ayrap 3padiy
abaryJpHEHHE 1 aHal3 HasAVHBIX JaJA3€HBbIX, HaKJIay TI3Ta Ha piai
GbyHKIBITHABAHHS cydyacHal Oejlapyckail apraHizaiibll Majiora Oi3HeCy 1 MpBIBEY
a0TrpyHTaBaHYIO BBHICHOBY a0 HEaOXOIHBIX Mepax 3a0ecrsiudHHsS iHhapMaIbitHai
Osicniexi pasmsiradHHA 0a3 qaa3eHsix SAP HANA y BoOnaxky.

CtpykTypa Marictapckai JpicepTalbli:

PabGoTta ckmamaemma 3 3 dacTak, NaA3eieHBIX Ha JiariyHa BbIA3EICHBIS
pasnzensl 1 maapa3a3ensl. Y mepiiail riiaBe mpajacTayieHbl TIapIThIYHbISI AaCHOBBI
JacielaBaHHS: TIPaBEI3CHBI aHaNi3 MaTdIphiUIay MMa TAOME JaciieaBaHHS,
BBIBE/I3CHBIS 1 MpaaHali3aBaHbl aCHOYHBISI TAHALII, HEaOXOIHbISA JI MPABSI3CHHS
JaciueqaBaHHs pasMsamudHHS 0a3  jmam3eHbix  SAP HANA Ha BoOmauyHai
mwiatopme. Y JIpyroil riaBe MpajJicTayieHbl YceOakoBbl aHami3 ab'ekTa
JnacienaBaHHs 3 IMYHKTY TUepkaHHs 1H(apMmanpliiHaii  Osacmeki. [lan3zeHa
aOrpyHTaBaHHE aKTyaJbHAcll JacjelaBaHHS [UIsl pIajibHa (PYHKUBISTHYOYA
apraHizaipll ¥ rajiiHe 1H(papMalbliHbIX T3XHAJOTIH. Y TpAUsid IJ1aBe MpaBeA3EHbI
aHa3 KOJIbKACHBIX TapameTpay iHdapmarllplifHail Osicrieki pas3MsmrydHHS 0a3
nan3enbix SAP HANA y BoGsaky. 3po0ieHbIs BBICHOBHI 1 IpariaHaBaHbIsl MEPHI T1a
3a0ecrnaudHHI 1H(papmalplifHail Oscieki pa3msiradHas 6a3 qHHBIX SAP HANA y
BOOIaKy.

AG'ém mpaupl 0e3 IlpeikiananHsy ckiamae 94 crapoHki, ykiaroudardbl 19
uTrocTpanpiii Ha 9 craponkax 1 13 Talmin, pa3MemrdaHbXx Ha 8 CTapoOHKax.
[Ipancraynena 4 mnpblkiaganHs, sKisg 3aiMaronbs 15 craponak. Kombkacibs
010miarpadiyHbIX KPBIHII] CKIagae 26 BbUIAHHS, YKIIOYAIOYbl apTHIKYJ,

anyOJikaBaHbl ayTapaM y Ipatpce npanparoyki npadiemMHara mosis.



ABSTRACT

Master thesis: 94 pages, 13 tables, 19 figures, 26 sources, 4 applications.

SAP HANA, ERP SYSTEM, CLOUD TECHNOLOGIES, ON-PREMISES,
TRANSACTION, AUTHENTICATION, SSO, CLOUD COMPUTING,
INFORMATION INFRASTRUCTURE, THE NETWORK TOPOLOGY.

The aim of this work is to study information security systems SAP HANA in
the cloud and identify ways of enhancing information security during storage and
processing.

Study the issue of information security in SAP HANA seems to be
extremely promising due to the fact that the model of functioning of the SAP
HANA platform with its revolutionary new approach is wholly focused on
consumer of cloud technologies. At the same time, the transition to the new
approach of storing and processing data forces customers to think about data
security. This study represents the rationale for the transition to the new
approaches and technologies for data storage without compromising the security of
the information assets of the company that makes the subject of the master thesis
extremely relevant for consumers of cloud technologies in Belarus, especially for
the companies working with SAP products.

The object of the research is SAP HANA system hosted in the cloud
platform.

Subject of research — the characteristics of information security systems
SAP HANA in the cloud.

The study was conducted to analyze the specifics of functioning of new
generation data storage system SAP HANA in cloud, determine the most likely
information security threats relevant for SAP HANA database in the cloud,
evaluate and propose optimal variant of organizing databases SAP HANA, in

terms of information security.



The novelty of the work lies in the fact that there were no earlier researches
for the field of informational security of hosting SAP HANA database in cloud
with the specifics of Belarusian market. In the materials studied by the author in
the process of elaboration of problematic fields identified only General guidance
on information security of data storage in the cloud, as well as specific measures
provided by the SAP company in respect of its products. The author made a
generalization and analysis of available data, mapped it to the realities of the
functioning of the modern Belarusian small business and have led a reasonable
conclusion on the necessary measures to ensure information security SAP HANA
databases in cloud.

Structure of master's research:

The work consists of 3 chapters, divided into logically allocated sections and
subsections. The first Chapter presents the theoretical framework of the study:
analysis of the available information on the topic of research and the basic
concepts necessary for conducting research for SAP HANA databases hosted on
cloud platform. The second Chapter provides a comprehensive analysis of the
research object from the point of view of information security. The relevance of
research for the functioning of the organization in the field of information
technologies is proved in this section. In the third Chapter the analysis of
quantitative parameters of information security databases SAP HANA in the cloud
are provided. Proposed measures to ensure information security of SAP HANA
databases in the cloud.

The amount of work without appendices is 94 pages including 19
illustrations on 9 pages and 13 tables, placed on 8 pages. Submitted 4 appensices,
which take 15 pages. The number of bibliographic sources is 26 publications,
including an article published by the author in the process of elaboration of the
problem field.



