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AHHOTALMS

Junnomuas paboma, 56 crt., 5 puc., 19 tab1, 10 HCTOYHUKOB.

Kniouegvie crosa: OUINYECKUE TEHEPATOPBHI CJIYYAMHBIX
YUUCEJI, BEPOSJITHOCTHAS MOJEJIb, CIIVYAUHAS
I[TOCJIEJOBATEJIBHOCTB, CTATUCTUYECKOE TECTUPOBAHUE.

Obvexkmom uccnedosarus SABISCTCS TMOCTPOCHUE BEPOSITHOCTHOM MOICIH
(GU3UYECKOr0 TeHepaTropa CIy4YalHBIX YHCEI M METOJbl CTaTHCTHYECKOE
TECTHUPOBAHMS €TI0 BBIXOIHBIX MOCIEI0BATEILHOCTEH.

Lenu pabomui:

1. TIpoBectu 0030p cymiecTBYIOMMX (U3HUECKUX TE€HEPATOPOB CIIyYailHBIX
qyuces.

2. PaccmoTtpeTs METOJbI MOCTPOCHUS BEPOSITHOCTHOW MOJIETH (PU3UUYECKHUX
TE€HEPATOPOB CIyYalHbIX YHCEIL.

3. 3yuuth  METOJbI  CTAaTHUCTHUYECKOI'O  TECTUPOBAHUS  BBIXOJIHBIX
MIOCIICIOBATENHPHOCTEH (PH3NIECKUX TEHEPATOPOB.

4. Co3paTh mporpamMMbl JJis MPOBEACHUSI CTATUCTUYECKOTO TECTHUPOBAHUS
CIIlyYalHBIX MTOCIIEN0BATEILHOCTEN.

5. IlpoBectn CTaTUCTUYECKOE TECTUPOBAHUE BBIXOJIHBIX
MOCJIeIOBATEIbHOCTEH  (PU3MYECKOTO0  TeHepaTopa C  MOMOIIBIO
peaau30BaHHBIX MPOrPAMM.

Pesynbrarsl paboThI: QITOPUTMBI, TPOTPAMMHBIE HHCTPYMEHTHI U OTYET T10
ITPOBEICHHBIM UCCJIEJOBAHUS.

OO6sacTh MPUMEHEHHUS: CUCTEMBI 3aIUThl HHPOPMAIIUU, CUCTEMBI aHAIIA3a
BBIXOJIHBIX TTOCJIEIOBATEIHHOCTEH (PU3NYECKUX TEHEPATOPOB CIyYalHbBIX YUCE.

IIpakTHueckass 3HAYMMOCTB: MOCTPOCHUE  BEPOSITHOCTHOW  MOJEINIH
¢u3nueckoro TeHepaTopa U CTAaTUCTUYECKOE TECTUPOBAHHE  BBIXOIHBIX
MOCJICIOBATEIPHOCTEH MOBBIIIACT 3aAMUIIEHHOCTh KPUNITOTPAQUUECKONH CUCTEMBI,
B KOTOPOW OH IPUMEHSETCS.



ABSTRACT

Diploma thesis, 56 p., 5 fig., 19 tab., 10 sources.

PHYSICAL RANDOM NUMBER GENERATOR, PROBABILISTIC
MODEL, RANDOM SEQUENCE, STATISTICAL TESTING.

Object of research — construction of a probabilistic model of a physical
random number generator and methods of statistical testing of its output sequences.

Purpose of research:

l.
2.

3.

4.
5.

Review existing physical random number generators.

Consider methods for constructing a probabilistic model of physical
random number generators.

Study methods of statistical testing of output sequences of physical
generators.

Create programs for statistical testing of random sequences.

Carry out statistical testing of the output sequences of the physical
generator with the help of implemented programs.

Results of work: algorithms, software tools and report on the conducted
research.

Scope: information security systems, analysis systems of output sequences of
physical random number generators.

Practical significance: the construction of a probability model of a physical
generator and statistical testing of output sequences increases the security of the
cryptographic system in which it is applied.



