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AHHOTAIUA

1. CTpykTypa 1 00b€M IMIIOMHOMH PadoThI

Jluromuasi paboTa COCTOUT W3 3a/laHus Ha JUIIOMHYIO paOoOTy, OTJIaBICHHUS,
nepeyHsl yCIOBHBIX 0003HaueHMi, pedepara TUIUIOMHOM pabOThI, BBEACHUS, TPEX
IJIaB, 3aKJIIOYEHMS, CIIMCKAa MCIOJIb30BAaHHOW auTeparypbl. OOmuil 00beM padOTHhI
coctaBisieT 47 crpanul. COUCOK MCMOJIb30BAHHOM JIMTEPATYPhl 3aHUMAET / CTPAHMII
U BKJIIOYaeT 69 mo3uiuii.

2. IlepeyeHb KIIOYEBBIX CJIOB

KWUBEP BOMHA, KWUBEP ATAKA, KHWBEP IIPOCTPAHCTBO,
BOOPYXKEHHBII  KOH®JIMKT, HEINOCPEJCTBEHHOE VYACTUE,
[TPUCBOEHUE TIOBEJAEHUWSA, [PUHLUITI PA3JIMYUA, [TPUHIUAII
[MTPOINIOPUMOHAJIBHOCTH, ITIPUHIUIT TIPEAOCTOPOXHOCTM.

3. Coaep:xkanue padoThl

Obvekmom uccrneoosanus SBISIETCS KUOEPBOMHA B MEXKIyHAPOIHOM
I'YMaHUTApPHOM IIPaBE.

Lenv  uccnedosanuss —  BBIABICHHE  OCOOCHHOCTEH  MPUMEHEHUS
MEXIYHAPOAHOTO TyMaHUTApHOTO TIpaBa B YCJIOBHUSX KHOCPBOWHBI H
BBIPaOOTKa peKOMEHAAINI B JaHHOUW 00JIacTH.

Memoowvt  uccnedosanus. B paboTe  WCIOJB30BaHBI  OOIIEHAYYHBIH
CHUCTEMHBIN ITOJIXOJI K PACCMOTPEHHUIO ITOCTABIIEHHBIX 337a4 C UCIIOJIb30BAHUEM
FOPUIUYECKOTO, CUCTEMHO-CTPYKTYPHOTO, dhopMaIbHO-IOTUYECKOTO,
CPaBHUTEJIBHO-IIPABOBOTO METOJIOB ITIO3HAHUS, a TaKX€ METOJOB aHaau3a,
CUHTE3a, WHIAYKUWH, JEAYKIMHA, a TakKkKe METOJa  HUCTOPUYECKOM
PETPOCIIEKTUBBL.

Ilonyuennvie umoau u ux Hosusna. B paboTe BbIBEIEHBI ONpEAENeHUsT KMOep
BOIHBI M KHOEp aTaku, MpoaHAIM3UPOBaHBI MPOOIEMBI HEMOCPEACTBEHHOTO Y9aCTHs
B BOOPY)KEHHOM KOH(JIMKTE M MPUCBOCHUS MOBEACHUSA B yCIOBHUSIX KHOEp BOWHBI,
OMPENENIEHO  COJEp)KaHWE TPHUHIUIOB  PA3NIUYUsS, MPOMOPLUUOHAIBHOCTH U
PEIOCTOPOKHOCTH MPUMEHUTENBHO K CUTYaI[uu KHOep BOMHEI.

Locmogepnocmv  mamepuanog u  pe3yivmamos OUNIOMHOU — pabomul.
Hcnonp30BaHHBIE MaTepUaibl W Pe3yJdbTaThl JUIMJIOMHON pPaOOTHl  SBISAIOTCA
JO0CTOBEpHBIMU. PaboTa BBITIOTHEHA CAMOCTOSATEIHHO.

Pexomenoayuu no ucnonvzoeanuio pezyiomamog padoomel. VITorn paboOThI
MOTYT OBITh HCIIOJIb30BAaHBl B HOPMOTBOPYECKOM H TPaBONMPHUMEHHUTEIHHOM
mpoliecce; MpenojaBaHus TUCIHUIUIMHB «MeXIyHapoaHOE TyYMaHUTapHOE IPaBO»
s cnenuanbHocT 1-24 01 01 «MexIyHapoaHOE MPaBoOy», a TaKKe MPU MOATOTOBKE
MoHorpaduil 1 yueOHUKOB.



ANNOTATION

1. Structure and scope of the diploma work

The diploma work consists of diploma work assignment, table of contents, list
of symbols, diploma work summary, introduction, 3 chapters, conclusion and list of
references. Total scope of work is 47 pages. The list of references occupies 7 pages
and includes 69 positions.

2. Keywords: Cyber warfare, cyber attack, cyber domain, armed conflict,
direct participation in hostilities, attribution, principle of distinction, principle of
proportionality, principle of precaution.

3. The content of the work

Object of research — cyber warfare in international humanitarian law.

The purpose of the research defining peculiarities of application of
international humanitarian law in the context of cyber warfare and elaboration
of recommendations in this regard.

Methods of research. Methodological basis of the research comprises of
general scientific approach towards the scrutiny of set goals with the usage of legal,
structural, formal logical, comparative, and historical methods of scientific research
along with methods of synthesis, analysis, induction, deduction.

The results of the work and their novelty. The study defines categories of cyber
warfare and cyber attack, analyzes problems of direct participation in hostilities as
well as attribution of behavior in the context of cyber warfare, defines the substance
of the principles of distinction, proportionality and precaution with respect to the
situation of cyber warfare.

Authenticity of the materials and results of the diploma work. The materials
used and the results of the diploma work are authentic. The work has been put
through independently.

Recommendations on the usage. The results of the study can be used during
legislative and law-enforcement processes; teaching «International humanitarian law»
for the specialization 1-24 01 01 «international law».



