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Pegepar

Jluninomuaspabota, 46 c., 9 puc., 7 Tabi1., 6 HCTOUHHUKOB.

CPABHEHHME METOJJOB TOKEHU3ALWHN U IIMOPOBAHUA I11PU
3AIIUTE JAHHBIX B CUCTEMAX BIGDATA

KnroueBsie cinopa: TOKEHU3ALMSA, MIMOPOBAHUE C COXPAHEHUEM
O®OPMATA, HIM®POBAHUE, BE3OIIACHOCTL OBJIAYHBIX CHUCTEM,
BIGDATA.

OOBEKTOM HCCIIEIOBAHUS SIBIIIOTCS QJITOPUTMbI IHPPOBAHUS C COXpPaHEHUEM
dbopmarta 1 anrOpUTMBbI F€HEPAIIMN TOKEHOB.

[lens paboThl — aHAMU3 U CPaBHEHUE aITOPUTMOB MUGPOBAHUS U TOKCHU3ALUU
MIpU 3alIUTE TaHHBIX B CHCTEMaX 00pabOTKU OOJBIINX JTAHHBIX.

Meroapl UWCClEeNOBaHUA: W3yYEHUE JIMTEpaTypbl M HAYYHBIX CTaTedl ¢
pa3paboTKaMu B 3TOM 00JacTH, peain3alusi aIrOpUTMOB MIUGPOBAHKS C COXPAaHEHUEM
dbopmata, UX aHAJIU3 U TECTUPOBAHUE.

PesynbTaTaMu  ABJSIIOTCST  pEAIM30BAHHbIC  AJITOPUTMBI  MMGPOBAHUS  C
coxpaHeHueM (opmara, aHalIu3 UX 0€30MaCHOCTH U MPOU3BOIUTEIHHOCTH.

O6nacTe MPUMEHEHUSI PE3YIbTATOB: CUCTEMBbI 0€30MaCHOCTH OOJIBIIMX JaHHBIX,
0aHKOBCKHME CUCTEMBI, MEUIIUHCKHUE CUCTEMBI.

Jlns popMaTtupoBaHUsi TEKCTa KypCOBOTO MPOEKTa MCIOJIb30BAIUCh CTaHIAPThI
BAK AH Pb.



Pa¢epar

JpimuiomMHasmpana, 46 c., 9 masn., 7 Tadi., 6 KpbIHilL.

ITAPAVHAHHE METAJIAY TAKEHISALBINIIBIOPABAHHS I1PBI
ABAPOHE JJAJIBEHBIX ¥V CICTOMAX BIGDATA

Kmrouassisiciosel:  TAKEHI3ALIMSA, [IBI®GPABAHHE 3 3AXABAHHEM
OAPMATY, LIBI®GPABAHHE, BACITIEKA BOBJIAYHBIX CICTOM, BIGDATA.

Ab'exTamaacie aBaHHsI3 Ay IAIONIIAANTapBITMBIIIBI PABaHHS 3
3axaBaHHeM(apMary i alrapbITMbIr€HEepaIbliTOKEHAY .

Mbra  pabotel - aHami3 1 MapayHaHHealIrapbITMayliblppaBaHHI
TaKeHI13allbIIPbladapOHE1aI3EHbIXyCICTIMAXAPALOYKIBAIIKIX 13/ 13EHbIX.

MertanpiiacnenaBaHHs:  BBIBYUIHHEITapaTypbl 1 HAaBYKOBBIXapTBIKYyIay 3

[y

pacmparoykami ¥ raTairaniue, pranmi3anpisanrapbITMaybippaBaHHs 3

3axaBaHHeMmdapmary, iXxaHaii3 1 TAOCTaBaHHE.
Brinikamiz'synsroriapaainizaBaHblsiaIirapbI TMBIIIBI (DpaBaAHHS 3

3axaBaHHeM(apmaTy, aHaI131X0sACIEeK] 1 MpayKIbIIHACII.
BoOnacubnpbIMsIHEHHABBIHIKAY : CICTAMBIOSICIICKIBSUTIKIX TaA3CHBIX,

0aHKayCKISCICTAMBI, MEBILIBIHCKISICICTAMBI.
Jlns hapMaTaBaHHSTIKCTYKYpCcaBoranpaeKkTaBblkapbicToyBajics cranaaptel BAK
AH PBb.



Abstract
Diploma work, 46 pp., 9 pic., 7 tables, 6 sources.

COMPARISON OF TOKENIZATION AND ENCRYPTION METHODS IN
DATA PROTECTION IN BIG DATA SYSTEMS

Keywords: TOKENIZATION, FORMAT PRESERVING ENCRYPTION,
ENCRYPTION, SAFETY OF CLOUD SYSTEMS, BIG DATA.

The object of investigation are encryption algorithms with preservation of format
and algorithms for generation of tokens.

The purpose of this work is analysis and comparison of encryption and
tokenization algorithms for data protection in large data processing systems.

Methods of research: the study of literature and scientific articles with
developments in this field, the implementation of encryption algorithms with
preservation of the format, their analysis and testing.

The results are implemented encryption algorithms with preservation of the
format, analysis of their security and performance.

Scope of application of the results: large data security systems, banking systems,
medical systems.

To format the text of the course project, the standards of the Higher Attestation
Commission of the Academy of Sciences of Belarus were used.



