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PE®EPAT
JluniomHuast pabora, 58 c., 15 puc., 4 Ta6:1., 11 UCTOYHHUKOB.

NMHAEKCALINA, OBJIAYHBIE TEXHOJIOIMHU, CHCTEMA 3AIIUTHI
NHOOPMAIIMH, ITOMCKOBOE HIM®POBAHUE, YIIPABJIEHUE JOCTVYIIOM,
BIG DATA.

Obvekm uccredosanuss — CUCTEMbl O00paOOTKH OOJBIIMX OOBEMOB JIaHHBIX Ha
OCHOBE 00JIaYHBIX TEXHOJIOTHIA.

Llenv pabomer — pa3paboTKa CHUCTEMbI 3aIUTHl HHMOpPMAIMHM JJII CHUCTEM
obpaboTku u ananu3a Big Data ¢ momuepxkoii moucka mo 3amm@poBaHHBIM TaHHBIM U
IPUMEHEHHUEM MHICKCAIIHH.

Pezynomamamu paboThI ABIIIOTCS OJIHOIOJIb30BAaTENbCKAs u
MHOTOITOJIb30BATENbCKAsA CHUCTEMBI 3alIUThl MHPOPMALUU C HOIIAEPKKOW MOUCKOBOTO
m(poBaHus ISl CUCTEMBI C WCIIOJIb30BaHUEM oO0JauHbIX TexHosoruii m Big Data,
aHaJIn3 UX 0€30IIaCHOCTU U MPOU3BOJAUTEIBHOCTH.

Memoowvl uccnedosanuss — W3ydeHUE JHUTEPATypbl W HAy4YHBIX CTaTed C
pazpaboTkamMu B 3TOiM  oOyact, pa3pabOTKa  OJHOIOIB30BATEIBCKOW U
MHOTOITOJIb30BATEIBCKOM CHUCTEM 3alluThl MH(OpPMAIMKA C TOIJIEPKKOM IMOMCKA IO
3amr(poBaHHBIM JTAHHBIM, UX aHAJIU3 U TECTUPOBAHUE.

Obnacmev npumenenuss — oOpaOOTKa W aHaIW3 OOJBIIUX OOBEMOB JaHHBIX,
oOJlayHbIe TEXHOJIOTHH, OOeclieueHre Oe30MacHOCTH B PACHpEACICHHBIX CHCTEMaxX ¢
OOJIBILIMMY IOTOKAMU JTAHHBIX.



PODEPAT
JlprutomHast mpara, 58 c., 15 man., 4 Tabmn., 11 xpeiaim.

IHASKCALBIAA, KIPABAHHE JOCTYIIAM, CICTOMA ABAPOHBI
[HOAPMAIIBIIL, ITOITYKOBAE HIBI®PABAHHE, XMAPHbBIA TOXHAJIOTI'IL, BIG
DATA.

Ab'exm OacnedasanHs - CICTAIMBI anparioyki BsUTIKIX a0'éMay 1ai3eHbIX Ha aCHOBE
XMapHBIX TIXHAJIOTIH.

Mbma npayvr - pacnpanoyka cicTdMbl abapoHbl 1H(papmarilpli JJIs  CICTAOM
anpatoyki 1 ananizy Big Data 3 maaTrpeiMkaii momryky mna 3ambihpaBaHbIM Ja/I3€HBIM 1
MPBIMSIHEHHEM 1HIKCAIIBII.

Buinikami npayer 3'synsioniia  agHaKapbICTAIBHINKIM 1 MIMaTKapbICTAIBHIIIKAS
cicTaMbl abapoHbl 1H(apMarllpli 3 TAATPHIMKAN MOITyKaBara mbippaBaHHs JJi CICTIMBI 3
BBIKAPBICTAHHEM XMAapHBIX TAXHANIOT1H 1 Big Data, anani3 ix 0sicrieki 1 mpayKIblitHacIl.

Memaowvl oacnedasanus - BBIByYSHHE JIITapaTypbl 1 HABYKOBBIX apTHIKyJIay 3
pacnparnioykami ¥ TdTal  rajiHe, pachpanoyka  aJHaKapbICTAIbHIIKAA 1
[IMaTKapBICTANIBHINIKANH CICTOM abapoHbl 1H(apMaibli 3 TAATPhIMKA MONIYKy Ta
3amplppaBaHbIM JaA3€HBIM, 1X aHaJI3 1 TACTaBaHHE.

Bobnacyv npvivanenns - anparioyka 1 aHaji3 BsSUTIKIX a0'€éMay na3eHbIX, XMapHBIS
TAXHAJIOT11, 3a0ecsaudHHE OsICTeK] § pa3MepKaBaHbIX CICTAMAX 3 BSAJIKIMI CTPYMEHSIMI
JAJ3EHBIX.



ABSTRACT
Thesis, 58 p., 15 fig., 4 tables, 11 sources.

ACCESS MANAGEMENT, BIG DATA, CLOUD COMPUTING, INDEXING,
INFORMATION SECURITY SYSTEM, SEARCHABLE ENCRYPTION.

Object of research - Big Data processing system based on cloud technologies.

The purpose of work - design and implement information security system for Big
Data systems with search on encrypted data and indexing.

In this work developed single-user and multi-user information security systems
with searchable encryption for a system using cloud technologies and Big Data,
analyzed security and performance of these information security systems.

Research methods - studying literature and scientific articles with developments in
this field, the development of single-user and multi-user security systems with support
for searching through encrypted data, their analysis and testing.

Scope - processing and analysis of large amounts of data, cloud technologies,
security in distributed systems with large data flows.



