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B mumnomuoii pabote 34 ctpanunl, 3 puCyHKa, / UICTOYHHUKOB.

HEJIOYNCIIEHHOE [MPOI'PAMMUPOBAHUE, PEIIETKH,
AJIT'OPUTM JIEHCTPBI HEJIOYMCJIEHHOI'O ITPOI'PAMMMPOBAHNMA,
PIOK3AYHbLIE CHUCTEMBI, KPUIITOCUCTEMA MEPKEJIA-XEJI/IMAHA,
CVIIEPBO3PACTAIOHIAA ITOCJIEAOBATEJIbBHOCTDL, ATAKA ITAMUPA.

B nunmomHoi pabore paccMoTpeH anroput™m ataku Illammpa, KOTOpBIM B
MEpBOM CBOEM 4YacTH HCHOJB3YyEeT AalIropuT™M JIEHCTpBI LEIOYUCIEHHOIO
IPOrpaMMHUPOBAHUSL.

[enr paboThl — u3yuuTh W peanu3oBaTh araky lllamupa Ha prok3zaunyro
Kpurnrocuctemy Mepkens-XeimaHa.

B I[PIHJIOMHOﬁ pa60Te IMOJIYYCHBI CIICAYIOIHC PC3YJIbTAThI:

1) V3yuen um peanu3oBaH ajdroput™M JICHCTpPBHI JJIS IEIOYMCICHHOTO PEIICHUS
HEPABEHCTB;

2) TlpoBenen kpumnrtoaHanus mudpa Mepkiis-XellJIMaHa Py MOMOIIHM aIrOpUTMa
[[Tamupa;

3) Peanu3oBaHbl Jpyrue aTrakk Ha PIOK3ayHYI0 KPUOTOCHCTEMY MepKiis-
XeiMmasa.

JlurutomHasi paboTa HamuMcaHa Ha OCHOBE HCCIIEIOBaHUS pPadOT Pa3IUIHBIX
3apyOeKHBIX M OTEYCCTBCHHBIX aBTOPOB. [IpakTudeckas dacTh pPaOOTHI
peanmzoBana B makere Wolfram Mathematica.

JlutiomHast paboTa BBITIOJTHEHA aBTOPOM CaAMOCTOSTEIBHO.



VY npimioMHail npaiel 35 crapoHak, 3 MaatOHKa, 7 KPbIHILL.

[IDJIAJIIKAE BBIX TIPATPAMABAHHE, PAIIOTKI, AJITAPBLITM
JIEHCTPHI  IIDJIAJIIKABATA  TIPATPAMABAHHS,  PIOK3AYHBIE
CICTDOMBI, KPBIITACICTOMBI MEPKEJIb-XEJJIMAHA,
CVIIEPBO3PACTAIOIIAS TTACJISIIOYHACLID, ATAKA IITAMIPA.

VY nwlmuioMHa# mparisl pasriiepkanbl anrapelT™ ataki [llamipa, ski ¥ nepiiai
cBaél 4acTIIbl BHIKAPBICTOYBAE alNTrapbIT™M JIGHCTPHI LPJIaliKaBara mparpaMaBaHHs.

Mbta paboThl - BBIBYYHIIL 1 plamizaBanb artaky lllamipa Ha prok3adHyro
KpunrTocucteMmy Mepkensi-XeiMaHa.

VY npITIOMHA mpaiisl aTpbIMaHbl HACTYITHBISI BBIHIKI:

1) BeiBy4daHsl 1 paaiiizaBaHbl aarapeiT™ JICHCTpBI 1S 3JIaliKaBara paudHHs
CICTDM,

2) IlpaBeazensl kpunroaHaius mbippa Mepkens -XemiMaHa Opbl JanaMo3e
anrapsiTmy [lamipa;

3) PoanizaBaHbl IHIIBIS aTakl Ha PIOK3a4HYIO KpUOTOocHCcTeMy Mepkens-
XenmMana.

JplTuioMHasi Tpalja HamicaHa Ha acHOBE JaciefaBaHHs padOT PO3HBIX
3aMEXHbIX 1 allublHHBIX ayTapay. lIpakTeluHasg yacTka mpausl piaii3aBaHa ¥y
makere Wolfram Mathematica.

JIpITimoMHas mparia BeIKaHaHa ayTapaM caMacTOWHa.



Thesis project is presented in the form of an explanatory note of 35 pages, 7
references, 3 pictures.

INTEGRATED PROGRAMMING, LATTICE, LENSTRA’ S INTEGER
PROGRAMMING ALGORITHM, KNAPSACK INSTANCE, MERKLE-
HELLMAN CRYPTOSYSTEM, SUPER-INCREASING SEQUENCE, ATTACK
OF THE SHAMIR.

In the thesis project the algorithm of attack of the Shamir that use Lenstra’ s
integer programming algorithm is considered.

The work purpose — to study and realize attack of the Shamir on the Merkel-
Hellman knapsack instance.

The main results of the thesis projects are as follows:

1. The Lenstra algorithm for the integer solution of inequalities is studied and
implemented,;

2. Cryptanalysis of the Merkle-Hellman system using the Shamir algorithm;

3. Other attacks on the backpack cryptosystem of the Merkle-Hellman.

The thesis project is written on the basis of complex research of works of
foreign and Russian authors. The practical basis of research consists in realization
algorithms in the Wolfram Mathematica package.

The thesis project was done solely by the author.



