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INTRODUCTION

For constructing cryptosystems, we often need vectorial Boolean functions that have
to be invertible. Particularly such functions are used in symmetric iterative block ciphers
SIBCiphers [1]. These functions must be effectively calculated. For this purpose, a restric-
tion is often imposed on the number of essential variables of their coordinates.

For integers n, m, and k, let F, . ¢ be the set of all invertible functions F: {0, 1}"
— {0, 1}", where F = (f; ... f;;) and any coordinate function f;: {0, 1}" — {0, 1},i=1, ..., m,
essentially depends exactly on k arguments, 1 <k <n.

The following simple properties hold [2].

1. If Fp, m « is not empty, then m > n.

2. If FeFq n,  then F is a bijection on {0, 1}", and all its coordinate functions are ba-
lanced.

MF=(Ff...fi ... fm)eFnmthen F'=(f ... =f ... fn)eFn m«foranyi=1, ..., m.
4. If Fp m « IS not empty, then F,, ¢ « is not empty for any t > m.
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5. Fn n 2 is empty for any n > 2.

6. If Fy m « is not empty, then Fpi me1, k IS NOt empty.
7. Fn m 2 1s not empty forany m>n > 2,

8. Fn, m, 3 is not empty forany m>n > 3.

CONSTRUCTING FUNCTIONS FROM Fpnn

Let us consider a method for constructing bijections on the set {0, 1}" with coordinates
essentially depending on all n variables (i. e., functions from the class Fn  ,). There are
some useful statements.

Statement 1. Let f(xy, ..., Xn) be a Boolean function essentially depending only on x;,
that is, f = x; or f = —x;. Then, if we invert two values f(a) and f(b) where a and b differ only
in i-th component, we will obtain the function g essentially depending on all n variables.

Proof. Clearly, the new function g essentially depends on X;.
Take any j in {1, ..., n}\{i}. For definiteness, let j<i, a=(ai...q;...ai...an),
b = (ai...aj...—a;...ay). Due to equality f(a;...q;...a;...an) = f(as...—a;...a;...a,), we have the
following:
g(ai...a;...a...an) = —f(as...a...a...an) = —f(as...—q...a...an) = —g(a...—a;...a;...an).
It implies the essential dependence of function g on its j-th variable. The statement is proved.

The following algorithm is based on this statement.
Algorithm for constructing some function from Fy n n

1. Let F be the identity permutation on the set {0, 1}", i. e. F(a) = a for any a in
{0, 13"
M := {0, 1}".

2.Fori=1,2,...,n:
2.1. choose a pair of tuples a, b in M, differing only in the i-th component;
2.2. swap the values F(a) and F(b);
2.3. M := M\{a, b}.

3. Return F.

Prove the algorithm performance.

Statement 2. For any n > 2, in step 2.1 of the algorithm we always can choose a proper
pair of tuples.

Proof. Let M' = {0, 1}"\M. Notice, that after i iterations in step 2 we have |M'| = 2i,
IM| = 2" — 2i. Suppose there are not tuples in M differing only in the (i+1) — th component.
Then, for any a in M, its neighbor (differing from a) by the (i+1) — th component is in M’,
which implies [M| < M|, i. e. 2" < 4i, that is impossible forany n >3 and i < n.

It remains to consider the case n = 3.

Suppose that in the first iteration the tuples a = cde and b = —cde were chosen for some
¢, d, e in {0, 1}. Then in the second iteration we may choose a = cd—e, b = c—d—e (and
M = {—c—de, —cd—e, —c—d—e, cd—e}) or a=-cd—e, b=—-Cc—d—e (and M = {—c—de,
cd—e, c—d—e, c—de}). In both cases we have the pair of tuples in M differing only in the
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third component; a = —c—de, b = —c—d—e in the first case and a = c—d—e, b = c—de in the
second case. The statement is proved.

Thus, we have the following: F, n » is not empty for any n > 2. Hence, taking into ac-
count the properties 4 and 6, we get

Statement 3. The class F, m « is not empty for any n, m, k, such thatm>n>k > 3.

Statement 3 and property 7 give the complete decision of the existence problem for
functions in class Fn m .

Unfortunately, the algorithm does not possess the completeness property, i. e. it can not
costruct all fuctions in F, ,, n, even if we change the step 1 to the following more general
one.

1'. Let F be a permutation on the set {0, 1}", such that any coordinate function of F es-
sentially depends only on one variable (not obligatorily the i-th coordinate — on the i-th vari-
able; but, of course, F depends on all n variables).

For example, the function F: {0, 1}* — {0, 1}* with the value vector F = (0, 1, 2, 6, 7,
4, 5, 3) having coordinate functions f; = X; + XoXs, f2 = X1+ X2 + X1X3, f3 = X3+ X3 + XoX3, IS In
Fs3 3 3 and can not be built by the algorithm above, because it is an even permutation (ob-
tained from identity permutation by four transpositions (011,110), (011,101), (011,100),
(011,111)), while the algorithm for n = 3 produces only odd permutations.

Notice, that the change of step 1 by 1' does not affect the permutation parity, because
the invertion of i-th variable of n-ary function F is achieved by 2" transpositions of value
vector: for example, for i = 1, we need to exchange values F(0, ay, ..., a,) and F(1, ay, ..., an)
for any (ay, ..., a,) in {0, 1}"*. The swapping of variables x; and X; is achieved by 2" trans-
positions: for i =1, j = 2, we need to exchange values F(0, 1, a3, ..., a,) and F(1, 0, a3, ..., a,)
for any (as, ..., an) in {0, 1}"% Both numbers (2"* and 2"%) are even for n > 2.

Direction for further research are the building an algorithm that can construct any func-
tion in F, m « and the investigation of cryptographic properties of functions constructed with
the algorithm, such as correlation and algebraic immunity, nonlinearity, propagation crite-
rion, and so on.
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