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A class of symmetric iterative block ciphers called SIBCiphers is defined. Each
round of a cipher in this class is represented by an injective system of Boolean func-
tions each depending on a small number of arguments being some inputs to the round.
Round key in it includes some of these functions and (or) their actual arguments. The
ciphertext bitstring is obtained by permuting the bits on the outputs of the last round.
Contemporary symmetric block ciphers with additive round keys belong to this class.
Two other subclasses of SIBCiphers are described. They are called by names Lucifer
and Feistel and constructed according to the known cryptographic schemes originally
suggested by H. Feistel and implemented in ciphers LUCIFER and DES respectively.
Some synthesis problems for SIBCiphers are discussed.
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INTRODUCTION

With the insignificant exception (LUCIFER [1] for example), the most contemporary
symmetric iterative block ciphers are characterized by the following properties:

1) round functions of a cipher are some superpositions of elementary logical operations
such as negation, conjunction, disjunction, modulo addition, cyclic shift, permutation and so
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on as well as substitutions being some little and fixed systems of Boolean functions in a
small number of variables;

2) round keys are additive, that is, they are only used as the operands for an addition
operation (similar to key @ x or key + x mod m).

Because of these properties, the ciphers are susceptible to algebraic attacks based on
solving systems of equations connecting symbols in keys with the symbols in plain and en-
crypted texts [2, 3], to differential cryptanalysis [4, 5], and to attacks on the basis of statisti-
cal analogues [6], particularly to linear cryptanalysis [7, 8].

At the beginning of his scientific career (the first half of 1960s), the author of this ar-
ticle researched symmetric stream ciphers with filter keystream generators, where a filter
Boolean function essentially depends on a small number of variables that are components of
a generator state and together with these components and, possibly, with the numbers of
them form the key of the cipher [9]. The cryptanalysis results for this cipher have been pub-
lished in [10-13]. The problem that has been solved consists in the following: given a piece
of the keystream, determine the essential arguments of filter function and its values for all
values of these arguments. The problem is not reduced to solving a system of equations, to
differential cryptanalysis, and to attacks on the basis of statistical analogues.

In [14], the watermarking ciphers are defined. They protect both the confidentiality and
the usage legality of information. Some examples of stream watermarking ciphers with func-
tions playing the role of a key are given in [14].

The idea to use sets of Boolean functions in a small number of variables and their ac-
tual arguments as round keys in symmetric iterative block ciphers has been offered in [15],
where such ciphers are called SIBCiphers (from Symmetric Iterative Block Ciphers). Here
after correcting detected misprints in [15], an English version of the paper [15] is presented.

Below we define the general scheme of a SIBCipher, classify such ciphers and de-
scribe two subclasses of them generalizing the known cryptographic algorithms LUCIFER
and DES [1] suggested by H. Feistel, and, at last, formulate some problems concerning the
synthesis of SIBCiphers.

GENERAL SCHEME OF SIBCIPHER

Everywhere below, for any string x = xiX2 ... xpand t = 1, ..., m, it is supposed that

X[t] = X¢.
= Gtenerally, in the scheme of a r-round SIBCipher C with the information blocks of
length n, the I-th round, I = 1, 2, ..., r, is described by a system of n Boolean functions g,
o, ..., g® each depending on a k variables, k < n, and by n mappings n": {1, 2, ..., k}
— {1,2,...,n},i=1,2, ..., n, with the surjectivity property, that is, for any m {1, 2, ...,
n}, the equality m = n(j) holds for someie{1,2, ...,n}andj e {1, 2, ..., k}, such that the
mapping g¥: {0, 13" — {0, 1}", where g”(u) = g"(v)) 9"(v,) ... gP(v,) for any
U=uly ... Uy €{0, 1}" and vi = u[n® )] u[n® )] ... u[n" (K)], i =1, 2, ..., n, is injective.
For the function g’ here, n{® (1), ..., n" (k) are the numbers of its actual arguments taken
from the members uy, us, ..., u, of an information block u given on the inputs of I-th round.
So, g is a function in variables uli], uliz], ..., u[i] if n"(j) =i, j =1, 2, ..., k. The result

of transformation of u by I-th round is the information block g®(u) on the outputs of this
round. The inverse transformation of g”)(u) into u is possible because of injectiveness of g.
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By the definition, the mapping g is the I-th round function of the SIBCipher C, and
Boolean functions g are its components also called the I-th round component functions of

C.

For every | =2, 3, ..., r, an information block on inputs of I-th round coincides with
the information block on outputs on (I — 1)-th round. It is also supposed that in the general
scheme of a SIBCipher there is a permutation h: {0, 1}" — {0, 1}" defined as h(u;u; ... u,) =
=ulis] ufiz] ... ufin] for a substitution n: {1, 2, ..., n} —=>{1, 2, ..., n}, where n() =i;,j = 1, 2,
..., N. The permutation h is applied for permuting symbols of information block on outputs
of the last (r-th) round.

Thus, in the SIBCipher C, a plain text xe{0, 1}" is encrypted into a cipher text ye{0,
13" computed as y = hgg® 2 ... g®™(x), which in turn is decrypted into the plain text x
computed as x = (@) ... @) (g™) *h(y).

Here and everywhere below, for any mappings fi, fo, ..., fn, the expression fif,...fn(a)
means fi(fo(...(fn(a))...)).

Evidently, if some mappings h®: {0, 1}" — {0, 1}*" and G": {0, 1}*" - {0, 1}" are
defined (in the above notation) as h®(u) = viv, ... vy and GOvavs ... v) = g (v,) g (v,)
... g®(v,), then GP(h®u)) = g”(u) and the encryption in a SIBCipher can be represented

as a «flaky pie», where mappings h® and G" alternate and the plain text x is encrypted into
the cipher text y = hGPhOGIDhD  cOhB(y),
According to their destination, the round component functions g and the connecting

them mappings n, n in the SIBCipher C are called, respectively, functional and connecting

components of the cipher C. It is supposed that the key of the SIBCipher C is defined as a
subset of its functional and (or) connecting components. Thus, any specific SIBCipher is
uniquely determined by its own parameters n, k, r, components (functional and connecting)
and a subset of last ones as a key.

SOME SUBCLASSES OF SIBCIPHERS

Different subclasses of SIBCiphers are defined by setting some limitations on the as-
sortment of components in them and on selection of key components. One such subclass
consists of SIBCiphers with fixed connecting components and variable functional compo-
nents playing all together the key role. The other subclass, on the contrary, contains SIBCi-
phers with the fixed and, possibly, identical functional components and with the variable
(key) connecting components. The third subclass consists of SIBCiphers with each round
key including simultaneously some functions used in the round and their actual arguments.
This is the case when the cryptanalysis of a SIBCipher with the threat of discovering its key
implies the determination of both key functions and their essential variables. We don't know
how the methods in [10-13] solving the last problem may be applied in this case.

The set of all symmetric iterative block ciphers with additive round keys is, in fact, a
subclass of SIBCiphers. Indeed, adding a key and an argument of a function replaces the lat-
ter by another function as follows: f(k + x) = gk(x). Thus, a cipher with the additive round
key k is equivalent to a SIBCipher with the functional key gx. For instance, DES can be con-
sidered as a SIBcipher, where each round key consists of 32 Boolean functions implemented
by S-boxes and each depending on 6 variables. As a matter of fact, the use of an additive key
is a specific way to select a function from a set, and thus to put a certain functional round
key. In particular, this means that the cryptanalysis of SIBCiphers may result in new meth-
ods for cryptanalysis of traditional symmetric block ciphers with additive round keys.
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FEISTEL SIBCIPHERS

In a Feistel SIBCipher, an information block u {0, 1}" has an even length n and is
represented by the concatenation of its left and right halves of length n/2. For u = LyR, and
Lo, Ro €{0, 1}"2, in I-th round of the cipher g"(u) = L1Ry, where Ly = Rg and Ry[i] = Lo
M@ @ OR[N, (D] ... Ro[n),.; (k — 1)]) for some Boolean functions f.": {0,
1} — {0, 1} and for some surjective systems of mappings n": {1} — {1, 2, ..., n/2} and
N, 1,2, .., k=1} > {1,2,...,n/2},i=1,2, ..., n/2. The inverse transformation of
LsR; into u = LoRy is made according to the equalities: Lo[n® (1)] = Ru[i] ® £ (La[n{);.,
W1, .., i, (k=D)D),i=1,2, ...,n/2,and Ry = L.

It is immediately verified that g”(u) = g"(LoRo) = 9 (v,) 9" (v,) ... g®(v,), where

g:fl)(vl) gr(1ll)2(vn/2) =Vi... Va2 = R01 V2 +i = LO[T].(U (1)]R0[77n/2+| (1)] RO[TIn/2+. (k - 1)]!

Onzei Wiz +1) = Loln® (D] © £ (Ro[My /2o (D], - RolMizi (k= D) = Rulil, i = 1, ..., n/2.
Thus, the cipher just described is really a SIBCipher. The round equations in this SIBCipher
looks like the round equations in the Feistel’s cryptographic scheme. Therefore, we call it
Feistel SIBCipher.

LUCIFER SIBCIPHERS

A SIBCipher of the subclass Lucifer is characterized by the foIIowing properties: (a)
n=ks, s>1; (b) for any pair (I, t), I=1,2, ..., rand t =1, 2, ..., s, the mapping G :

{0, 1} - {0, 1}* defined as G (z) = g(&')l)kﬂ(z) 98 1yks2(2) gt"(z) for all z {0, 1}%,

a substitution; (c) n(t ks = n(t "pks2 = --- = mi, that is, all the functions g(t Tokijr 1 = 1.2,
., k, depend on the same set of arguments; and (d) the values n{’ (j) forall j =1, 2,..., k and

t=1,2, ..., s are distinct, therefore the mapping n: {1, 2, n} —{1, 2, ..., n}, where

n(t-Dk+j)=nP@G forallj=1,2, ..., kand t=1, 2, isa substltutlon and the

mapping h": {0, 1}" — {0, 1}", where h(')(u) = h®(u) hé')(u) ...hs(”(u) and h®(u) = u

[MP@TUMP@)] ... u[n® (k)] forue{0, 1}"and t=1, 2, ..., s, is a permutation.

In other words, all Boolean functions in I-th round and their arguments uy, Uy, ..., Uy in
an information block u = uju; ... uy on the inputs of the round are devided into s subsets

FO={0 ;1 1=12, ... kKrand Z0 ={u[n®(j)]:j= 1,2, ..., K}, respectively, each of

cardinality k such that arguments in z{" and they only are the arguments for any function in

F." and the functions in F.”are the coordinate functions of the substitution G, t = 1, 2,
,s. Thus, g¥W) = GO (U@ 1 ulr® @] ... uln® K1) G UG @] uln )] ..

[n2k KD ... GO UMY @] UMY )] ... u[n® (K)]), the substitutions G, ..., G" here

play the role of invertible S-boxes, and s is the number of them in each round of the cipher.

If the mapping EV: {0, 1}" — {0, 1}" is defined as E®(u1u, ... up) = G (uy ... u) G{”
(Uk+1 -0 U ... GO (Ugs —1)k +1 .- Usk), then the encryption and the decryption in this SIBCi-
pher can be made in the following ways: y = hEOhWEC DR EOR®(x) and x = (h®)?
EDY .Y TETD) T () ED) Th (y) respectively.
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As in the general scheme of SIBCipher, the key in the last SIBCipher may contain any
its components g, n” and n. It can also be put by a subset of mappings G, h{" and h.

In particular, if forallt=1, 2, ...,sand 1 =1, 2, ..., r, the substitutions G are taken

from two possible ones, say Sp and S;, and the SIBCipher key only consists of all of them,
then the SIBCipher is the cipher known as LUCIFER [1]. That is why we call the subclass of
these SIBCiphers by this name.

SYNTHESIS PROBLEMS FOR SIBCIPHERS

There are at least two problems in the synthesis of SIBCiphers according to the general
scheme: 1) generating systems of functional components g in a small number of variables

such that the round mappings g are injective and 2) selecting a key subset of functional and
(or) connecting components having a real key length and providing a needed resistance of
the cipher to the possible methods of cryptanalysis. Besides, for preventing attacks exploit-
ing cryptographic weaknesses of Boolean functions, the functional components in SIBCi-
phers should be balanced and of high correlation immunity, nonlinearity, avalanche criterion,
etc. [16-18].

The application of additive round keys is only one of approaches to solving the second
problem but it narrows the class of ciphers under consideration. The constructions of Feistel
and Lucifer SIBCiphers demonstrate two other approaches to solving this problem.
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