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Abstract

In the article an open Markov queueing G-network with incomes and random
waiting time of negative customers has been considered. Negative customers de-
stroy positive customers on the expiration of a random time. Queueing system
(QS) receives a certain random income when positive customer arrives to it and
loss when negative customer arrives to it. A technique for finding the expected
incomes of the network QS has been proposed. In information systems and net-
works negative customers may describe behavior of requests for service, at which
request is a command to stop the operation being performed or the behavior
of computer viruses, the effects of which on the information (positive customer)
occurs through a random time and has a damaging effect.

1 Introduction

Consider an open G-network [1] with n single-queues QS: Sy, Ss, ..., S,. Lets introduce
system Sy, from which Poisson flow of customers arrive to the network. The network
state at time ¢ described by the vector k (t) = ((k1(t),11(t)), ..., (kn(t),1,(t))), which
forms a homogeneous Markov process with a countable number of states, where the
state (k;(t),l;(t)) means, that at time ¢ in QS S; there are k; positive customers and [;
negative customers, i = 1,n. We introduce the vectors k (t) = (ky (t), ko(t), ... , kn(t))
and [ (t) = (I (t),la(t), ... , (D).

External arrivals to the network, service times of rates and probabilities of customer
transitions between QS depend on time, [2]. In QS S; from the outside (from the
system Sj) is coming a Poisson stream of the positive customers with the intensity
A (t) and Poisson stream of negative customers with the intensity Ag;(¢), ¢ = 1, n.
All flows of customers incoming to the network are independent. Lets p; (k;i(t)) —
service rate of positive customers in QS S; at time ¢, depend on count of customers
at it system, i = 1, n. If in QS S; at time ¢ there are k; (t) customers, then the
probability, that the positive customer serviced in QS S; during time [t,t + At), are
equals ;" (k;(t)) At + o (At). Positive customer, get serviced in S; at time ¢ with
probability p;; (t) move to QS S; as a positive customer, and with probability p;;(t) -
as a negative customer, and with probability p;(t) = 1 — Z;'L:1 [pj;(t) + Py (t)] come
out from the network to external environment, i, j = 1, n.

Negative customer is arrived to QS increases the length of the queue of negative
customers for one, and requires no service. Each negative customer, located in i-th

287



QS, stay in the queue random time according to a Poisson process of rate u; (I;),
i = 1, n. By the end this time, negative customer destroy one positive customer in
the QS S; and leave the network. If after this random time in the system there are no
positive customers, then given negative customer leave network, without exerting any
influence on the operation of the network as a whole. Wherein probability that, in QS
S; negative customer leave queue during [t,¢ 4+ At), on condition that, in this QS at
time ¢ there are [; negative customers, equals p; (I;) At + o (At).

2 Finding expected incomes of network systems

Consider the dynamics of income changes of a network system S;. Denote by the V;(t)
its income at moment time ¢. Let the initial moment time income of the system equal
Vi(0) = vj. The income of its QS at moment time ¢ + At can be represented in the
form

Vi(t + At) = Vi(t) + AVi(t, At), (1)

where AVj(t, At) — income changes of the systemS; at the time interval [t,t+ At),
i = 1,n. To find its value we write down the value of the conditional probabilities of
events that may occur during At and the income changes of its QS, associated with
these events:

1. With probability pgl) (t, At) = \(;(t) At + o (At) at moment time ¢ to the system
S; from the external environment will come positive customer, which will bring an
income to the amount of r¢;, where ro; — random variable (RV), expectation (E) which
is equals E {ro;} = ap;, i = 1,n.

2. With probability p§2) (t, At) = X\, (t)At + 0 (At) in the QS S; at moment time ¢
from the external environment will come a negative customer, i = 1, n; income change
of this system this case will not occur.

3. If at the moment time ¢ at the system S; is located k; (t)of positive customers,
then with probability pg?’) (t, At) = pif (ki (t)) w (ki(t)) pio(t) At + o(At), where u(x)—
Heaviside function, positive customer comes out from the network to the external
environment, while the total amount of income of QS S; is reduced by an amount
which is equal to —R;g, where E {Rio} = big, i = 1, n, pu; (0) = 0.

4. With probability p (¢, At) = u; (L(t) u () At + o(At) in QS S; at the
moment time ¢ negative customer, destroying positive customer in QS 5;, will leave
the network, i = 1,n; In this case income for the system S; decreases by an amount
RIS, E (RS} = U, i (0)=0,i=T,n.

5. If at the moment time ¢ in QS S; there were [; (t) negative customers and there
were not positive customers, then negative customer leaves this QS with probability
pl@ (t, At) = p; (Li(t)) (1 —u(ki(t)) At + o (At), i = 1,n. In this case income change
of QS S; will not occur, i = 1,n.

6. If at the moment time in the system S; there is positive customer, then after
finishing it servicing in QS S; it move to QS S; as a positive customer With probability
pEG) (t, At) = g (ks(t) u (ki(t)) pifi (1) At + 0 (At), i, j = 1, n, i # j; in such a transition
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income of system 5; decreases by an amount R;;, and income of system S; will increase
by this amount, where F {R;;} = aj, i,j = 1, n, i # j.

7. If at the moment time ¢ in system S; there is positive Customer, then serviced in

S;, it will move to system S; with probability pl (t At) = pi; (kj(t) u (k;(t)) pf;(t) At+
o (At), at the same time income of QS S; decreases by an amount rji, and income of
QS S; it will increase by the same amount, where E {r;;} = bj;, 1,7 =1, n, i # j.

8. With probability pi” (£, At) = ui (ki(t))u (1;(t)) p; (t) At + o (At) positive cus-
tomer, serviced in QS S;, at the moment time ¢ forwarded to QS S; as negative customer
i,j =1, n, i # j; in such a transition system income of S; decreases by an amount Rgeg ,
and income of system S; will not change, where E {R"eg =ay i, ) =1,n, 1 #j.

9. With probability

O, At)=1— {&i(t) + A6i (8) + i ()P (8) + py (1) + Z ()i (t

+ > uf (Opf(t) + Z i (t)py; (t } At + o0 (At)
j=1

on time interval [t,t + At) there will be no change of system S; nothing is going to
happen (not a positive customer or a negative customer is received and no customer
is serviced), in this case, the total income of S; may increase (decrease) to the amount
of r;At, where E {r;} =c¢;, i =1, n.

It’s obvious that r;;(§;) = R;(§;) with probability 1, i.e. bj; = aji,i,7 = 1, n.
Suppose that at any instant of time RV ro;, Ry, Rig?, Rij, 75, R;;? does not depend
on RV r;.

We will assume, that all network systems are single-queues and customers ser-
vice rates in QS S; has an exponential distribution with rate . (¢); let also negative
customer, arrives to QS 5;, will leave it queue after a random time, that has an ex-
ponential distribution with rate pu; (¢). Consequently, in these cases, we obtain, that
pi (ki) = u (ki(t) i (1), gy (1) = uw (l:(#) i (t), i = T,m.

In addition suppose, that all systems operating under heavy-traffic regime, i.e.
ki(t) > 0Vt > 0,7 =1, n. In the simulation, the effect of virus penetration into a
computer network or during a computer attack on it occurs just such a situation. Also,
we assume, that [;(t) > 0Vt > 0, i = 1, n. Then it follows from the foregoing

(70 + 1At with probability A (t )A o (At),

—Rio + ri At with probabzlzty wi () pi (£ At + o(At),
— Ry + ri At with probability l%_ (t)q:0(t) At + 0 (AL)

—R;; + r At with probability [I,l T ()ph ()AL + 0 (At),

AV (t, At) = { Ti T T At with probability ) (t)p);(t)At + o (At), 2)
— R 4 r At with probabzlzty ,u+( )pi; () At + o (At),

nAt with probability 1 — {\§;(t /\gl( )+

i (Opio(8) + pg (8) + 225 1 (t Py )+

+ i OPR() + X i (1) t}At,sz—n,m.
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Therefore, taking into account (2) E{AV; (t, At)} = fi(t)At + o (At), where

Filt) = (A1) + Ao (1)) ao +Z (1 (0D (£)bgi)+
+ pr lai o (8) + ¢ (i (8) + 1y (8))] +

+Z [ () (£)(2¢; — i) | — biop (8)p35 () + big 1y () + ¢

For v; (t) = M {V; ()} from (1) we have v; (t + At) = v;(t)+ E {AV; (t, At)}, where,
passing to the limit At — 0, we get linear inhomogeneous differential equations of first

order d%ft) =fi(t),i=1,n,ie.

dt = (A(—;_z( ) + )\Oz a()z + Z MJ pﬂ +

+ pr ) L ut (0) + s (i (0) + 7 ()] +

n

+ > [P (0)(2e; = aiy)] = biopd ()pf (1) + i (1) + ¢

J=1

By setting the initial conditions v;(0) = v, @ = 1, n, we can find the expected
incomes of the network systems. In this way

v; (t) = vio ( /fZ Ydr, i=1,.
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