PEDEPAT
Yupko EBrennii JleoHuaoBn4
3amura nHpOpMaIUM B CHCTEMAX 3JIEKTPOHHOI0 JOKYMEHT0000poTa Ha
npumepe opranuzaunu OTkpbiToe akuuoHepHoe 00mecTBo «OIITIJI»

O0beM UIIIIOMHON paboThl COCTOUT U3 57 CTpaHUll, BKIOYAET 33 MO3UIMH B
CIIMCKE UCTOYHUKOB U JINTEPATypbl, | PUCYHOK.

KawueBbie caoBa: HNHOOPMALNA, 3AIIWMTA HWHOOPMAILINNA,
DJIEKTPOHHBI JIOKYMEHT, DJIEKTPOHHBIM JOKYMEHTOOBOPOT,
CUCTEMA 3AUINTHI NHOOPMALINUN, NHOOPMALMOHHAA
BE3OITACHOCTD.

AKTYaJIbHOCTH PadOThI OINpEAeNseTcsl TeM, 4YTO pPa3BUTHE OEI0PYCCKOro
oOlecTBa  XapakTepu3yeTcsi BHEAPEHHEM B  OpPraHU3alMsIX  3JIEKTPOHHOIO
NOKyMeHTooOopoTa. CHCTeMbl 3JIEKTPOHHOTO JOKYMEHTOOOOpOTa MOPOXKIAIOT
HOBBIE  YSI3BUMOCTH, BeOb C pocToM cioxHocth UWUT-undpacTpyKrypsl
IPOMOPIMOHATILHO YBEJIMUMBAIOTCS PUCKH, CBA3aHHBIE C Pa3HOOOPa3HBIMU yTPO3aMuU
MH(OPMALIMOHHON 0E€30MaCHOCTH.

B Otkpeitom akuuoHepHoM  obmectBe  «OIITOJ»  BHeapsiercs wu
(GYHKIMOHUPYIOT CUCTEMBI JIEKTPOHHOTO JOKYMEHTOOOOPOTa, UTO B CBOIO OYEPEh
TpeOyeT COOTBETCTBYIOLIMX Mep [0 OpraHu3aluy 3alluThl HHPOpMAlUMU Ha
IpENNPUATUH.

OO0beKT HccjieqoBaHus: 3amKTa MHOOPMALMK B CHCTEMaX 3JEKTPOHHOTO
JOKYMEeHT0000poTa OTKPHITOro akimoHepHoro oduiectsa «OITTIJDy.

Heab padoThi: pa3padoTarh peKOMEHAAIMH IO COBEPIIEHCTBOBAHUIO 3aIUTHI
uHpopmannu Ha OTKPBITOM akuoHepHOoM obuiecTBe «OITTIJDy.

MeToabl ucciieJOBAHMS: aHAIN3, CHHTE3, ONKCaHue, HAOIIOIEHHUE.

IMosyyeHHble pe3yabTaTbl M HMX HOBM3HA. B jaumiomHoil pabote
paccMOTpeHa HMCTOYHMKOBasg 0Oa3a M ucTopuorpadus, HCCIEAOBaHA 3alluTa
uH(pOpMaLlMM B CHCTEMAaX »dJIEKTPOHHOIO JIOKyMEHTOOOOpOTa, MPOBEAECH ayJIuT
3alUThl HHPOPMALIMU B OpPTraHU3ALIMH.

HoBu3na naHHOM paboThl 3aK/OYaeTCs B TOM, 4YTO ObUIM pa3pabOTaHbI
METOJUYECKHE PEKOMEHJALMK [0 COBEPIICHCTBOBAHUIO 3aIUTHI HHGOpMalUu
OTKpPBITOrO akiuoHepHoro obmiectBa «OIITIJI», cOOTBETCTBYIOIUE 0COOECHHOCTSAM
peanpUsATHUS.

IIpakTHyeckasi 3HAYUMOCTb MOJYYEHHBIX pe3yJabTatoB. [IpencraBneHHbie
BBIBOJIbI M MIPEJIOKEHUSI MOTYT OBbITh MCIOJIb30BaHbl B HAYYHO-UCCIEI0BATENbCKON
NEeSATEeNbHOCTH IJIsl JalbHEHIIEero u3y4eHusl BbISIBIEHHBIX MPoOsieM; npu pa3padboTKe
y4eOHBIX TTOCOOUM; ISl CO3JaHUs CUCTEM 3aIIUThl MHPOPMAILIMKU B OpTraHU3aLUSIX.

Pabota BbINONIHEHA aBTOPOM CaMOCTOSATEIbHO. Jlpyrre aBTopbl B MPOBEACHUU
UCCJIeIOBaHUsl y4yacTHsl HE MpUHUMaIU. Bce 3aMMCTBOBaHHbIE M3 HMCTOYHUKOB U
JUTEPATYPhI UIEU U MOAXO0AbI COMPOBOXKIAIOTCS CChIIIKAMU HA UX aBTOPOB.



PODEPAT
Ypipko Ayren JleaninaBivu
AbapoHa iHpapmaubli y cicTIMAaX JIEKTPOHHAIa JaKyMEHTa3BapoTa Ha
NPBIKJIaJA3e apraizanbli AAKpbITae akubisiHepHae TaBapbicTBa «OILITIJI»

AO’éM NBITUIOMHAM Mpansl cKiaaaena 3 57 ctapoHak, yTpeiMiliBae 33 ma3iubli
¥ cmice KpBIHII 1 JIiTapaTypsl, | MatoHKa.

KmwouaBbist  ciaoBbl: [HOAPMAIIBISI, ABAPOHA TH®APMAIIBII,
DJIETPOHHBI JAKYMEHT, SJIEKTPOHHBI JNAKYMEHTA3BAPOT,
CICTOMA ABAPOHBI IHOPAPMAILIBIL, IHGAPMAIIBIMHA ST BSICTIEKA.

AKTyajibHACllb MNpalbl BbI3HAUaeCllla ThIM, IITO pa3BilIe Oegapyckara
rpaMajicTBa XapaKTapbI3yelllla BbIKAPBICTAHHEM Y apraHi3albiiX 53JEeKTpOHHara
nakymeHTa3zBapoTa. CICTAMBI AJIEKTpOHHAra JaKyMEHTa3BapoTa CTBaparollb HOBbIS
xi0b1, 00 3 poctaMm ckianaHacii IT-iHppacTpykTypbl TlaMepHa NaBsUIiYBAIOIIA
PBI3BIKI, 3BSI3aHBIS 3 pa3HAaCTaliHbIMI NTarpo3ami 1HpapmalbliiHai OscreKi.

Y AIKpbITBIM akubisiHepHbIM TaBapbicTBe «OIITIJI» ykapanstonma 1
(YHKUBISTHYIOIb CICTAMBI 3JIEKTPOHHAra JaKyMEHTa3BapoTa, IITO Yy CBal Yapry
narpa0ye aAmnaBeAHBIX CpOJAKAY Ta apraHizambll abapoHbl 1H(apmaibll Ha
paanpbIeMCTBE.

A0’eKkT paacjenaBaHHsi: abapoHa iH(apManblli Y CICTAIMax »dIIEKTpOHHAra
JNaKyMEHTa3BapoTa AJIKpbITara akuplssHepHara taBapbicTBa «OIITIJI».

MbsTa mpanbl: pacmpaiiaBaib piKaMeHJalbll Na YlacKaHAJICHHIO a0apOHBI
iH(apmarlpli Ha AJIKPBITBIM aKIbITHEPHBIM TaBapbicTBe «OITTIJD».

MbTaabl AaciaeaaBaHHsA: aHaJi3, CIHTA3, alliCBaHbHE, Ha31paHHE.

ATpbIMaHbIf BBIHIKI 1 iX HaBiHa. Y JAblIUIOMHAK mOpamsl pasmieaKaHbl
KpBIHIIBI 1 TicTopeiarpadis, AacienaBaHa abapoHa iHdapmaiblli Y cicTaMmax
AJIEKTpPOHHAra JaKyMEHTa3BapoTa, MpaBeA3eHbl ayabIT abapoHsl 1H(apMaubl ¥
apraHi3arpli.

Hapina maa3enHail mpanbl MechLiliia ¥ ThIM, IITO OBbUIl paclpalaBaHbl
METaJIbIUHbIS PIKaMEH/allbll Ma YJacKaHaleHHI0 abapoHbl 1H(papmalpll AJKpbiTara
akupisHepHara TaBapbictBa «OIITIJI», mamepHbist acabiiBacIsiM MpaipbIeMCTBA.

IIpakThIyHas 3HAYHACHb ATPLIMaHbIX BbIHIKaY. [Ipajncraynensisa BbIHIKI 1
IparmaHoBbl MOTYLb OBIIl BBIKAPBICTaHbl ¥ HABYKOBa-facienyail A3edHacll asis
HACTYMHAra BBIBYYDHHS BBIAYJICHBIX MpadiieM; Mpbl pacnpanoyibl HaByYalbHBIX
JanamMoKHIKaY; ISl CTBAPIHHS CiCTAM abapoHbl 1H(papMalbll ¥ apraHizaublsix.

[Ipana BblkaHaHa ayTapaM camacToWHa. I[HIIbIA ayTapsl ¥ MpaBaI3eHH]
JacielaBaHHs yi3eny He IpbIMajli. Yce 3ama3bluaHHblsl 3 KPBIHIL 1 JIITapaTypsl 1431 1
NaJIbIXO/IbI TTpaBajKaroIIIla CllacbUIKaMi Ha 1X ayTapay.



ESSAY
Yauhen Leanidavich Chyrko
Data protection in electronic document management systems on the
example of OPTEL LLC

Thesis consists of 57 pages, including 33 positions in the list of sources and
literature, 1 drawing.

Key words: INFORMATION, INFORMATION SECURITY, ELECTRONIC
DOCUMENT, ELECTRONIC DOCUMENT MANAGEMENT SYSTEMS,
INFORMATION SECURITY SYSTEM, INFORMATION SECURITY.

The relevance of the thesis is determined by the fact that the development of
the Belarusian society is characterized by the overall implementation of electronic
document management in organizations. Electronic document management systems
generate new vulnerabilities, because with the increasing complexity of the IT
infrastructure in proportion to the increased risks associated with a variety of threats
to information security.

Electronic document management systems are integrated and applied in
OPTEL LLC, that requires appropriate measures to be taken in order to protect the
information at the enterprise.

The study subject of research: the information security in electronic
document management systems OPTEL LLC.

The thesis’ target: to develop recommendations in order to improve
information protection at OPTEL LLC.

Methods: analysis, synthesis, description, observation.

The results and their novelty. In the thesis the source base and
historiography was analyzed, data protection of the electronic document management
system was examined, an audit of the information protection at OPTEL LLC was
performed.

The novelty of this work lies in certain recommendations on improvement of
information security in the organization were developed, taking into account the
peculiarities.

The practical significance of the results. The conclusions and suggestions
developed in the thesis can be used in further scientific researches to explore the
identified issues; in the development of training manuals; for building information
security systems in organizations.

This 1s a self- study independent work. Other authors did not participate in the
study. All borrowed ideas and approaches from the literature sources and are
accompanied by references to its authors.



