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PE®EPAT

Junnomuas pabora, 51 c., 5 Tabmn., 24 pwuc., 5 mguarp., 1 npunox., 12
HCTOYHHMKOB.

KOMIIBIOTEPHBIMM BUPYC, CETEBBIE ATAKH, CHUTHATYPA,
AHTHUBUPYCHAS TIPOTPAMMA, AHTUBUPYCHBLIMI CKAHEP, MDS5,
AJITOPUTM KHYTA-MOPPUCA-TIPATTA, AJITOPUTM BOMEPA-MVPA,
MOJUOUKALIMSA AITOPUTMA BOMEPA-MVYPA.

OOBekT HCCIICA0BAHNA — KOMIIBIOTCPHBLIC BUPYCHI.

Lenps paboThl — CO3AaHNE aHTUBUPYCHOTO CKaHepa AJisi OOHAPYKEHUSI BUPYCOB
U3 AaHTUBUPYCHON O0a3bl, HCCIEAOBAaHUS OCHOBHBIX QJITOPUTMOB [JIsl TIOHMCKA
MOJICTPOKHU B CTPOKE, CPABHUTEINIbHBIN aHAIN3 U pa3pab0oTKa MOAU(PHUKALIMKI OJJHOTO
U3 AIITOPUTMOB.

MetonoM uccnenoBaHus SBISETCS CPABHEHUS MPEUIOKEHHBIX aIrOPUTMOB Ha
peaMeT BbiJeaeHUs 2((HEKTUBHOTO alropuT™Ma.

Pe3ynbrar - aHTUBUPYCHBIN CKaHEp, CIIOCOOHBINA OOHAPYKUTh KOMITBIOTEPHBIM
BUPYC MO U3BECTHON CUTHATYPE U3 aHTUBUPYCHOM 0a3bl, CPABHUTEIIbHBINA aHAIU3
QITOPUTMOB JIJIsl TIOMCKA TOJICTPOKU B CTPOKE, MOAU(ULIUPOBAHHBIN aJITOPUTM H
€ro CpaBHEHUS ¢ OOBIYHON BEpCHUEH.

OOnacTh TNpUMEHEHHs — 3allldTa OT KOMIIBIOTEpHBIX BHpycoB. Jlis
OJTHO3HAUYHOTO OOHAapy>KE€HUs BUPYCOB HCIIOJIB3YETCS YHUKAaJbHAs CHUTHATYypa,
KOTOpasi BBIJIENSETCS IMyTeM TIHIATEIbHOTO MPOCMOTpPa BHUPYCHOro oOpasla.
[Ipumensiercs mnpeajioxkeHHas Moaudukanus aiaroput™ma boiiepa-Mypa mis
3¢ hexkTUBHOrO 0OHAPYKEHUSI BUPYCHBIX CUTHATYP B MPOBEpsieMOM aiie.



ABSTRACT

Graduate work, 51 p., 5 tab., 24 img., 5 diag., 1 app., 12 sources.

COMPUTER VIRUS, NETWORK ATTACK, SIGNATURES, ANTI-VIRUS
SOFTWARE, ANTI-VIRUS SCANNER, MD5, ALGORITHM KNUTH-
MORRIS-PRATT, ALGORITHM BOYER-MOORE, MODIFICATION OF
ALGORITHM BOYER-MOORE.

The purpose of the work - the creation of the anti-virus scanner to detect viruses
from the virus database, the study of basic algorithms to search the substring,
comparative analysis and development of the modification of one of the
algorithms.

The method of this study is the comparison of the proposed algorithms for the
efficient allocation algorithm.

The result - a virus scanner that can detect a computer virus known at the
signature of the virus database, comparative analysis of algorithms to search for a
substring in the string, the modified algorithm and its comparison with the normal
version.

Scope - protection against computer viruses. For unambiguous detection of
viruses using a unique signature that stands out by carefully watching the virus
sample. Applies the proposed modification of the Boyer-Moore algorithm to
effectively detect the virus signature to scan files.



