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PED®EPAT
Jluninomuas pabota, 47 c., 3 puc., 1 tabs., 18 ncrouHukos.

XML-3amuta nokymenros, XML Signature, XML Encryption, XAdES, BIIII,
dbopmarsr DLII.

O6nbekT uccnenoBanus — XML-3ammuTa 10KyMEHTOB.

Ilenp pabotel — m3yuuth TexHosormn XML Signature, XML Encryption u
XAdES, npoBecTr aHanu3 ys3BUMOCTH W PEaU30BATh JaHHBIE TEXHOJIOTUU TIPU
MIOMOIIM OTE€UYECTBEHHBIX KPUNTOIPahUUECKUX alTOPUTMOB.

Meronbl UCCIEIOBaHHUS — aHAIU3 MEXAYHapoAHbIX cTaHnapToB no XML-
3alUTe JOKYMEHTOB, aHAJIU3 CYUIECTBYIOIIUX MPOEKTOB 0 PEAU3alMU JTaHHBIX
CTaHJIapPTOB, peajn3alus COOCTBEHHOIO KPHUIITONpOBaiiiepa U BHEIPEHUE €ro B
IIPOEKTHI 10 TAHHBIM TEXHOJIOTHSM.

PesynbraTom siBisieTCss HaACTpOiiKa Haj Kpunrorpaduueckoir OMOIMOTEKOM
bee2, kortopas pealu3yeT OTCUCCTBCHHBIC KPHUITOTPA(QUUICCKHE aITOPUTMBI,
uHTepdeiicaMu s3bika Java W BHEJIpPEHHE OSTOM OOBS3KM B OMONMOTEKY st
co3nanus pacmmpennon JLII.

OO0macTbi0 IPUMEHEHUS SBISETCSA SJEKTPOHHBIA JOKYMEHTOOOOPOT U JIHOOBIE
chepbl, TA€ UCHONB3YIOTCS TexHoioruu mno XML-3ammure HOKyMEHTOB,
ONKCAHHBIEC B JAHHOM JIOKYMEHTE.



SUMMARY
Graduation assignment, 47 p., 3 pic., 1 t., 18 sources.

XML-document security, XML Signature, XML Encryption, XAdES,
electronic signature, electronic signature formats.

Obiject of study — XML-document security.

Purpose — to research XML Signature technology, XML Encryption and
XAdES, an analysis of vulnerability and implement these technologies using
national cryptographic algorithms.

Research methods - analysis of the international standards for the protection of
XML-documents, analysis of existing projects for the implementation of these
standards, the implementation of their own CSP and its implementation in projects
to these technologies.

The result is an add-on cryptographic library bee2, which implements the
national cryptographic algorithms, with Java language interface and the usage of
this add-on to the library to create enhanced electronic signature

The field of application is the electronic document and any areas where the use of
technology for XML-document security, described in this document.



