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PE®EPAT
Junnomuas pabota, 45 c., 4 puc., 1 Tabi., 10 HCTOYHUKOB.

OYHKIMA XOUIMPOBAHMS, KOHTPOJIb HEJIOCTHOCTU JTAHHBIX,
AYTEHTUYHOCTDb JOKYMEHTA, KOJUIN3MA XOHI-OYHKINH,
JJABUHHbBIN DODPEKT, COKUMAIOUIAA ©YHKIMA.

OO6mbekT nccienoBanus — pyHKuuU XsupoBanus. Llens paboTel — u3yuenue
HanboJee aKTyaIbHBIX MTOIX0/I0B KOHTPOJIS IIEJOCTHOCTH IaHHBIX HA OCHOBE XOIII-
(byHKIMi, BBISIBICHUE UX MPEUMYILECTB U HETOCTATKOB.

Pe3ynbpratamu sSIBISIETCS paCCMOTPEHHUE aKTYaIbHBIX MTOAXO/I0B
MPOEKTUPOBAHUA KpUNITOTpaPUUECKUX (PYHKIMI XAIIUPOBAHUS, BbIICICHUE UX
NPEUMYIIECTB U HEIOCTATKOB, PACCMOTPEHHUE BO3MOXKHBIX ITPOBOJIMMBIX aTakK Ha
X31-(PYHKIMH, peau3alus HEKOTOPBIX PYHKIMNA X3IIUPOBaHUS.

O05acThI0 IPUMEHEHHUS SBIISIOTCS KPUNITOTPAPUUECKUE CUCTEMBI IS 3alIUThI
TaHHBIX, FEKTPOHHAs! IU(PPOBask MOJIUCH, ACCOIIMATUBHBIE MACCHUBBI.

SUMMARY
Graduation assignment, 45 p., 4 pic., 1 t., 10 sources.

HASH FUNCTION, CONTROL DATA INTEGRITY, THE
AUTHENTICITY OF DOCUMENTS, COLLISION OF HASH FUNCTION, THE
AVALANCHE EFFECT, CONTRACTIVE FUNCTION.

Obiject of study - the hash function. Purpose - to study the most relevant data
integrity control approaches based on hash functions, identifying their strengths and
weaknesses.

The results is a review of current approaches the design of cryptographic hash
functions, highlighting their strengths and weaknesses, consideration of possible
carried out attacks on a hash function, the implementation of some hash functions.

Application areas are cryptographic systems for data protection, digital
signature and associative arrays.



