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PE®EPAT

B numiomuoii padote 39 crpanui, 10 pucyHKoB, 15 HCTOYHUKOB, 5 NPUITIOKEHUH.

KiroueBsie cnoBa: KPUTITOCUCTEMA MEPKIJIA-XEJVIMAHA, LLL-ATAKA,
ATAKA IMTAMHPA, ATAKA CAJIOMAA, CJIOJKHOCTb AJII'OPUTMOB, NP -
[TIOJIHOTA.

OOBeKT Uccle0BaHUs JAHHON JUIIOMHON pabOThl — 3TO KpUNITOCHCTeMa Mekia-
XemiMaHa W ee KpuOTocToWkocTh. Ilenbto wuccienoBanust ObUIO HU3yYEHUE U
dopManuzanuss HauboJjiee pacHpOCTPAHEHHBIX aTak, OLEHKa MX CI0XHOCTH,
SKCIIEpUMEHTaIbHAas MpoBepKa ux padboTel. [Ipu paboTe ¢ TeopeTHUeCKMM MaTepHaioM
OCHOBHBIMM METOJIaMHU MCCIIE0BAHUS SBISUIMCH aHaIN3, 00001eHue 1 popMaan3anus.
B npakTtrueckoit yactu ObUIM MPOBEACHBI HECKOJIBKO 3KCIEPUMEHTOB M HAOMIONECHUH,
OBLIO C/IETIAaHO CPABHEHME UX PE3YJIbTATOB.

AKTyaJIbHOCTh IPOBEJEHUS W3bICKAHUK B JaHHOM 00JIACTM TECHO CBsi3aHa C
MIOMCKOM BO3MOKHBIX IMOJMHOMHUAJIBHBIX AJITOPUTMOB PELIECHUS 3aJa4d O PIOK3aKe C
UHBEKTUBHBIM BEKTOPOM, J0KA3aTEIbCTBOM CYIIECTBOBAHUS OAHOCTOPOHHUX (YHKIIHUI
C Jla3eWKoW, MPUMEHEHHEM COBPEMEHHBIX METOAMK B 00JAacCTH HEHpPOHHBIX CeTed H
LEJI0YUCIEHHOTO MPOrPaMMHUPOBAHHUS JIJIsl COBEPILIEHCTBOBAHUS CYIIECTBYIOIIMX aTaK, B
4aCTHOCTH, IIepBoi yactu ataku [llamupa.

Pesynpraramu naHHOW paboOTHI sBIsOTCSA (hopManu3oBaHHbIE anroputmbel LLL-
ataky, BTopod uactu araku [llammpa m arakm Casomaa, ux peanusanus B IIAKETE
Mathematica, cpaBHUTENBHBIM aHAJIU3 UX MPOU3BOAUTEIBHOCTH, IKCIIEPUMEHTAIBHOE
NOATBEPKACHUE YA3BUMOCTH KpUNTOCUCTEMBI Mepkiia-XeMaHna.

JluriomHasi paboTa HOCUT IPAKTUYECKHUM XapaKTep U MOXKET ObITh MCIIOJIb30BaHA B
JNANbHENIINX UCCIET0BAHUIX JAHHON KPUITOCUCTEMBI.

JlunioMHast paboTa BBIIIOJIHEHA ABTOPOM COBMECTHO C PYKOBOJUTEIIEM.



ABSTRACT

There are 39 pages, 10 images, 15 sources, 5 applications in the thesis work.

Key Words: MERKLE-HELLMAN CRYPTOSYSTEM, LLL-ATTACK,
SHAMOR ATTACK, SALOMAA ATTACK, COMPLEXITY OF ALGORITHMS,
NP-COMPLETENESS.

The object of study in the thesis work is Merkle-Hellman cryptosystem and its
cryptographical strongness. The purpose of research was to study the most common
attacks, perform their formalization, estimate their complexity, experimentally verify
their work. The main methods of research with theoretical materials were analysis,
generalization and formalization. In the practice several experiments were held and
some observations were deduced. On this basis the comparison of their results was also
made.

The relevance of the research in this area is closely linked to the search for possible
polynomial algorithms for solving the knapsack problem with the infective vector, proof
of the existence of one-way functions with trapdoor, the use of modern techniques in the
field of neural networks and integer programming to improve existing attacks, in
particular, the first part of Shamir attack.

The results of this thesis work are formalized LLL-attack algorithm, the second part
of the Shamir attack and the Salomaa attack, their implementation in Mathematica
package, the comparative analysis of their performance, confirmation of the
vulnerability of Merkle-Hellman cryptosystem by the experiment.

The thesis work is practical. Its results can be used in further studies of this
cryptosystem.

The thesis work is performed by the author together with the supervisor.
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