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OOBEKTOM HCCNEAOBAHUHN ABISIETCS aITOPUTM U(POBAHUS, TOCTPOCHHBIA Ha
ocHOBe ceTu DelicTens ¢ UCTIOIB30BAHUEM IMHAMUYECKOT0 Xaoca
Llenpro paboTHI sIBNIECTCA pa3pabOTKa alropuT™Ma 1 MPOrpaMMHBIX CPEJICTB IS
mudpoBaHus/paciiPppoBaHrsl HA OCHOBE JAMHAMUYECKOTO Xaoca M IPOBENICHUE
WCCJICIOBAHWA QJIrOpUTMa HA €ro YCTOMYMBOCTh K  PAa3IMYHBIM  BHJIAM
KpUINTorpaduyecknx aTak
Pemarorcs crnenyrommue 3agayu:
e pa3paboTKa MpOrpaMMbl Jisi alropuTMa MUGPOBaHHS HA OCHOBE
JTUHAMUYECKOTO Xa0Ca;
® OIIEHKA YCTOMYMBOCTHU K PA3IMYHBIM BHUIaM KPHUMTOATAK;
e 000CHOBaHHE U BBHIOOp METOJIOB KpHUNTOAHANM3A JUIsl ajropuTMa
muGpPOBaHUS C UCTIOIB30BAHUEM JTHHAMHYECKOTO Xa0Ca;
e pa3paboTKa Mporpamm sl KPUIITOAHAIIN3A;
o peanuzanua aUPpGEepeHIUATBHOTO U JIMHEHHOrOo  KpUITOaHAIU3a
3amu(poBaHHBIX TEKCTOB C UCTIOJIb30BAHUEM IMHAMUYECKOTO Xa0ca.

B pesynbraTe npoBeAEHHBIX UCCIIEIOBaHUI HaMu ObLT pa3paboTaH aJIfOPUTM,
a TaKXe MporpaMma JUisi IIU(PPOBaHUS U PaCHIMPPOBAHUS OTKPHITOTO TEKCTa C
MCIIOJIb30BAaHUEM JTUMHAMUYECKOTOo Xaoca. J{Jis Toka3aTenbcTBa CTOMKOCTH alropuTMa
muppoBaHUs MPOBEICHO OMNPENECICHUE KOJIMYECTBEHHBIX MapaMeTpoOB, TAKMX Kak
MH(OpPMAIMOHHAST SHTPOIHUSI, YUCIOBBIX XAPAKTEPUCTUK pacHpeeCHUs] 3HAUCHHM
O0aliT B OTKPHITOM U 3allM(PPOBAHHOM TEKCTE, KOPPENALMs, MPOLEHT OuT
WU3MEHUBUIMX 3HA4YeHHE (JaBUHHBIA H(Q(dEKT), MPOIEHT NHUKCEIEH HN3MEHHMBIIMX
3nauenue (Number of Pixels Change Rate), cpenHee m3MeHeHHE WHTEHCHBHOCTHU
(Unified Average Changing Intensity). IIpoBeneH quHewHHbIH U qUdGepeHIMaTbHBINR
KPUNTOAHAIN3 AJITOPUTMa UG POBAHUS
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AG'exktam nacnefaBaHHAY 3'IyJselia aarapbIT™ IiblhpaBaHHs, Ma0ynaBaHbl HA
acHoBe ceTKl DeicTens 3 BEIKAphICTAHHEM JIbIHAMIYHAra Xaocy
Mbraii mparel 3'syiserna pacnpaioyka aarapblTMy 1 MparpamMHbIX CpOJKay
115 islpaBaHHs / paciibihpaBaHHS Ha aCHOBE JbIHAMIYHAra Xaocy 1 MpaBsi3eHHE
JacieaBaHHSAY — anrapelTMy Ha  STO  YCTOWIIBacih Ja  pO3HBIX  Bijgay
KpbInTarpadiuyHbIX Haraaay
Bripamaroriiia HaCTyHbISA 331296l
® pacmparoyka mparpambl Jig airapbiTMy IIbIpaBaHHA Ha acHOBE
JBIHAMIYHATA Xa0CYy;
® alPHKa YCTOMIIBACII Ja PO3HBIX BiIay KphINTaaTaK;
e a0rpyHTaBaHHE 1 BbIOAp MeTajay KpbIITaaHali3a IJsl airapbiTMy
mipl(hpaBaHHs 3 BEIKAPBHICTAHHEM JbIHAMIYHATA Xa0Cy;
e pacoparoyka rnparpam Juisi KpblliTaaHaisa;
e poam3aupisi  AblQEpIHIbIUIBHATa 1  JIIHEMHara  KpblllTaaHaii3a
3ambi(hpaBaHbIX TIKCTAY 3 BHIKAPHICTAHHEM JIbIHAMIYHATA Xao0cCy.

VY BBIHIKY MpaBeA3€HBIX JacieaBaHHAy HaMi ObIY pacrpaiiaBaHbl aJIrapbiT™, a
Takcama Tparpama s IblipaBaHHs 1 pacuibippaBaHHs aaKpbITara TIKCTY 3
BBIKAPBICTAHHEM JbIHAMIYHAara xaocy. Jlns [goka3y cToMKacii anrapbITMy
meihpaBaHHS TpaBel3¢HA BBI3HAUOHHE KOJBKACHBIX TapaMeTrpay, TakKix sK
1H(apMalplitHas YHTpaIIis, JIKaBbIX XapaKTapbICThIK pa3MepKaBaHHs 3HAYIHHSY OalT
y aIKPBITBIM 1 3amblPpaBaHbIM TOIKCIE, KapdJAllbls, MPAIPHT OIT SKisS 3MSHLUI
3Ha4YdHHE (JTaBiHHBI A(EKT), MPAIPHT MiKCceNsy sKisg 3MsaHLT 3HauwdHHE (Number of
Pixels Change Rate), csapaausie 3mauenne iHTaHciyHaci (Unified Average Changing
Intensity). IlpaBen3eHbl JIHEHHBI 1 JIBIPEPIHIBISIILHBI KPBIITAaHAI3 aJITapbITMY
msipaBaHHS



ABSTRACT

Diploma thesis contains 54 pages, 24 figures, 9 tables, bibliography contains 22
references.

Keywords: CRYPTANALYSIS, DIFFERENTIAL, LINEAR, ALGORITHMS,
FEISTEL CIPHER, DYNAMIC CHAOQOS.

The object of research is the encryption algorithm based on a Feistel network
using dynamic chaos
The aim is to develop algorithms and software for encryption / decryption based
on dynamic chaos and conducting research algorithm on its resistance to various
types of cryptographic attacks
Solved the following problems:
e develop programs for the encryption algorithm based on dynamic chaos;
e evaluation of resistance to various types of cryptographic attacks;
e the rationale and selection method of cryptanalysis for the encryption
algorithm using dynamic chaos;
e develop programs for cryptanalysis;
e implementation of differential and linear cryptanalysis of the encrypted
text using dynamic chaos.

As a result, of the research we have developed an algorithm and a program for
encryption and decryption of plaintext using dynamic chaos. To prove the stability of
the encryption algorithm carried out quantitative determination of parameters such as
information entropy, numerical characteristics of distribution of byte values in the
open and encrypted text, correlation, the percentage of bits change the value
(avalanche effect), Number of Pixels Change Rate, Unified Average Changing
Intensity. Carried out linear and differential cryptanalysis of the encryption algorithm



