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PE®EPAT
Jumnomuast pabota: 69 ctpaHull, 7 pucyHkoB, 4 Ta0auIbl, 13 HCTOUHUKOB.

BEB-CEPBUCHI, TECTUPOBAHUE BE3OITACHOCTH,
ABTOMATHU3NPOBAHHOE TECTUPOBAHMUE, KOMIIBIOTEPHA A
BE3OITACHOCTD, ITPOTPAMMHOE OBECIIEHUEHUE.

Obvexm  ucciedoséanusi -  BeO-CEpBUCHI,  KiaccuuKkamus  yrpos
Oe3omacHOCTH  BEO-CEpPBHCOB, METOJIbI aHAlW3a W MPOBEICHUS ayauTa
0€30MMacHOCTH, TPOTPAaMMHBIC PEUICHUS ISl BBITIOJHEHUS aBTOMATH3WPOBAHHOTO
TECTUPOBaHMS O€30MaCHOCTU BEO-CEPBUCOB.

Llenv pabomoer - pa3zpaboTKa KOMILIEKCHOTO MPOTrPaAMMHOrO OOECIIEUEeHHS
JUIsL TIPOBEICHMSI ABTOMATU3MPOBAHHOTO TECTUPOBaHUSI O€30MacCHOCTU BeO-
CEpBHUCOB, BHEAPEHUE €T0 B CUCTEMY HEIIPEPHIBHOM MHTErpalliy pa3padOoTKH.

BrimonHeH aHanW3 CHCTEM C CEPBHCHO-OPUEHTHPOBAHHOW apXUTEKTYPOH,
CpPaBHUTEJIHHBIA aHAU3 PACIPOCTPAHEHHBIX apPXUTEKTYp M TPOTOKOJOB BeEO-
CEpPBHCOB.

BrinonHeHo uccneaoBanue npouecca MOAEIMPOBaHUs YIpo3 0€3011acHOCTH,
IpOBEJCHA UX KiIaccuuKarus.

Paspaborana u  peanM3oBaHa  CHCTEMa  aBTOMAaTU3UPOBAHHOI'O
MHTETPaIMOHHOTO TECTUPOBAaHUS BeO-CEPBUCOB.

Pa3pabortan u peanmmzoBaH Moaysib (a33uHra, pPaCHIUPEHBl MOIYIH
KIUEHTOB, TECTOB W BAJIWJAIMM JUIsI BHEIPEHHS aBTOMATH3WPOBAHHOTO
TECTUPOBaHUS O€30MaCHOCTH BEO-CEPBUCOB.



PODEPAT

JlpimioMHast mpana: 69 craponak, 7 MaitoHkay, 4 Ta0minmsl, 13 KpbIHIL.

BDOB-CAPBIChI, TOCTABAHHE FBSCIIEKI, AYTAMATBLI3ABAHAE
TOCTABAHHE, KAMIIYTAPHAA BACIIEKA, I[TPAT'PAMHAE
3ABECITAYDHHE.

Ab'exm Oacnedasanus - BAO-COPBICHI, Kjaciikampls marpo3 OsCIeKl st
B30-COpBIcay, MeTajbl aHai3y 1 MPaBSAA3CHHS ayJbITy OSCIIEeKl, MparpaMHbIs
BBIpAIIIdHHI /IS BRHIKAaHAHHS ayTaMaThl3aBaHara TaCTaBaHHs OsCIEKI BO-CapBicay.

Mbsma npayvl - pacnpalioyka KOMIUIEKCHara mnparpaMHara 3a0ecrsudHHS
JUIsL  TpaBSA3€HHS ayTaMaTbl3aBaHara TACTaBaHHS Oscroeki  B30-capBicay,
yKapaHEHHE Siro ¥ cicTaMy OecriepanblHHAN IHTArpallbll pacipaoyKl.

Bblkananbel aHami3 CICT3M 3 C3pBICHA-apbleHTaBaHail apXITAIKTypaw,
napayHajabHbI aHAI3 pacnayCroKaHbIX apXiTIKTYp 1 paTakojay B30-capBicay.

Brikanana nacnenaBaHHE TpaldCy MadIIsIBaHHA Marpo3 Oscrieki, 3maakaHa
1X KJ1aci(ikarpbls.

PacnpaniaBana 1 poanizaBaHa cicTdMa ayTaMaTbl3aBaHara IHTITpallbliiHara
TACTaBaHHs B30-CHpBicay.

PacnipaniaBanbl 1 poaanizaBaHbl MOAYyJb (Ga33iHry, MalibipaHbl MOy
KIIIEHTay, TACTAy 1 Bajifanpbli JJis YKapaHEHHsS ayTaMmaTbl3aBaHara TICTaBaHHS
Osicrieki BIO-copBicay.



ABSTRACT

Thesis: 69 pages, 4 tables, 7 figures, 13 sources.

WEB SERVICES, SECURITY TESTING, AUTOMATED TESTING,
COMPUTER SECURITY, SOFTWARE.

Object of research are web services, the classification of security threats to
web services, methods of analysis and security audit procedures, software solutions
for performance of automated security testing of web services.

The purpose of this study is to develop a generic software for automated
security testing of web services.

The analysis of systems with service-oriented architecture, the comparative
analysis of common architectures and protocols of web services have been
performed.

The investigation of security threat modeling has been performed; security
threats classification has been formulated.

The automated integration testing system has been developed, implemented
and embedded for web services.

The fuzzing module has been developed and implemented; client, test and
validation modules have been updated for the introduction of automated security
testing of web services.



