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TOAHAJINS, TEOPEMA KOIIIIEPCMUTA, LLL-AJI'OPUTM, ATAKA BU-
HEPA, BAJTAYA O MAJIOM OBPATHOM, OBOBIIIEHHA{ ATAKA BUHE-
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Juccepranus mpejacTaBieHa B BIJIE MOsICHUTEIbHOI 3amiucKu oobemoM 69 crpa-

HUII, COJIEPKUT 1 m300pazkeHnne, 8 NCTOUYHUKOB, 4 NPUIOKEHUSI.

[esb pabothl: nzydenne LLL-anropurma, paccMoTpeHne MpUMEPOB UCIOIb30-
Banust LLL-asropurMma juist arak Ha mudp RSA, ananns obobiennoit arakn Bu-
Hepa, ONTUMU3AIUs ITOH aTakKyu U ee TeopeTmdeckoe odbocHoBaHue. Peasmm3arims

OCHOBHBIX aJIropuT™MoB atak Ha mudpa RSA mpu nomomun LLL-anropurma.

Hannas juccepralis sABJsIeTcsd 0000IEHIeM OCHOBHBIX 3HAHUN U I10JIXOJIOB,
cBs13aHHBIX ¢ arakamn Ha mudp RSA ¢ ucnonbszoBarunem LLL-anropurma, padbora
TaKyKe BKJIIOYaeT B ce0sl pean3aliiio OCHOBHBIX aJITOPUTMOB, OIMCAHHBIX B JIaH-
HOi1 pabore, B cpeje «Mathematica». OcHoBHOe HalpaBjeHne padOTHI - HCCJIEN0-
BaHue 00001eHHOl araku Bunepa. HoBusHa paboThl 3aK/IH0UAETCA B IIPOBEICHUN
ONTUMU3AINN 0000IIEHHO aTaku, (POPMYIUPOBKE U JOKA3ATEILCTBE TEOPEM, Jla~
IONUX TEOPeTHIecKoe 000CHOBAHUE KOPPEKTHOCTH MPEJIJIOZKEHHON ONTUMUBAIINN.
@opMmyIupyeTcss U JOKA3bIBAETCsl TeopeMa O KOJUYIECTBE ollepalliii aJropuTMa
0000IIIEHHO aTaK!.

Bo BBejienun coyepxkutcst nndopmaiius o kpunrocucreme RSA| ee akTyasib-
Hoctu, 006 LLL-anropur™e un obobmennoit atake Bunepa. A Takzke BBIIOJTHSIETCS
IIOCTAHOBKA 3a/Ia4N.

B rnase 1 «Kpunrocucrema RSA» paccMoTpeHbl OCHOBHBIE aJITOPUTMBbI THH(-
pa RSA u nogxoasl K kpunroanannsy mudpa RSA.

B rnase 2 «Bsenenne B LLL-anropurm» paccMoTpeH ajJropuTM OpTOTOHAJIH-
sarnnu ['pamma-ITImuara, LLL-aaroputMm, Teopembl 0 Oa3uce n npuBejieHHOM Oa-
suce. Taxyke paccMoTpena Teopema Kommepemura n anroput™ KomnmepemuTa jits
OJIHOMEPHOI'O CJIyYas.

B riaBe 3 «Arakum Ha RSA» paccmorpennl npumepbl atak Ha mmdp RSA,
ucnosbaytonue LLL-anroputm n reopemy Kommepemura. Kpome Toro Banmanme
yaeaseTcsa atake Bunepa.

B raBe 4 «O6006mienune ataku Bunepa» paccMaTpubaeTcs 3ajada O MaJjioM

obpaTHOM, 0000IIeHHas aTaka BuHepa.



B rnaBe 5 «Onrummsarust napaMmerpos 00o01enHoit ataku Bunepas ocoboe
BHIMAaHIe YJIeJIeHO ONTHMHU3alnr 0000IIeHHO aTaku Bunepa, a Takke Teope-
THYIECKOMY OOOCHOBAHWMIO KOPPEKTHOCTH IPEJIJIOXKEHHOI ontuMmusamnuu. Jlenaercs
cpaBHeHHE ¢ aTakoil Bunepa, npuBoauTCs 1OJAPOOHBII IpIMeEp 0000IIEHHO aTaKK

1 IIpHUMeEP BbIYUCJIIEHN A OIITUMAaJIbHBIX ITapaMETPOB aTaKH.
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The dissertation is presented in the form of an explanatory note of 69 pages,

contains 1 image, 8 references, 4 applications.

Purpose: study LLL-algorithm, review usage of LLL-algorithm for attacks on
RSA cipher, analysis of Wiener generalized attack, optimization of this attack and
its theoretical justification. The implementation of the basic algorithms of attacks
on RSA cryptosystem using LLL-algorithm.

This dissertation is a generalization of the basic knowledge and approaches
related to the attacks on the RSA cipher using LLL-algorithm, the work also
includes implementation of basic algorithms described in this paper in « Mathemati-
sca ». The focus of work is to research generalized Wiener attack. The novelty
of dissertation is optimization of generalized attack, formulation and proving
of theorems giving theoretical justification for the correctness of the proposed
optimization. Formulation and proving of a theorem about number of operations
in generalized Wiener attack is also included.

Introduction contains information about RSA cryptosystem, its relevance, also
it contains information about the LLL-algorithm and the generalized Wiener
attack, as well as the formulation of the problem.

Chapter 1 «RSA cryptosystems contains basic RSA encryption algorithms
and approaches for cipher cryptanalysis of RSA.

Chapter 2 «Introduction in LLL-algorithm» contains algorithm of Gram-Schmidt
orthogonalization, LLL-algorithm, theorems about the basis and a reduced basis.
Also Coppersmith theorem and Coppersmith algorithm for one-dimensional case
are described.

Chapter 3 «Attacks on RSA» contains examples of attacks on RSA cipher
using LLL-algorithm and Coppersmith’s theorem. Also attention is paid to the
Wiener attack.

Chapter 4 «Generalized Wiener attack» contains description of small inverse

problem and generalized Wiener attack.



In Chapter 5 «Optimization of Generalized Wiener Attacks» particular attention
is paid to the optimization of generalized Wiener attack, as well as the theoretical
justification of the correctness of supplied optimization. Also comparison with
the Wiener attack included in this chapter together with detailed example of
generalized Wiener attack and example of optimal parameters search.



