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B numiomuoi pabote 49 crpanuil, 7 puCYHKOB, 2 TaOIuIpl, 19 NCTOYHUKOB,
JIBA TIPUJIOKEHHUS.

NTRU-KPUIITOCUCTEMA, YACJIOBBIE PEIIETKH, ATAKA HA OC-
HOBE PEHIETKH, CJIOXXHOCTDb AJITOPUTMOB.

Pabota coctout u3 3 maB, BBeACHUS U 3aKkitoueHUs. Bo BBeleHUH 000CHO-
BaHa aKTyaJIbHOCTh pa0OTHl U OMMCAHBI 334U TAaHHOTO MCCIIEI0OBAHUS.

B nepBoii miaBe BBINOJIHEH 0030p JUTEPATYphl MO BOIPOCAM, CBSI3aHHBIM
C AJITOPUTMUYECKON CJI0KHOCTBHIO, KBAHTOBBIMHU BBIUHCIICHUSIMU, METOLOJIOTUU TI0-
CTPOEHUS KPUNITOTPAPUUECKUX CUCTEM C OTKPBITHIM KIFOUOM M 0030pOM TUITHYHBIX
aTak Ha TaKUe€ CHUCTEMBI.

Bropas mraBa nocssmena onucannto kpunrocucreMbl NTRUEncrypt u cBs-
3aHHBIM C HEM MAaTEeMaTU4YECKUX OCHOBAM TEOPUU pELIETOK. B 3TOM maBe paccmoT-
peHbl ocHOBHbIE araku Ha Kpunrocuctemy NTRUEncrypt u obcyxknaercs ciox-
HOCTb 3THX arTakx.

TpeTbs m1aBa NOCBSALIEHA PEATU3ALMKU aTaK Ha OCHOBE PELIETKU U OJ00paH-
Horo mudprekcTa. [IpuBoasitcs npumeps! arak. PaccmarpuBarotces pe3yibTarhl Bbl-
MOJIHEHHBIX aTaK NpHU pa3Hbix napamerpax anmropurma NTRU. Takxke B 3ToM 11a-
Be npuBoAATCs pe3ynprarel cpaBHeHUs NTRUEncrypt ¢ npyrumu kpunrocucrema-
MH C OTKPBITBIM KJIFOUOM, B YAaCTHOCTH, C PIOK3a4HOM KpPUIITOCUCTEMOU Mepkiisi-
XeJuMaHa.

JlunioMHast paboTa HOCUT MPAKTHUYECKUN XapakTep U MOXKET OBbITh MCIOJNb-
30BaHa B JAJIBHEHIINX MCCIENOBAHUSA JAHHOW KPUIITOCUCTEMBI.

Bce pesynbrarhl IUIIIOMHOM pabOThl CTPOTO JOKa3aHbl B COOTBETCTBHM C
NPUHATHIMU B MareMaruke npasmiaMu. OOOCHOBAaHHOCTh U JOCTOBEPHOCTH MOJY-
YEHHBIX PE3y/IbTaTOB O0YCIIOBJIEHA CTPOTUMH MaT€MaTHYECKUMU JI0Ka3aTelbCTBa-
MU c(OPMYJIUPOBAHHBIX B pabOTE JIEMM U TEOPEM U COMIACOBAHHOCTBIO C pe3yJbTa-
TaMH, U3BECTHBIMU PaHee JJisi KOHKPETHBIX YacTHBIX ciiyyaeB. JluruioMHas pabora

BBIIIOJIHCHA aBTOPOM COBMCCTHO C PYKOBOJIUTCIICM.



There are 49 pages, 7 images, 2 tables, 19 sources and 2 applications in the
thesis work.

NTRU-CRYPTOSYSTEM, LATTICES, LATTICE-BASED ATTACK,
ALGORITHM COMPLEXITY.

The work consists of three chapters, introduction and conclusion. In the
introduction, the relevance of the work is defined and described the problem of
the study.

The first chapter gives an overview of the literature on issues related to
algorithmic complexity, quantum computing, methodology cryptographic public
key, and an overview of common attacks on such systems.

The second chapter is devoted to describing the cryptosystem NTRUEncrypt
and related mathematical foundations of the theory of lattices. This chapter
describes the main attack on the cryptosystem NTRUEncrypt and discusses the
complexity of these attacks.

The third chapter is devoted to the realization of attacks based on lattice
matched ciphertext. Examples of attacks. The results of the attacks made at different
parameters of the algorithm NTRU. This chapter also presents the results of the
comparison NTRUEncrypt with other public-key cryptosystems, particularly with
backpack Merkle-Hellman cryptosystem.

Diploma work is practical. Its results can be used in further studies of this
cryptosystem.

All results of the thesis rigorously proved in accordance with the rules of
mathematics. Validity and reliability of the results is due to the strict mathematical
proofs formulated in the lemmas and theorems and consistency with the results
previously known for certain special cases. Diploma work performed by the author
together with the supervisor.





