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PEDEPAT
JumiomHass pabota coaepkutT 9lcTpanuily (BKJIOYash TUTYJIbHBIA JIHCT,
OTJIaBJICHHUE, CIHMCKU COKpAIIEHUA W UCHOJIb3yeMOW JIUTEpaTyphbl, pedeparsl,
NpUIOKEHUE), 7 pucyHKoB, 16 Tabmun n 40 HauMeHOBaHUN UCTOYHUKOB. OJHO
MIPUJIOKEHUE.
JIMHEMHBIN KOJI, TPYIIIIOBOUM KOJ, ITUKIMYECKU KOJI, KBA3U-
[MUKJIMYECKHI KOJI, BEC XOMMWHI'A, KOJIBIIO, TPVIIIIA, TIOJIE,
[IOJIE TAJIYA, IIOPOXJIAIOIIAA MATPUIIA, [IPOBEPOYHAA
MATPUIIA, IUPKYJIIHT, CUHPOM, KOJIEP, JEKOJIEP, KOJI C MAJIOH
[IJIOTHOCTBIO TIPOBEPOK HA YETHOCTH, KOJ C VYMEPEHHOU
[IJIOTHOCTBIO IIPOBEPOK HA YETHOCTb, TPA® TAHHEPA,
KPUIITOI'PA®USA, KPUIITOCUCTEMA, CXEMA MAKDIIMCA, CXEMA
HUJIEPPAMTEPA, INU®PAIIUSA, JEIINDPALINS, TEHEPALIMA KJIIOYEN,
YPOBEHb  BE3OITACHOCTHU, ATAKA HA  KPUIITOCUCTEMY,
OIITUMU3ALNA AJITOPUTMOB, MUKPOITPO-IECCOP, APUDOMETUKO-
JIOTUYECKOE VYCTPOMCTBO, TAKTOBASI YACTOTA, OIIEPATHBHAS
[TAMATS.
Pabora nocssiieHa pa3pab0TKe U MOCTPOECHUIO aCHMMETPUYHON KPUITOCUCTEMBI
Ha 32-pazpsgHom mporeccope ¢ RISC apxuTekTypoll Ha OCHOBE OJHOIO W3
KJIACCOB KOJIOB, KOHTPOJUPYIOLUMX OomHOKU. Jljig 3Toro B paboTe HCCIeayTCs
JIBE CaMOCTOSITENIbHbIE TOJICUCTEMBI: MOJICUCTEMA KOJIMPOBAHUS-IECKOAUPOBAHUS
BBIOpAaHHBIX B pab0OTe KOJIOB, & UIMEHHO, KBa3UIMKINYECKUX KOJOB C YMEPEHHON
IJIOTHOCTBIO TMPOBEPOK HA YETHOCTh, M MOACUCTEMA IIH(Ppanuu-aemudpanun
coobmienuil. Llenbto paboTsl siBIIgETCS pa3paboTKa, MTOUCK A (PEKTUBHBIX pelIeHUIN
U peanu3alus aJlropuTMOB HCCIIEIyeMOW aCUMMETPUYHOM KPHUITOCHUCTEMBI I10
cxeme Hupneppaiitepa ¢ qnuHoi kinrodya 9216 our na ARM-nipoueccope ¢ siapom
Cortex M3. Jlns mnoucka 5(h(PEKTUBHBIX PEHICHUH HCCIACAYIOTCS OCHOBHBIC
ONEpaly, BBINOJHIEMbIE B JBYX HE3aBUCHUMBIX MOJICHCTEMAX, M JIalOTCs
NPEMIOKEHHUSI TI0  UCTOJb30BaHUIO A(PGEKTUBHBIX  aJTOPUTMOB I UX
BBITIOJIHEHUS, TIOJIXOAIIUX CTPYKTYP JAHHBIX; IPOU3BOJUTCS BHIOOP MOPOTOBBIX
3HAYEHWH B CXeMe JEKOJAEepa Ha OCHOBE MMEKOUMXCS  HEKOTOPBIX
AKCIEPUMEHTAIIbHBIX JaHHBIX.
PesynpTaToM paboThl sBISETCS pa3pabOTaHHBIM M peann3oBaHHbIE Ha ARM-
porueccope MAaKETHBIN oOpasery CaMOCTOSITEIIbHON ACUMMETPUYHOU
KPUIITOCUCTEMBI C CHUCTEMHBIM MPOTPAMMHBIM O0€CIeUYeHUEM, MPUTOJHOM IS
JaNbHENIINX €€ yCOBEPUICHCTBOBAHUN U MOIU(PHUKALIUHA.
BrlinonHeHHble pa3padoTKu OyIyT UCIOJIB30BAThCA 1S (DaKyJIbTaTUBHBIX 3aJlaHUN
OTJIMYHO YCIIEBAIOIIMM CTYJE€HTaM B JaOOpPaTOPHOM MpPaKTUKyME IO Kypcy
«IIporpaMMHupoOBaHNE MUKPOIIPOLIECCOPHBIX CUCTEM.



ABSTRACT

Thesis consists of 91pages (including the cover page, table of contents, lists of
abbreviations and used literature, essays and application), 7 drawings, 16 tables,
single application. 40 sources were used.

LINEAR CODE, GROUP CODE, CYCLIC CODE, QUASI-CYCLIC CODE,
HAMMING WEIGHT, RING, GROUP, FIELD, GALOIS FIELD, GENERATOR
MATRIX, PARITY-CHECK MATRIX, CIRCULANT, SYN-DROME,
ENCODER, DECODER, LOW-DENSITY PARITY-CHECK CODE,
MODERATE-DENSITY PARITY-CHECK CODE, TANNER GRAPH,
CRYPTOGRAPHY, CRYPTOSYSTEM, MCELIECE SCHEME,
NIEDERREITER SCHEME, ENCRYPTION, DECRYPTION, KEY
GENERATION, SECURITY LEVEL, THE ATTACK ON THE
CRYPTOSYSTEM, OPTIMIZATION ALGORITHMS, A MICROPROCESSOR,
AN ARITHMETIC LOGIC UNIT, CLOCK RATE, RAM.

Investigation is devoted to the development and creating asymmetric cryptosystem
on a 32-bit RISC processor with architecture based on one of Error correction
codes. For this paper, we study two separate subsystems: the subsystem of coding-
decoding codes selected for work, namely, the quasi-cyclic codes with
moderatedensity paritcheck code and the subsystem of encryption-decryption
messages. Aim is to develop, finding effective solutions and implementation of
algorithms studied asymmetric cryptosystem on scheme Niederreiter with a key
length of 9216 bits per processor with ARM-core Cortex M3. To find effective
solutions were studied the basic operation of two independent subsystems, and
were provided suggestions for using efficient algorithms for their implementation,
suitable data structures; selects of threshold scheme on the basis of the decoder of
some experimental data was made.Result is developed and implemented on ARM-
processor scale-model of independent asymmetric crypto system with software
suitable for its further improvements and modifications.Completed developments
will be used for optional tasks for perfectly performing students in the laboratory
practical course "Programming of microprocessor systems."



