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Pedepar

Marucrepckass aucceptainusa, 51 crpanuna, 17 pucyHkoB, 2 Ttabnunbl, 4
bopMyIIBI, 8 HCTOYHUKOB.

JIBYXVYPOBHEBOE MOJEJIMPOBAHUE, KPUTNYECKASA
NHOPACTPYKTYPA, MEXAHU3M  3ANIWUTHI, PACIIPEJEJIEHHAS
NHOOPMAILIMOHHAS CUCTEMA, CUCTEMA 3AIIUTHI UHOOPMAILNUN.

Llenvb pabomwvr — BbIPAOOTATh METOMOJOTHIO MOCTPOCHUS CHCTEMbI 3aIUThI
uHbOpMallMU JIJIT  KPUTHYECKOW WHPPACTPYKTYpHl, MOAOOpaTh HEOOXOAMMBIE
MEXaHU3Mbl 3alIUThI, pa3padoTaTh CHUCTEMY 3alIUThl MH(MOPMAIUMU JII CUCTEMBI
yIPaBICHUS JKEJIE3HOIOPOKHBIM Y3IIOM.

Obvekm uccneoosanusi — CHCTEMa 3alUThl HMH(OpPMAUMU B KPUTUYECKOH
UHPPACTPYKTYpE.

Pezynomamamu  IBIAIOTCS METOAOJOTHS TIOCTPOCHUS CHUCTEMBI  3aIIUTHI
uHboOpMaluu ISl KPUTHYECKOW MH(QPACTPyKTypbl Ha OCHOBE JBYXYPOBHEBOTO
MOJICTTUPOBAHUS, TPOTPaMMHasE MOJIENIb CUCTEMBI 3aIIUTHl HH(GOPMAITUH, TOCTPOCHHAS
Ha OCHOBE JaHHOW METOJOJIOTHH, HHCTPYMEHTAPHI TS pa3paOOTKU CUCTEMBI 3aIIUTHI
uHpOpMaIui, pEKOMEHAALNN IO UCIIOJIB30BAHUIO KPUNITOTPaPUUECKUX MEXaHU3MOB
JUISL YCTPOMCTBA C OTPaHUYEHHBIMH PECYPCaMH.

Obnacmvio npumeneHus ABIAIOTCS KPUTUUECKUE HHQPACTPYKTYPBl U CUCTEMBI,
UCIOJIB3YIOIINE YCTPOMCTBA C OTPAaHUUEHHBIMH PECYPCAMH.



Abstract

Master’s thesis, 51 pages, 17 figures, 2 tables, 4 formulas, 8 sources.

TWO-LEVEL MODELING, CRITICAL INFRASTRUCTURE, PROTECTION
MECHANISM, DISTRIBUTED INFORMATION SYSTEM, INFORMATION
PROTECTION SYSTEM

The goal of the work is to develop a methodology for building an information
protection system for critical infrastructure, to select the necessary protection
mechanisms, and to develop an information security system for the railway node
management system.

The object of research is an information protection system in critical
infrastructure.

The results are the methodology for building an information security system for
a critical infrastructure based on two-level modeling, a software model of an
information security system based on this methodology, tools for developing an
information security system, and recommendations for using cryptographic
mechanisms for a device with limited resources.

The scope is critical infrastructures and systems that use devices with limited
resources.



