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Abstract: The growth of importance of distributed data
processing services highlights the importance of building
security solutions that address the needs of these
systems. In this context, this work proposes an innovative
approach for implementing a flexible security framework
for data processing services in distributed environment.
The key features of the proposed framework are the
support of the large-scale, medium-sized and small and
medium-sized corporate data analytic services. The
cryptographic core of the proposed framework is based
on the digital signature and a hybrid encryption system
using a modified attribute-based encryption. The paper
outlines the conceptual architecture of the framework
and presents performance testing results.
Keywords: Security, Big Data Security, SMART
Security Platform,
1. INTRODUCTION
The distributed data processing owns specific
characteristics which distinguish it from other
applications, such as, volume, variety, velocity, value
and veracity [1]. It demands specific solutions that are
able to address these aspects. A large volume of data
(volume) from different sources that ingress in the cloud
with different formats (variety) are processed in realtime (velocity) with high accuracy (veracity) to find
competitive information (value) for a given final user
application. Also, the data needs to be homogenized and
coherently handled by the cloud or other infrastructures,
like hybrid infrastructures [2]. This infrastructure needs
to be secured to guarantee the data privacy and avoid
misuse of the services it offers. An efficient distributed
data security framework should include the following
components: Authentication services; Access control
infrastructure for the supported access policies;
Encryption protocols and other standard cryptography
services; and Fast on-the-fly auditing services. All
currently used industrial approaches [3] are designed for
the Hadoop infrastructure and utilize Kerberos secure
resource sharing protocol. Besides, the theoretical base

of the big data security is rather poor: there are works
related to access control policy [4], hybrid environment
machine-learning systems [5] among other, but none of the
works found in the literature provide a comprehensive
security solution. This fact implies that there are no general
approaches in this field.
Therefore, the distributed data processing security
theory lacks the formal conceptual models, which leads to
the absence of the verifiable solutions for Big Data security
[6] and [7]. Trying to cover this gap, this paper outlines the
formal conceptual model of the security infrastructure and
presents a practical framework to address the above
security demands. The methodology supports several
cryptographic mechanisms designed for the different levels
of controlling the access to sensitive data. The proposal
includes a framework called Small & Medium sized
Enterprise Data Analytic in Real Time (SMART) [8].
SMART is a modular framework for Big Data analysis
that uses clouds or hybrid infrastructures to provide
support for Small & Medium-sized services operation. The
core security framework is implemented in the protected
cloud infrastructure [9]. The rest of this paper is structured
as follows. Section 2 examines relevant related works. In
Section 3, there is a description overview of the main
characteristics of the proposed cloud infrastructure. Section
4 describes the proposed authentication and access control
mechanisms for this cloud infrastructure. Section 5
presents performance and security testing results including
the basic adversary model. Section 6 concludes the paper
and presents suggestions for future work
2. RELATED WORK
The most important problems of securing the
distributed data processing are mentioned in the Cloud
Security Alliance report [10]. Among them there are:
mapper security, middleware protection, end-point
security, real-time monitoring, user privacy protection and
access control. The most challenging task is the necessity
to modify the traditional and conventional mechanisms
before actually applying them in the distributed services.
The critical components, such as access control, remain
elusive [11], [12].
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Hadoop-oriented security approaches based on the
Kerberos resource sharing protocol [13] turn out to be
ineffective in relation to support and implementation
[12], [11]. Apart from that, it is difficult, and rather timeconsuming, to set up and configure the Kerberos
infrastructure [11]. In the cloud computing system, it is
preferable to use either public-key infrastructure or
attribute-based encryption for protecting the user privacy
[14] while the symmetric encryption should be used to
support the fast processing of the bulk data [15].
It can be concluded that there is a demand for
developing security models and policies, not related to
Hadoop security infrastructure based on Kerberos [11],
[16], [17]. Such models allow to analyze the consistency
of the proposed security architecture, and figure out the
basic adversary model [16]. Other can be applied for
distributed data processing infrastructures, such as Flink,
possessing more flexibility in providing various data
processing functions [2].
According to the CSA report [10], the most
promising
cryptographic tool for security framework
implementation is the Attribute-based Encryption (ABE)
[3], [19], [18]. The most important challenge related to
ABE implementation is the necessity to apply the
modifications in order to support the key revocation [20]
and simplify the key generation [14].
In the light of these problems, this study provides a
security model corresponding to the attribute-based
access model. The corresponding implementation design
is provided in order to support the model. This work
aims not only to construct the model [11], [16], [17], but
that provides a practical ABE-based frameork design and
implementation.
3. CLOUD INFRASTRUCTURE
3.1 Architecture Overview
The complex cloud services need to be configured
automatically at several abstraction levels. Cloud
infrastructures comprising heterogeneous hardware
environments may need the specification of
configuration parameters at several levels such as the
operational system, service containers and network
capabilities [21]. Figure 1 illustrates the solution
proposed to model a hybrid system which depicts a
Global Dispatcher and Global Aggregator to be used on
the infrastructure. As the systems are independent
different data sizes can be manipulated at same time.
Previous work has been performed on MapReduce for
hybrid environments [2], [22].
The Global Dispatcher located outside the cloud has
middleware functions for handling task assignment, and
management of user-provided data. It is a centralized
data storage system that manages policies for split data
and distribution in accordance with the needs of each
system.

Fig. 1 — SMART architecture
The principle is similar to a publish/subscribe service
(PS-S) in which the system obtains data and publishes
computing results [2]. PS-S is a mechanism
producer/consumer that works like a Queue Message. The
user defines tasks and local data for put in a queue over
Apache Kafka in similar manner to [23] and after the
scheduler from global dispatcher distributes this tasks in
the queue for machines in the Cloud. The Global
Aggregator data output from both systems and merges
them in order to obtain the final dataset.
4. FORMAL SECURITY MODEL
The proposed approach to secure the distributed data
processing on the cloud is an extension of a cloud-based
access control and privacy protection infrastructure which
is currently implemented in protected enterprise cloud
storage- Storgrid [9]. The core of the protected
environment in the cloud is the hybrid attribute-based
encryption [14] with additional parameters which allow to
support the protection of heterogeneous devices and
attribute access policy avoiding the immense
use/optimizing the use of computational resources.
Therefore, it is suitable for the SMART cloudbased
architecture and corresponding Big Data processing
services. A simpler method of securing the user-generated
data is used for the services the require the rapid data
processing. In other words, the Storgrid security
framework is extended with the following infrastructure,
shows in Figure 2:

Fig. 2 — SMART secure method
The protection of the services in such system is is based
on the two basic mechanisms: 1) digital signature i.e.no
one should be able to modify the data entered by a specific
user other than the user himself and 2) the selective
cryptography i.e. only the specific pieces of information
collected are encrypted in order to improve the quality of
sort and search service operations.
In order to protect the privacy and provide security for
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the enterprise services the initial Storgrid hybrid
attribute-based AC is used. In this case, the performance
is compromised for the sake of better security.
The proposed approach is based on several
cryptographic mechanisms. The files/bulk data/multimedia are encrypted with 128/256-bit AES, while the
permanent file keys are encrypted with the attributebased encryption. The set of expiring ABE keys
corresponding to the set of files accessible by user in
encrypted with a single expiring AES key (KEY SET
KEY). This key is split by server into four stage (two are
stored on the device and two belong to the user) by the
secret sharing scheme (SSS). The encryption workflow
is outlined in the following Figure 3.
With each user session, the permanent FILE KEY
(unique AES key) is re-encrypted. The set of FILE
KEYs is protected with the corresponding ABE keys.
The unique ABE model supports the attribute policy
based on user groups and on file shares. The model
supports the simple selective ABE scheme [28], [29].
The selective scheme for attribute-based encryption is as
follows: if at least one attribute in the set {ti }U is equal
to the attribute in the set {ti }M , the corresponding user
U can decrypt the text M . In other words, as soon as the
user and share have one attribute in common - the user
can get access to the share.
The components of the ABE encryption are:
 Master-key (MK) which is kept safely on server
and accessible only for the domain administrator
and is specified by MK = (t1, t2, ..., tn , y) , where
the values ti are randomly selected from the group
Z . They are the private keys corresponding to
p
the group attributes. Note, that this is different
from the usual PK encryption: the private keys
are controlled by the admin and not by the users.
 Public key (PK) depends on the master key
values and is kept in the clear allowing users to
access the

Fig. 3 — Encryption workflow
 information: PK = (gt 1, gt 2, ..., gt n , .., e(g, g)y ) ,
Here e(g, g) is the bilinear pairing function
corresponding to an elliptic curve.
 Secret user KEY SET depends on his attribute
set. Here each Di (GROUP KEY) serves for
decryption of the data of a single group of users,
for example, related to some project: {ti }U → D
= {Di =g yw / ti }.

 Encrypted text M , in our context, M=FILEKEY, or
the permanent AES symmetric key, which allows to
avoid the file re-encryption.
Encryption procedure is multiplication. The set of the
public keys E i (PUBLIC SHARE KEY) corresponding to
the set of groups able to access the text is kept along with
the encrypted text E :
E = M e(g, g)y s, {E = g t i s/w }, i ∈ {ti }M
i
Decryption is division: M = E/Y s
In order to perform this operation the user needs the
pair of private key Di and public key Ei corresponding to
the attribute ti : Y s = e(g, g)ys = e(Ei , Di) = e(gyw/t i , g t i s/w )
= e(g, g)ys
The result of decryption is the FILE KEY - the
symmetric AES key that permits to decrypt the contents of
protected file.
The proposed security mechanisms are implemented
based on the following infrastructure in Figure 4.
Encryption server manages all the certified
authentication (CA) and encryption operations and grants
the user access to the data storage. This server can store the
encryption keys and/or connect to a separate Key Storage
server. This server generates the user keys, connects to the
client UI, runs the key renewal routines, stores the user
public keys and attributes besides the auditing data.

Fig.4 — Security Infrastructure Components
File storage is secure in the sense that some of the files
specified by the domain administrator are stored,
encryptedand have restricted access. It is recommended to
encrypt this external part of file storage completely.
Client UI can connect to the Encryption server and ask
for the permission to access the file storage in order to
view/edit/upload specific files or folders. Client UI stores
the user keys for the ABE encryption and the unique
symmetric session keys which serve for restricting the
access to the downloaded files. The symmetric keys are
encrypted with the ABE keys. The client supports different
platforms and operating systems.
The hybrid encryption method allows controlling the
privacy of the users without compromising the overall
encryption time. The basic ABE [18], [19] approach was
modified in order to set up the validation period from user
key and support the attributes corresponding to both the
file shares and user groups.
In the following section, the proposed security
infrastructure is integrated into the Big Data environment.
4.1 Security Framework for SMART Cloud-Based
Processing Service
The functions of the encryption server, i.e., the
protection services that work once the data is uploaded
(authentica tion, CA, encryption) need to be separated.
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Figure 5. shows six modules Global Collector, Global
Dispatcher, Storage, Core Engine, Global Aggregator
and Central Monitoring.
The Core Engine must support hybrid systems, i.e.,
enable streaming and batch computations at the same
time. Therefore, the Flink framework is an important
system to consider. The MR-BitDew [24] is another
framework to improve computational performance,
withthe Volunteer Computing use in a hybrid
infrastructures. A Client User API provides an easy
method to the users submit their applications and
indicate the data sources. The Client UI is a security
interface that enables a single user identification through
an encrypted key. A key is employed in the EncryptionDecryption Engine.
The Global Collector layer maintains management
and coordination of sensing modules. It is responsible
for getting data from several sources and maintaining
the data integrity mechanisms. The data is collected and
serialized under a standard TCP/IP, which composes the
communication stack to the Global Dispatcher.
In the Global Dispatcher, the data is decoupled of
the lower layers in the message queue mechanism. The
data is
put in a FIFO queue to be distributed to severs
accordance
with their resources availability in both Cloud/MultiCloud and Grid/Multi-Grid environments. Optimization
layer analyzes the input data volume and decides through
Decision Engine about scheduling tasks and data through
distinct environments. A simulation process implements
an execution time prevision that will be used by
Decision Engine to better the accuracy of scheduling
mechanism. The user deploying module enables unsafe
and encrypted data localization under external server.
The user must provide a key storage localization and the
data path across the network before definitely attaching
the data. The storage-and-forward and pass-through
protocols are implemented inside this layer according to
data source.
The intermediate results, processed on Core Engine,
are serialized to Global Aggregator that have the data
consolidation mission. The Data Integration module
does support the data integrity and data integration. The
last phase of data processing is designed to generate an
iterative execution and provide the result consolidation.
A Communication API is necessary to integration the
workers into a virtual network to data computation. The
Aggregator API is a module that orchestrates the results
aggregation and maintains the safety data mechanism for
end-users. The End-User Interface shows the
information with a friendly visual characteristic through
a central monitoring.
This integration model makes it possible to
implement the required level of security and user privacy
in all types of governmental and corporation organizations and services. The flexible implementation design
allows protecting the user privacy and control the access
to the sensitive data in the heterogeneous environment
via the Client UI developed for various OS and various
platforms. This architecture can be easily extended in
order to use more sophisticated methods of ensuring the

data and key protection, i.e., secret sharing or complex
attribute policies.

Fig.5 —Components of the security infrastructure and
their interactions
5. IMPLEMENTION AND PRELIMINARY
RESULTS
The proposed security infrastructure is currently being
implemented as part of the Storgrid project. Storgrid is a
secure cloud storage management system. This section
presents some results and analysis of the security
framework similar to the presented model. The administrator (or domain manager) controls the server work, and has
the access server through the secret password. Their
responsibility is to decide the level of security of the
protected/public files and define an authorization policy on
a web interface.
The basic encryption method on the server side is 128
bit AES. In order to enhance the security, the file storage
secret key has expiry period. The procedure of key
regeneration and re-encryption occurs daily and does not
affect the performance because the procedure runs when
the system is idle or has low activity. Auditing and log
analysis performed on server side do not allow to perform
an attack on a key.
The preliminary results of the re-encryption testing
taken from the server real-time log are shown in Table 1. It
demonstrates that the average encryption time even for the
big bulk of data, compared to the size of the data collected
by the SMART services, is rather low. The encryption time
depends on the server load at the time when encryption has
been performed. The results demonstrate a low overhead to
the protected file re-encryption in local file system.
Therefore, this re-encryption mechanism can be
successfully integrated into the existing SMART
infrastructure. Other reason to use re-encryption is that
presented model does not use the concept of complete data
encryption. This provides a selective encryption of the
sensitive user data in order to avoid overhead. This concept
allows does not overload internal network and controls the
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security of the files. The control of this process is
performed by the domain manager access control utility.
Table 1. — Re-encryption time results

The client controls security from the user side and in the
cloud. It is implemented on different platforms. The
proposal supports the concept of the light-weighted
client,
i.e., it does not do much encryption or other
critical/heavy operations. All encryption is done on the
server side and client just supports the key usage. The
unique feature is that every time the encrypted files are
not downloaded again if the keys remain the same. The
user can use his downloaded file after authentication
with the password and email and it is kept securely
(encrypted with unique AES key) in his storage device.
The access to the AES key is controlled by the server,
ABE encryption and key expiry period. The operation of
regenerating the public keys and resending them to users
are not time-consuming due to the implementation
design. The results of testing the user key generation
procedure for the 1000 user logins and 1000 key samples
out of 20 parallel threads are show in Table 2.
These results show that the proposed security
framework is designed to reduce the network load
without compromising the level of user security. These
properties perfectly match the security needs of the
SMART architecture.
Table 2. — User Key Generation Procedure Results

6. CONCLUSION
This paper proposes a security framework for
distributed data processing services of a different scale.
Particularly, this proposal aims cloud-based systems that
handle massive amounts of data in real time analysis
coming from very diverse data sources, which is the
motivation for the SMART architecture. The proposed
model provides authentication and access control
mechanisms appropriate to deal with the high demands
of the applications intended to be support by SMART.
The framework testing provides evidence that it imposes
low overhead without compromising the security level
being suitable for SMART application purposes.
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