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INFORMATION TECHNOLOGY AND CRIMINAL LAW: 
THE POSSIBILITY OF CERTAIN ACTS CRIMINALIZATION  

D. G. Poleshchuk 

The role of information technology in modern life is difficult to overesti-
mate. Due to the current level of developments in information sphere in some 
cases only one computer program can serve as a means to achieve political, 
economic and even strategic military aims of its creators. There is an opinion 
that only the protective potential of the criminal law can ensure 
proper functioning of information processes. 

Since the development and entry into force of the Criminal Code there has 
been a significant period of time allowing us to assess the effectiveness of 
current legal norms. Alongside with the development of social life law-
makers do not only update legislative acts, but also introduce novelties. In to-
day's world there are new phenomena and processes that require specific legal 
evaluation by the state. As such, we suggest to analyze such phenomena as 
“spamming”, “DDoS-attacks” and “Internet grooming”. 

"Spam" can be defined as sending commercial, advertising or other types 
of messages to persons who do not desire to receive them. In the UK, accord-
ing to the Center for Research of the consumer market «Which?», 80 % of 
subscribers regularly take "cold calls" with promotional offers [1]. Probably it 
was the reason for the introduction of a full legal ban on unauthorized tele-
phone calls and commercial SMSs. Such acts do not contain a positive tone 
and may cause economic damage to livelihoods, create difficulties in the work 
of individuals and organizations. In our opinion, such an action as spam by it-
self can not be considered a crime because of a small degree of public danger. 
However, appropriate prevention makes it possible to establish administrative 
responsibility for spam. On the other hand, in case of administrative preju-
dice, social danger in the form of substantial harm or grave consequences can 
ground the criminal nature of the action. 

DDos-attacks appear to be another form of deviant social behavior. «DoS» 
(Denial of Service) is a hacker attack on a computer system (usually per-
formed by hackers) to bring it to failure, that is to create conditions under 
which legitimate users of the system can not have access to the services pro-
vided system resources (servers), or the access becomes difficult [2]. 

We believe that the criminal nature of DDoS-attacks can be grounded by 
the following statements:  

• social danger of DDoS-attacks is manifested in the inability of normal 
functioning of state bodies and other organizations which may lead to 



 190

extremely negative consequences (failure of the banking system, public 
agency performance failure etc.);  

• DDoS-attacks often serve as a means of preparing and distracting 
commission of other crimes (for example, computer theft); 

• DDos-attacks can be a means of support of terrorist activities;  
• DoS- and DDoS-attacks may cause the refusal of functioning of any 

computer system, leaving no legally relevant evidence.  
On the basis of the study made, it is possible to suggest the introduction of 

criminal responsibility for the offense in question and define it as follows:  
"Article 351-1. Computer attack 

1. Deliberate destruction, blocking, making out of work computer system, 
network or computer media or organization of such actions (computer at-
tack), – ... 

2. Computer attack which resulted in grave consequences, – ... ". 
The achievements of modern technology and computer technology lead to 

a specific form of morally negative activities which is manifested in the 
"Internet grooming". “Internet grooming” (grooming) is a tactical approach of 
an adult to a minor, usually for sexual purposes [3]. A specific feature of these 
actions is that a potential offender commits all the actions with the use of the 
Internet and various forms of modern information technologies (social net-
working, chat, email, etc.). In some European countries (England, France) 
such actions are considered as having a high degree of public danger and are 
recognized as criminal. However, despite evident criminal liability, the crimi-
nalization of the act without generating a clear method of identifying the ele-
ment of illegality is objectively impossible. This is due to the extreme com-
plexity of the practical definition of the subjective side of the crime, as well as 
the fact that the only means of committing a crime can not be a decisive factor 
of criminalizing these actions that can in principle be covered by other crimes 
(for example, preparation to commit a crime). In this connection it is reason-
able to stress the viewpoint of the English law-makers who in Article 15 of 
the Sexual Offences Act 2003 provide that criminal liability would arise only 
if the adult perpetrator after two cases of so-called grooming meets the vic-
tims intentionally or tries to meet them in real life. On the other hand, to de-
velop a common legislative approach to this issue, we should pay attention to 
the special role of parents in the prevention of sexual crimes against minors. 

Another approach deals with trade computer passwords to illegal access to 
the system or network. This form of illegal activity has emerged as a new 
kind of development of criminal community - carding community specializ-
ing in the theft of property with the help of information technology. In our 
view, criminal law can prevent the commission of theft by the use of com-
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puter technology, make it more difficult to exchange key information in the 
preparation for the crime. 

Thus, alongside with the development of society information technology is 
increasingly becoming the deviant target. Despite the fact that the system of 
criminal offenses against information security in many countries has already 
developed, it requires constant monitoring to raise the level of security of citi-
zens, society and the state against threats in the information sphere. 
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ОСОБЕННОСТИ РАССЛЕДОВАНИЯ ПРИМЕНЕНИЯ АТИПИЧ-
НОГО ОГНЕСТРЕЛЬНОГО ОРУЖИЯ 

Б. Г. Рамазанов 

Согласно ст. 1 Закона Республики Беларусь «Об оружии» №61-3 от 13 
ноября 2001 г., огнестрельным оружием является оружие, которое про-
изводит выстрел, предназначено или может быть легко приспособлено 
для производства выстрела или ускорения пули или снаряда за счет 
энергии взрывчатого вещества [4]. 

В практике экспертно-криминалистической деятельности, по всему 
миру и на протяжении столетий на судебно-баллистическую экспертизу 
поступают устройства, по внешнему виду напоминающие отдельные ви-
ды оружия, которые эксперты относят к так называемому атипичному 
оружию – самодельное оружие, а также серийное оружие, в которое вне-
сены конструктивные изменения, изготовленное без соблюдения каких-
либо стандартов и технических условий [1, с. 25].  

Ряд учёных-криминалистов придерживается мнения, что к атипично-
му оружию, кроме самодельного и переделанного серийного, следует 
отнести образцы оружия заводского нестандартного изготовления, кото-
рое не подпадает по своим признакам или характеристикам ни под один 
из существующих видов, к примеру: стреляющий портсигар, стреляю-
щий топор – револьвер, стреляющая трость Сент-Этьен под шпилечный 
патрон, шпилечный револьвер – сабля, перстни пистолеты – кольца в ко-
тором вместо драгоценного камня располагается барабан с 5–6 каморами 


